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I. OBIIME ITOJIOKEHUSA

1.1. Hactostmmii  meTonuueckuii  nHokyMeHT «CocTaB U cojepXaHue
MEPOIPHUATHIA U MEP MO 3aIuTe HHPOPMAIUH, COAEpKAIIEHCs B HHPOPMAIIMOHHBIX
cucrteMax» (majsee — METOOUYECKUN JOKYMEHT) pa3paboTaH B COOTBETCTBUU
c noamyHkToM 4 myHkta 8 Ilomoxxenust o denepanbHoOil Ciiyk0€ M0 TEXHUYECKOMY
U DKCIOPTHOMY KOHTPOJIKO, YTBEpPXKIACHHOro Yka3zoM Ilpesunenrta Poccuiickon
®enepanyu ot 16 aBrycra 2004 r. Ne 1085.

1.2. MeTonuyeckuii  TOKYMEHT  OMNpeAessieT OoO0IIMe MOAXOIbl, COCTaB
U CcoJep)KaHue MeponpuaTuil (MpoleccoB) M Mep MO 3aluTe HHPOpMaIuH,
COAEpKAIIECUCS B:

MH()OPMAIIMOHHBIX CHUCTEMAax, aBTOMAaTU3MPOBAHHBIX CHCTEMax YIPaBIICHUS,
MH()OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETSIX (najsee — HHPOPMalUOHHBIE
CUCTEMBI) TOCYJapPCTBEHHBIX OPraHOB, FOCYIaPCTBEHHBIX YHUTAPHBIX MPENNPUITHIHA,
rOCy/IapCTBEHHBIX YUPEKACHUN, OpraHU3aIlHii, B TOM YHCJIE CyObEKTOB KPUTHUECKON
uHpOpMaIMOHHON HHPPACTPYKTYPHI (J1ajiee — OpraHbl (OpraHu3aiim));

UCIIOJIB3YEMBIX  JUIL  CO3JaHMs W DKCIUIyaTallud  T'OCYAAapCTBEHHBIX
MH()OPMAIMOHHBIX CHUCTEM, HHBIX HH(OPMAIMOHHBIX CHCTEM TOCYJIapCTBEHHBIX
OpraHOB TEXHUYECKUX CPEJCTBAX, MPOrpaMMax JJisl JJIEKTPOHHBIX BBIYMCIUTEIbHBIX
MaluH ¥ 0a3ax JAaHHBIX, JOCTYI K KOTOPBIM MPEIOCTaBISETCS C UCIOJIb30BAHUEM
MH()OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEe, B TMOPAIKE, YCTAHOBICHHOM
[IpaBuTtenbcTBOM Poccuiickon denepannu;

UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX HHPPACTPYKTYPAX, BHITOJTHSIOIIUX
o01ue TeXHOJOTHYECKUE (PYHKITMN ¥ 00ECIIeYMBAIOIIUX OCHOBY (DYHKIITMOHUPOBAHUS
YKa3aHHBIX HMH(QOPMALMOHHBIX CHUCTEM, a TaKXe MO O0ECHeHYeHHIO0 0e30MacCHOCTH
NpUHAAJIEKANIMX OpraHaM (OpraHu3alMsIM) 3HAYUMBIX OOBEKTOB KPHUTHYECKOU
MH(}OpMAMOHHOW HH(DPACTPYKTYPHI.

1.3. MeTonuueckuii JOKYMEHT JETalU3UpyeT Meponpusitus (MpOLECCH),
KOTOpBIE MOJIEKAT peain3alMy B OpraHe (OpraHu3aiiu) s JOCTHXKEHHS LeJen
3amuThl uHbopMarmu W (WiM) oOecriedeHus: 0€30MacCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKON HHPOPMAIIMOHHON HHOPACTPYKTYPHI, @ TAK)KE ONPEAEISET COACpKAHUE
Mep 1o 3amure uHbopManuu (oOecreyeHHur0 O€30MacHOCTH), MPUHUMAEMBIX B
MHOOPMAIIMOHHBIX  CHUCTEMax M Ha 3HAYUMBIX OOBEKTaX  KPUTHYECKOU
nH(pOpMaMOHHOW HMH(PACTPYKTYphl (Jangee — Mephbl MO 3aiuTe uHGOpMaluu) B
COOTBETCTBMM C TpeOOBaHUsAMHM 1O 3amure uHopmanuu (oOecreyeHutro
Oe3omacHocTH) .

!TpeGoBanust o0 3amure HHPOPMAIUHU, COJEp)Kalleiicss B  TOCYIapCTBEHHBIX
MH(OPMALIMOHHBIX CHCTEMaX, WHBIX HH(OPMALMOHHBIX CHCTEMax TIOCYAapCTBEHHBIX OpPraHOB,
rOCYZAApCTBEHHBIX YHWUTAPHBIX IPENIPUATHH, TOCYJAPCTBEHHBIX YUPEKICHUMN, YTBEPXKICHHBIC
npukazoM ®CTIK Poccum ot 11 anpens 2025 r. Ne 117.



B MeromuyeckoM JOKYMEHTE HE pacCMaTpUBAIOTCS COJIEp)KaHHUe, IMpaBuiia
BbIOOpa M pea3alii Mep MO0 3alluTe WH(pOpMaIluu, CBA3aHHBIX C MPUMEHEHUEM
Kpunrorpaguyeckux METOJOB  3allUThl  MHOpManmuu U MUQPOBAIBHBIX
(xpunrorpadudecknx) CpeaCcTB 3amThl nHPopMarmu. [IpuHsITHE TAKUX MEp 3alTUThHI
uH(poOpMaluu 00eCTIeYuBaeTCs B COOTBETCTBUU C TPEOOBAHUAMHU, YCTAHOBICHHBIMU
®Cb Poccun.

1.4. MeTonuueckuii TOKyMEHT IpelHa3HauYeH JiJisi oOnaaaTeneld nudopmanuu,
3aKa3UMKOB,  3aKIIOUMBIIMX  TOCYJAPCTBEHHBI  KOHTpPakT Ha  CO3JaHHE
MH(OPMAIIMOHHBIX CHUCTEM (J1ajiee — 3aKa3yuKu), ONepaTopoB HH(POPMAIMOHHBIX
CUCTEM (Jajiee — OIepaTopbl), a TakXe OpraHu3aluid, KOTOpPbIM Ha OCHOBAHWUHU
JIOTOBOpA HJIM UHOTO IOKYMEHTa MepenaeTcss nHbopMaIus, MpeIoCTaBIsIeTCs JOCTY
K WH(OpPMAlIMOHHBIM CHCTEMaM ormeparopa (obOnanarens uHdbopMmanuu) U (WIN)
cofiepkamieiicss B HUX HHQOpMAIMH JUIsI OKa3aHUS YCIyr, MPOBEIEHUs padoT
no o0paboTke, XpaHEHHIO HHPOpMAIMM, CO3AAHHUIO (Pa3BUTHUIO), OOECIEUEHUIO
AKCIUTyaTallui HHPOPMAIIMOHHBIX CUCTEM, a TAKXKE JIJIS1 BBIMOTHEHUS padoT, OKa3aHUs
yCIIyT 1O 3a1uTe HHPopMaIuu (Jajiee — MOApPsIIHbIE OpraHUu3alum ).

1.5. Hacrosimmii MeToIM4YECKUi TOKYMEHT IPUMEHSIETCS B XOJIE:

OpraHu3allMy B OpraHe (OpraHu3alum) ACSITEILHOCTH 0 3alluTe HH(pOopMaluu,
CO3JaHMsl CUCTEMBI 3aIMThl MH(OPMAIMU OpraHa (OpraHu3alii) U yupaBJieHHs €lo;

CO3/1aHusl HHPOPMAITMOHHBIX CHCTEM, SKCIUTyaTallui TaKMX MHPOPMAITMOHHBIX
CUCTEM U MOJJIEpKaHUS HEOOXOAMMOTO YPOBHS 3aIIUIIEHHOCTH;

o11eHKHU ((HEKTUBHOCTH ICSITEIILHOCTH TI0 3aIIUTe MHPOPMAILIUU U YIIPABJICHUS
CUCTEMOM 3aiuThl HH(OpMAIUU opraHa (OpraHu3alim);

aTTecTalud HMH(MOPMAIMOHHBIX CHCTEM Ha COOTBETCTBUE TpeOOBaHUSAM
no 3amure uH@opmanuu (oOecrneueHuo 0e30MacHOCTH), MPOBEAEHUSI UHBIX (HOpM
OLICHKH COOTBETCTBUS HMH(POPMAIMOHHBIX CHCTEM TpPEOOBAHHSIM IO 3allUTe
uHPOPMAIlMM W JIOCTATOYHOCTH MPHHUMAEMBIX Mep MO 3amuTte uHpopmamuu
(obecrnieueHuto 6E30MaACHOCTH).

TpeGoBanusi kK 0OECTICUCHHIO 3aITUTHI WH(GOPMAIUH, COAEpKalehncs B HHHOPMAITMOHHBIX
cUCTeMaX  YOpaBJ€HHUS  MPOMU3BOJACTBOM,  HUCHOJNB3YEMBIX  HPEANPUATHSIMH  OOOPOHHO-
MIPOMBIIIJIEHHOTO KOMILIeKca, yrBepxkaeHHble npukazom ®CTIOK Poccum ot 28 despans 2017 r.
Ne 31.

TpeboBanusi 1o oOecreyeHHI0 O€30IaCHOCTH 3HAUYMMBIX OOBEKTOB KPUTHUECKOMN
uHbopMalMOHHON uHOpacTpykTypsl Poccuiickoii ®denepanuu, yTBEp)KICHHbIE MPUKA30M
OCTIK Poccun ot 25 nexadbpst 2017 1. Ne 239.

TpeboBanust Kk obOecneueHUIo 3alMThl MH(GOpPMAK B aBTOMAaTH3UPOBAHHBIX CHUCTEMax
yIpaBieHUs] MPOU3BOACTBEHHBIMU MPOIIECCAMU Ha KPUTUYECKU BAXKHBIX O0BEKTaxX, MOTEHIIMAILHO
OTAacHBIX OOBEKTaX, a TaKXKe 00BEKTAX, MPEJCTABIAIOUINX MOBBIIICHHYIO OMACHOCTh VIS )KU3HU U
310pOBbSl  JIIOJIEM W I OKPYXKAIOWIEH MPUPOJHOM CpEeIbl, YTBEPKACHHBIE MPUKA30M
OCTIK Poccum ot 14 mapra 2013 1. Ne 31.

CoctaB M coaep)KaHHME OPIraHU3ALMOHHBIX M TEXHUYECKUX Mep M0 O0ECledYeHUIo
0€30IaCHOCTH TePCOHANBHBIX JAaHHBIX NIpU HX 00paboTke B HWHPOPMAIMOHHBIX CHUCTEMax
MIEPCOHANIBHBIX TaHHBIX, YTBepkaeHHbIe TpukazoM CTIK Poccun ot 18 derpans 2013 r. Ne 21.
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1.6. Ins ueneld HACTOSIIETO METOJIWYECKOTO JOKYMEHTAa MCIOJIb3YIOTCS
TEPMUHBI U OTPEICTICHUS, YCTAHOBIICHHBIE HAIIMOHAIBHBIMU CTaH/IApTaMHU B 00JaCTH
3alUThl UHPOpMalUU U obecriedeHus: UHPOPMAIMOHHON 0€30MacHOCTH, a TaKkKe
TEPMUHBl W ONPEICICHHS, NPUBEACHHBIE B mpuioxkeHnu Ne 1 k Hacrosmemy
METOIMYECKOMY JTOKYMEHTY.

1.7.B cBd3u ¢ YTBEpPXKICHUEM HACTOSIIETO METOJAMYECKOrO JIOKYMEHTA HE
PUMEHSIOTCS TTOJI0KEHUS METOANYECKOT0 TOKYMeHTa «Mepbl 3a1uThl HHGOpMALHH

B TOCYAapCTBEHHBIX MHPOPMAIIMOHHBIX cucTeMax», yrBepxkaeHHoro ®CTIK Poccuun
11 dpespans 2014 1.

II. PAKTOPBLI, BIIUAIOIHINE HA COCTOAHUE
3AIIUTHI UH®OPMAIIUU, COJEPKAIIENCS
B UH®OPMAIIMOHHbBIX CUCTEMAX

2.1. lloBeilieHue ypoBHS LU(PPOBON 3pernocTH OpraHoB (OpraHU3aluii),
yCHJIeHHas ITUGPOBU3ALIUS MPOU3BOICTBEHHBIX, IPOMBIIIJICHHBIX, OM3HEC-TIPOIIECCOB
npuBeja K KPUTUYECKOM 3aBUCUMOCTH pEaJTU3yeMbIX MOJIHOMOYMM ((pyHKIMIN),
MIPOBOJIMMBIX PadOT (OKa3bIBAEMBIX YCIYT) OT YCTOMYUBOCTH (PYHKIMOHUPOBAHUS
MH(POPMAITMOHHBIX CUCTEM U 3alIUIIEHHOCTU COJepKalleiics B HUX HHQpOpMAIUH.
OnpeneneHue  HEraTUBHBIX  MOCHEACTBUN  (COOBITHII)  OT  HapylIEHUS
(GYyHKIIMOHUPOBAHUS ~ WH(POPMAIIMOHHBIX  CUCTEM  BCJICACTBUE  peaU3alUU
(BO3HMKHOBEHHSI) yrpo3 0€30MacHOCTH HWHGOPMAIUA  SBISETCS HEOOXOIMMBIM
ycioBueM 3(PGEKTUBHOW NEATETbHOCTH MO 3alluTe UH(POpMAIUHU, COJep Kallencs
B MH(OpPMAIMOHHBIX CHCTeMaX. TakuMm 00pa3om, ompenesieMble B COOTBETCTBUU
c TpeboBaHMsIMU MO 3amure HHopManuu (oOecrnedueHuo O€30MacHOCTH) IeIu
3aluThl UHGOPMAIMU, cojaepKalieiics B WH(MOPMAIMOHHBIX CHUCTEMax, JOJKHBI
npeaycMaTpUBaTh UCKIIOUEHUE HACTYIICHUS] COOBITUHN, MOBJICKITNX BO3ZHUKHOBEHHE
HETaTUBHBIX TOCeACTBUM (ymiepOa). s ompeneneHus: HEAOMYCTUMBIX COOBITHIA
WCIIOJIB3YIOTCS. WMCXOJHBIC JIaHHBIE, CoJAepXkaluecs B OaHKe [aHHBIX YIrpo3
oe3omacuoctr nHpopmarmu PCTIOK Poccun.

2.2. JlesTenbHOCTh o 3aIUTE nH(popmarmu, COJIepKaIIEncCs
B HMHGOPMAIMOHHBIX CHUCTEMaxX, JOJDKHA OCYIIECTBIATHCS HEMPEPHIBHO HaPSIy
C OCHOBHBIMH BHUJIaMH JICSITEIBHOCTH OIEepaTtopa, Mg OOECHeUYeHUs] KOTOPBIX
MIPUMEHSIOTCS MH(POPMAIMOHHBIE CUCTEMBI U COJEpKallascsa B HUX WHOOpMaIus.
D¢ heKTUBHOCTh 3alIUThl HWH(POPMAIIMKM 3aBUCUT OT peaju3alvi OIlepaTopoM
MepOoNpUATHIA (TTPOIIECCOB) MO 3aITUTe HHPOPMAIIUH.

2.3. YpoBeHb peanu3aiy MEPONPUSATHH (TIPOIIECCOB) MO 3alTUTe HHPOPMAIIHH,
cozepKanieics: B MHOOPMAITMOHHBIX CHCTEMaX, OMPEACIISICTCS CTENEHBIO BHEIPEHUS
KaXJI0ro Meponpusitus (mpolecca), KOMIETECHIMEH CHeNUaaIuCTOB [0 3allluTe
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uHpopMaiuy, 3Q(GEKTUBHOCTHIO U KAUECTBOM IPUMEHSEMbIX UMH CPEJACTB, a TAKKE
IOJTHOTOM TOKyMEHTUPOBAHMSI MEPOIIPUATHH (IIPOLIECCOB) IO 3aIIUTE NH(OPMALIUU.

Haznayaemble Ha OJKHOCTH OTBETCTBEHHBIX 3a 3alUTy MH(OpMalUU JIHLA
JOJDKHBI 00J1aZlaTh COOTBETCTBYIOIIMMHU KommeTeHusiMu. Kpome Toro, Tpebyercs
OCYUIECTBJIATh MEPUOJUYECKOE IMOBBIMICHHE HX KBAIU(PUKALMK IO pPa3HbIM
HAIPABIICHUSAM 3aIUTHl WH(GOPMALMKM U HEMpepbhIBHOE MH(GOPMUPOBAHHE O HOBBIX
crocobax peanusaluu yrpo3 0e30macHOCTH MH(pOpMAalKU, METOJaX MU CPEACTBAX
POTUBOJIECUCTBUS UM.

B cmywae otcyrcTBUS y omepatopa COOCTBEHHBIX KBaJM(ULIMPOBAHHBIX
CHELMAIMCTOB 11€JIECO00Pa3HO MPUBJIEKATh K IPOBEACHUIO MEPOIPUATUH (IIPOLIECCOB)
[0 3aluTe HMHQOpPMAlMK OpraHU3alUu, UMEIIIHUE HEOOXOAUMBIE JHIEH3UNW Ha
NeATEeNbHOCTh B OOJACTH  3alUThl  MHPOpMAMH, W  KBATM(DUIIMPOBAHHBIX
CHEUUAINCTOB MO0 TpeOyeMbIM HaIpaBieHUSM JAesaTeslbHOCTU. [Ipu 3ToM Tpebdyercs
OJIHO3HAYHOE 3aJJOKyMEHTUPOBAHHOE pa3rpaHUuEHuE MNOJHOMOYMM (PyHKIMI) U
OTBETCTBEHHOCTH MEX]ly paOOTHUKAMU 3aKa3yuKa U CHEIHAINCTaMU MIPUBJIEKaeMON
JUI OKa3aHUs yCIyT NOJPSAHON OpraHU3alllu.

2.4. IlporpaMmmHble, TNpPOrpaMMHO-aNIapaTHbIE CPEJICTBA, IPUMEHSEMBbIE
cequaIicTaMu IO 3aluTe HHPOPMALUH, AOLKHBI OOECIEYMBATH PEATU3ALUI0
MepOoNpUATHA (POLECCOB) MO 3aIUTE UHPOPMALIMU U COOTBETCTBOBATH TPEOOBAHUAM
no 3amure uHPopMauuu (obecneyeHuto Oe3omacHoctu). K Takum cpencrtBam
OTHOCATCSA B TOM YHCIE CPEACTBA BBISBICHUS W aHalu3a yrpo3 Oe30MacHOCTH
uH(popMalnu, OOHaApYKEHHUS U MPEIOTBPALLEHUS BTOP>KEHUMN, TPOBEICHUS KOHTPOJIS
YPOBHS  3allMIIEHHOCTH  WH(OpPMAlMHW,  MOHUTOPUHIa  HMH(POPMAIMOHHON
0e3omacHOCT WH(GOPMAIIMOHHBIX CHCTEM, BBISIBICHUS YA3BUMOCTEH, KOHTPOJIS
HACTpPOEK U KOH(UTrypauuidi ”HPOPMALIMOHHBIX CUCTEM, CUCTEMBI, MTPEAHA3HAYEHHBIE
JUISl aBTOMATU3allMM W aHAJIMTHUYECKOW TOAJEPKKU JESITeIbHOCTH 110 3alluTe
uHpopmanuu. [IpuMeHsemble cieManucTaMy 1o 3aluTe HHOpMaIMi CpeACTBa HE
JOJIKHBI CO3/1aBaTh YIpo3bl 0€30MaCHOCTH UH(OpMALIUU.

B cnyuae orcyTcTBHS Y oniepaTopa cOOCTBEHHBIX MPOrPaMMHBIX, TPOrPaMMHO-
anmapaTHbIX CPEACTB WJIM  HEAOCTAaTOYHOM  KBaIM(PHUKAIMM  CIIECHHUAJIUCTOB
K TPOBEJCHHUIO MEPOINPHUATHI (MpOIeccoB) MO 3amuTe HHDOpPMALUU ClIETyeT
MPUBJIEKATh OpraHu3alii, UMEIoLe HE0OX0IMMbIE CPEJICTBA 3aIlUThl HH(OPMAIIUH,
yrpaBiieHus: © KoHTpous. [Ipu aTom Tpedyercs oJlHO3HaYHOE 3aI0KYMEHTUPOBAHHOE
OTpe/IeJICHHEe MEPONPUITUH (TIPOILIECCOB) MO 3aluTe WHQOpMaIMK, I KOTOPBIX
MPUMEHSIOTCS CPEJICTBA MOAPSIAHON OpraHu3ali, U MOPSAAKa UX MOAKIIOYEHHUS K
MH(GOPMaLMOHHBIM CUCTEMAaM OIlepaTopa AJIsi OKa3aHUs yCIyT WINA UX IPUMEHEHHUS.

2.5. Pernamentsl, cTaHaapThl MO 3amure HH(POpMalmu, paspadbaTbiBaeMble
OTepaToOpoOM, JTOJKHBI B COOTBETCTBHM C TPEOOBAHMSMH IO 3alluTe WH(GOPMaLUU
(obecrieueHui0 0E30MACHOCTH) OMpPENEATh MOPSAOK pealu3alii MEepPONpPUSTUI
(mpo1ieccoB) M ycTaHaBIMBATh MEPHI 110 3aUTE MHPOPMALIMK C YIETOM 0COOEHHOCTEN
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JeSTeIbHOCTH oOpraHa (opraHu3anuu) W (YHKIIMOHHPOBAHUS HWH(HOPMAIMOHHBIX
cUCTeM. PermameHTBl, CTaHAApTHI TO 3amMTe WHPOPMAIMH JODKHBI  OBITH
HampaBJieHbl HA HEAOMYIIEHUE BOSHUKHOBEHUS OPTaHU3AIMOHHBIX U apXUTCKTYPHBIX
YA3BUMOCTEM.

OKcITyaTalldOHHAsi ~ JOKyMEHTalus  pa3palaThiBaeTcs  Ha  KaXIyIO
WH(POPMALMOHHYIO CHCTeMy W (WIHM) OTAEIbHBbIE NPOTPaMMHBIE, MPOrPAMMHO-
amnmapaTHbIe CPENICTBA.

2.6. [Ipu opranuzanuu AeSTEILHOCTH IO 3aIIUTe WHGOPMAIIUU U YIIPABICHUN
TaHHOH JEATEIBHOCTHIO TPEOYETCs PEeTyCMOTPETh HHPOPMHUPOBaHHE PAOOTHIUKOB 00
YTBEPKJICHHBIX B OpraHe (OpraHu3allM) MOJMTHUKE 3aIUThl UHGOPMAIIMM U WHBIX
JOKYMEHTaX 10 3aIuTe nHPOopMaIuy (CTaHaapTax, periiaMeHTax ), CoAep KalluX Ien
3amuTel MHGQOpMAMU W TpeOOoBaHUS MO 3amuTe HUHPopMauu (00ECIeYEHHUIO
0e30MacHOCTH), a TaKXe HCKIIYHUTh OCYIIECTBICHHUE IOJTHOMOYMM ((DyHKIIMIT),
MpoBe/ieHHe padoT (0KazaHue ycayr) 6e3 yuera TpeOOBaHUi 110 3anuTe HHGOpMAIIH
(obecrieuenuto  6e3zomacHocTH).  DakTOpoM,  OKa3bIBAIOIIMM  CYIIECTBEHHOE
HETaTUBHOE BJMSHUE HA COCTOSHUE 3alllUThl WHGOOpPMAIUU, CoJepKaliencs
B MH(POPMALIMOHHBIX CHUCTEMAaX, SIBIISIETCS OTCYTCTBUE Yy OIEpaTopa MepCOHATBHOU
OTBETCTBEHHOCTH Pa0OTHUKOB, 3aKPETIEHHOW B COOTBETCTBYIOIIMX JIOJKHOCTHBIX
pernmamMeHTax (MHCTPYKUHUAX), 3a HapyIIEHUE TMOJIOKCHUNW TOJUTHKH 3allUThI
nH(pOpMaIiK, BHYTPEHHUX CTAaHIAPTOB U PETJIAMEHTOB T10 3alUTe WH(OPMAIINH.

2.7. 3amuTa uHpOpMaIMKU, cojaepKailelcss B HHPOPMAIMOHHBIX CHUCTEMaXx,
OTIpEEISAETCS 3aUIUILEHHOCTbIO 3TUX MHPOPMAIIMOHHBIX CUCTEM. Mephl Mo 3aliuTe
MH()OPMAITMOHHBIX CHCTEM MPUHUMAIOTCS HAa BCEX CTAAMSIX MX JKU3HEHHOTO IHKJIA:
CO3/71aHuE, pa3BUTHUE, BBOJ B KCILTyaTallUIO, SKCIUTyaTallvs, BBIBOJ M3 IKCILTyaTaIl|H.
3amuTa UTHPOPMAIIMOHHBIX CHUCTEM SIBISIETCS HEOTHEMJIEMOW YacThIO MX CO3/IaHUs
U 9Kcmutyatanud. O¢Q(GEeKTUBHOCTh 3aIIUThl WH(GOPMAIMOHHBIX CHCTEM 3aBHCUT
OT 3aKJIa/IbIBAEMBIX Ha J3Tale CO3JaHUSI MPOEKTHBIX PEIICHUH W BO3ZMOXKHOCTH ATHX
MPOSKTHBIX pEHICHWH 3a CUYeT CHeUUalbHO CIPOCKTUPOBAHHOM apXUTEKTYPHI
WHOOPMAITMOHHBIX CHUCTEM YMEHBIIUTh IIUPUHY U TIYOMHY TOBEPXHOCTH
KOMITBPIOTEPHBIX aTaK, CHWXas TEM CaMbiM BO3MOXXHOCTH HapYIIUTEIEH 1O
peanu3anuu yrpo3 6e3onacHoCcTH HHPOPMAIIUU.

2.8. BeIOOp apXUTEKTYypHBIX pelIeHni WH(OOPMAIMOHHBIX CHUCTEM Ha JTare
WX TPOCKTUPOBAHUS JIOJDKEH OCYIIECTBISATHCS HA  OCHOBE  PE3yJIbTaTOB
MOJICTTUPOBAHUSI yTrpo3 0e30MacHOCTH WH(GOPMAlMA M OINWCAHUS TOBEPXHOCTU
KOMIBIOTEpHBIX aTak. Co3nanue WHPOPMAIIMOHHBIX CHCTEM B 3allUIICHHOM
WCIIOJTHEHUH, B OCHOBE KOTOPBIX JIC)KAT HAIIMOHAIBHBIE CTAHAAPThl KOHCTPYKTUBHOU
0€30MacHOCTH, CYIIECTBEHHO MOBBIIAIOT 3()(HEKTUBHOCTH 3aIIUTHl HHPOPMAIIHOHHBIX
CUCTEM U COJIeprKalleiicsi B HUX HHPOPMAIIIH.

OpraHu3aiuoHHbIE MEPbl U HAJO0KEHHBIE CPEICTBA 3alUThl HWH(OpPMALUU
JTOJDKHBI OBITH HaMpaBJICHBI HA OJOKMpOBaHUE (HEUTpaAIU3aIiio) yrpo3 0€30MacHOCTH
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MH(POpMAIMU, COXPAHUBLIMX CBOIO AKTYyaJbHOCTh IIOCJIE MPUMEHEHUs! OE30MaCHBIX
APXUTEKTYPHBIX PELICHUM.

2.9. OCHOBHBIMH TPUHIMUIAMHU CO3/aHUsl HMH(OPMALMOHHBIX CHUCTEM B
3aIUIIIEHHOM HCIIOJTHEHUH SIBIISIOTCS:

muddepeHnranusi ypoBHEM 3HAYMMOCTH 3allMINAaeMbIX HWH()OPMAITMOHHBIX
PECYpPCOB B 3aBUCHUMOCTH OT HX BIMSHHMS Ha UEIH 3allUThl HHPOpMAIUU |
IPEJOCTaBIECHUE JOCTyIa K HUM Ha OCHOBE NPOBEPOK YPOBHS JOCTyHa CyOBEKTOB
JOCTYTIa;

YCTaHOBJIEHHE MUHUMAIbHBIX IPaB JOCTyNa K COOTBETCTBYIOILEMY YPOBHIO
3HaYUMOCTU UH(POPMALIMOHHBIX PECYPCOB;

MUHUMHU3aLUs HHTEPGEHCOB WHOOPMALMOHHBIX CHUCTEM, IOCTYIMHBIX IS
CyOBEKTOB JIOCTYIIA, B COOTBETCTBUU C (PYHKIHSIMHU HHPOPMAIIMOHHOW CUCTEMBI;

cerMeHTanus (MUKpPOCErMEHTalMs) HHPOPMALMOHHBIX CHCTEM C Y4YE€TOM
YPOBHEH 3HAYMMOCTH 3alUIIAEMbIX HH(OPMALIMOHHBIX pecypcoB (pa3dueHue Ha
CErMEHThI O€30MaCHOCTH) U KOHTPOJIb JIOCTYIa B BBIJECJIICHHBIE CETMEHTHI HA OCHOBE
YPOBHS 10CTYIa CyOBEKTOB IOCTYIIA;

peructpanysi M aHanu3 JCHCTBUIM CyOBEKTOB MpH AOCTYNE K CErMEHTaM
MH()OPMATMOHHOW CUCTEMBI M K MH(OPMAIMOHHBIM PECYpPCaM.

VYKka3aHHbIE KpPUTEpUU TOIJIEKAT yUeTy B  XOJE TMPOCKTUPOBAHUS
WH(POPMAIIMOHHBIX CHUCTEM, TMPOBEPKE peanu3ali B XOJE€ aTTecTalud Ha
COOTBETCTBHE TPEOOBAHUAM MO 3a1UTe HHPOopMalnK (00ecreyeHn0 0€30MacCHOCTH )
Y KOHTPOJIIO B XO/JI€ SKCIUTyaTallii UH()OPMALIMOHHBIX CHCTEM.

2.10. CnenctBueM Bce Ooublied  jgoctynmHoctTh B cetu  «MHTEpHET»
BPEJOHOCHOTO MPOrpPaMMHOT0 OOECHEeYeHUs], CPEACTB €ro pa3pabOTKU SBISIETCA
MOCTOSIHHOE YCJIO)KHEHUE TAaKTUK W TEXHHUK MPOBEACHUS KOMIIBIOTEPHBIX aTaKk Ha
WH(POPMAIIMOHHBIE CHUCTEMBl. B 95THX YyCIOBHSIX BBISIBICHHE W OIEHKA YTpo3
0e30macHOCTH HH(POPMALMU HE TOJKHBI 3aKJIF0UATHCS TOJIBKO B pa3padoTKe MOJEIH
yrpo3 0Oe3omacHOCTH HMHGOPMALUM, a JOJDKHBI MpeaycMaTpUBaTh OPraHU3aLMIO
MPOLIECCOB IO MOUCKY, AaHAJIU3Y U MPUHITHIO MEP, HAIIPaBJICHHBIX Ha OJJOKUPOBaHUE
yrpo3 6e3onacHoctu nHpopmanuu. [Ipu ananuze yrpo3 6e3onacHoCcTH HHGOpMAITUU
MOJJIEKAT OIICHKE TAaKTUKH, TEXHUKM W HHCTPYMEHTHI, HCIOJNb3yEeMble IS
OCYIIECTBJICHUSI KOMIBIOTEPHBIX aTaK, a TaKXe YSI3BUMOCTH HH(POPMAIIMOHHBIX
CUCTEM.

2.11. Poct umcrma  cepBUCOB, MPEAOCTABIAEMbIX  HMHPOPMALUMOHHBIMU
CHUCTEeMaMH, HEpPa3phIBHO CBSI3aH C YBEIMUYEHUEM KOJMYECTBAa TPeOyeMbIX M HX
(GYHKIIMOHUPOBaHUSI MHTEPPEicOoB, YTO BEAET K PACIIUPEHUI0 IOBEPXHOCTU
KOMIIBIOTEPHBIX aTak Ha HH(OPMAIIMOHHBIE CUCTEMBI.

YMeHbIIeHHe TOBEPXHOCTH KOMITBPIOTEPHBIX aTak SBISETCS OAHOM U3
BXHEHIIMX 33734 MO 3alUTe WH(OPMALMOHHBIX CHCTEM M COJAEp)KAIlEHCsS B HHUX
uHpopManuu. Periennio JaHHOM 3a/1a4 CIOCOOCTBYIOT YHU(UKALMS TPUMEHSIEMBbIX



IPOrpaMMHBIX, IPOTPAMMHO-AINIAPATHBIX CPEACTB U KOHTPOJIb UX HCIOJIb30BAHUS.
Kontponb uHTepdericoB HHPOPMAIMOHHBIX CUCTEM, MPEXK]E BCETO JOCTYMHBIX U3
cetu «l/HTEepHET», U HENOMYUIEHUE WX HECAHKIMOHHWPOBAHHOIO BBOJA B JCHCTBHE
W DKCITyaTaliikl  OOECNEYMBAIOT  CHIDKCHHE  BO3MOXKHOCTH  HapYIIUTENCH
M0 pealn3aluy yrpo3 0€30MacHOCTH HHPOPMAITUH.

2.12. Pa3zButne QyHKIUH (TIOJTHOMOYHNIA), TPOBOJUMBIX PadbOT (OKa3bIBAEMBIX
yCIyT) C HCHOJb30BaHUEM HH(POPMAIMOHHBIX CHUCTEM MPUBOJAT K MOCTOSHHBIM
U3MEHEHHUSIM COCTaBa OOBEKTOB U CYOBEKTOB JOCTYNla W MX [OJHOMOYHIA.
3adukcupoBaTh KOHPUTypaluo HHOOPMAITMOHHBIX CUCTEM B 0a30BBIX COCTOSIHUSX,
B OOJIBIIMHCTBE CITy4aeB, HE MPEACTABISICTCS BO3MOXKHBIM. B 3TUX yCI0BUSX clieayeT
OCYILECTBIISITh MOHUTOPUHT HH(POPMAIIMOHHOW 0€30MacHOCTH HMH(POPMAIMOHHBIX
CHUCTEM C YYETOM H3MEHSIOIIMXCS COCTaBa OOBEKTOB M CYOBEKTOB JOCTyNMa U MX
TTOJTHOMOYH.

2.13. ®yHKIMOHUPOBAHUE pa3HbIX UH(OPMAITMOHHBIX CUCTEM u
B3aMMO/JICHCTBUE MEK]Y HHUMH MOXKET OCYIIECTBISATHCS HAa OCHOBE MPOrPAMMHO-
TEXHUYECKUX KOMIUIEKCOB M CPEJICTB, BBIMOJHSIOMUX OOIIME TEXHOJOTHYECKHE
byHkuMu U 00ecleuuBarONIMX  OCHOBY  (DYHKIIMOHMPOBAHUS  YKa3aHHBIX
nHpopmarimoHHeIX cucteM. [Ipu sTOM HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHAS
MHQPACTPYKTypa’ MOMKET NPHHAUICKATH ONEPATOPy MM HPEIOCTABIATHCH KAk
ycayra CTOPOHHEW OpraHU3aluen.

Hcnonb3oBanre 001X TPOrpaMMHO-TEXHUYECKUX KOMILJIEKCOB U CPEACTB ISt
GyHKIMOHUPOBaHUST MH(GOPMAIIMOHHBIX CHCTEM, B TOM YHCJIE ISl XpaHEHUs
uHdopMmaIuu, nepeadu TaHHbIX, OCYIIECTBICHUS BIYUCICHUH, PYHKITMOHUPOBAHUS
MIPOTPAMMHBIX CPEJCTB, MPEIOCTABICHHS AOCTyMa K ceTu «HTepHET», MPUBOJUT K
HEOOXOJIMMOCTH OTHECEHUST K OOBEKTaM 3alllUThl HE TOJBKO OTJEJIbHBIX
MHQOPMAITMOHHBIX ~ CHUCTEM U coJepxkamiedics B HUX  HH(OpMaIluH,
HO U WHOOPMAIIMOHHO-TEIEKOMMYHUKAIITMOHHON HWH(PACTPYKTYphl, Ha OCHOBE
KOTOPOU OHM (PYHKIIMOHUPYIOT.

2.14. Tlpumenenne B MHPOPMAITMOHHBIX CUCTEMAaX 3apyOCKHBIX MPOTPAMMHBIX
U T[pOorpaMMHO-almapaTHbIX  CPEACTB  CO3Ja€T  Yrpo3y  HMCIOJIb30BAHUS
HEJICKJIAQpUPOBAHHBIX BO3MOKHOCTEM W 3aKJIAJIOK B MPOTPAMMHBIX, MPOrPaAMMHO-
amnmapaTHbIX CpPEJCTBAaX g HWH()OPMAIIMOHHO-TEXHUYECKOTO BO3JCUCTBUS Ha
MH(pOpPMAITMOHHBIE CUCTEMBI. 3apyOekHasi SJIEKTPOHHAs KOMITOHEHTHas 6a3za co3aeT
PUCK BHEIPEHUS B MHTErPaJibHbIE CXEMBbI JIOTHYECKHX ys3BUMOcTed. [Ipu sTom
BO3MOXXHOCTH KOHTPOJISI TPOU3BOJCTBEHHOTO TMpollecca M IEMOYeK IMOCTaBOK
MIPOTPAaMMHO-AMIMAPATHBIX ~ CPEJCTB, AJIEKTPOHHONW  KOMIIOHEHTHOW ©0a3pl

2 Ilynkt 3 Tlonoxenuss o0 ydere KMT-akTHUBOB, HCIONB3YEMBIX IS OCYIIECCTBICHHS

NEATETLHOCTH MO IMGPOBOM TpaHCHOPMAIMK CHUCTEMBI TOCYAAPCTBEHHOTO (MYHHUIUIIAIBLHOTO)
YIPABICHUs, YTBEPKICHHOro ImocraHoBieHueM IlpaBurensctBa Pocculickonn @Depepannn
ot 1 uronsa 2024 r. N 900.
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TEJIEKOMMYHUKAIIMOHHOTO O00OpY/IOBaHUS B COOTBETCTBHM C TpPEOOBAaHUSIMU I1O
3aIIuTe uHpopmMaruu (obecrnieueHUIO 0€301acHOCTH) OTCYTCTBYIOT.
[ToAKOHTPOABHOCTh HMHOCTPAHHBIM TOCyJapcTBaM pa3pabOTUMKOB 3apyOesKHBIX
MPOrPaMMHBIX U MPOTPAMMHO-ANNAPATHBIX CPEJICTB CYIIECTBEHHO CHUKAET YPOBEHb
JAoBepusi K  TakoM  mpomykmuu. Jdas  mpekpaimieHus WM HapyIIeHUs
GyHKIIMOHUPOBaHUS WH()OPMALIMOHHBIX CHCTEM BO3MOXKHO HCIOJIh30BAaHHE KaHAJIOB
yIaJIEHHOTO KOHTPOJISl ¥ YIIPABJICHUS STUMHU CPEAICTBAMU U 000pYI0BaHUEM.

B xone npoextupoBaHUSi MHPOPMAIMOHHBIX CUCTEM [OJDKEH MPOBOAUTHCS
aHaIM3 JOCTYMHBIX OTEYECTBEHHBIX IMPOTPaAaMMHBIX, MPOrpaMMHO-aNNapaTHBIX
Y TEXHUYECKUX CPEJICTB, JOJKHA ObITh IPEyCMOTPEHA BO3MOXKHOCTD UX IPUMEHEHHUS
B MH(QOPMAIIMOHHBIX CUCTEMaX MM, KAK MUHUMYM, B CETMEHTaX, B KOTOPBIX XPAHUTCS
n oOpabaTeiBaeTcs HauOosiee 3Haunmas uHbopmanus (JAaHHbIE). DTO MO3BOJUT
CHU3UTH PUCKH UCTIOIH30BAHUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH JIJIsl TIOTydeHUS
HECaHKIIMOHUPOBAHHOI'O JOCTYTA U (WJIM) BO3AEUCTBUS HA HHPOPMALIHIO.

2.15.B ycnoBusix OOJBIIOrO KOJWYECTBA CYOBEKTOB M OOBEKTOB JOCTYIA
B pacrpeieneHHbIX UH(QOPMAIMOHHBIX CHCTEMax TpedyeTcsi oOecrieueHue J10BEpUs
npu ux B3aumojierictBuu. O0ecneueHne JOBEpUsl MOKET IPeyCMaTpUBaTh:

NEPBUYHYIO HACHTU(DUKAIMIO TIONB30BaTENed U yCTPOMCTB, K KOTOPBIM
OCYIIECTBIISIETCSl JOCTYI MOJIb30BAaTENEe N7 BBIMOJTHEHUS CBOUX O0S3aHHOCTEH
(pynxrmit);

CTPOTYIO ayTEeHTH(HUKAIUIO TOJIh30BaTENEH, OCYIIECTBISIOMNX AOCTYIM s
UCIIOJIHEHHSI CBOMX OOs3aHHOCTeW ((DyHKIMIT), U HUX YCTPOHCTB, K KOTOPHIM
OCYILIECTBIISIETCS IOCTYII, C UCIIOJIb30BAHUEM CEPTU(PUKATOB OE30MaCHOCTH;

IPOBEPKY MNOJJIMHHOCTH W LEJIOCTHOCTH YCTaHABIMBAEMOI'O IMPOTrPAMMHOIO
oOecreyeHus 1 ero OOHOBJICHUI € UCIIOJIb30BAaHUEM CEPTUPHUKATOB OE30MaCHOCTH;

JIOBEPEHHYIO 3arpy3Ky NpOrpaMMHOTO OOECIEYeHHs] YCTPOMCTB, CTpPAHOM
IIPOUCXOKIECHUSI KOTOpBIX sBisieTcss Poccuiickas denepanus, ¢ HCHOJIb30BAHUEM
MOAyJIell 0€30MaCHOCTH ATUX CPENICTB, OOECMEUMBAIOIIUX B TOM 4HUCie O€30IacHoe
XPaHEHHE 3aKPBITHIX KITI0YEH U cepTU(UKATOB O€30MACHOCTH.

CpenctBa  BBIUMCIHUTEIBHOW  TEXHUKM M ONEPALMOHHBIE  CUCTEMBI,
UCIOJIb3yeMble B MH(POPMAIMOHHBIX CHUCTEMaX, JIOJDKHBI BKIIIOYATh MPOTpaMMHOE
obecrnieyeHue, obOecrnedyuBaroiiee (QYHKIIMOHUPOBAHUE MOJyJeH Oe30MacHOCTH U
OCYIIECTBIISIIOIIEE TMPOBEPKY cepTU(UKATOB 0€30MacHOCTH YCTaHABIMBAEMOTO U
3aIyCKaeMOT0 B MIX CpeJie MPOTPaMMHOTO 00eCTICUCHHSI.

2.16. OPheKTUBHOCT, MEPONPUATUN TO 3auUTe HH(OpMAlMU B OpraHe
(opranuzanuu) ¥ Mep Mo 3a1uTe HHPOPMALIMOHHBIX CUCTEM U COJEpKaIeHCsl B HUX
uH(pOpMaAIMU U3MEHSETCS BO BPEMEHHM IOJ JACHCTBHEM pa3iIMYHBIX (PAKTOPOB,
OCHOBHBIMU U3 KOTOPBIX SIBIAIOTCS U3MEHEHHE (YHKIMM U MPOIECCOB, U3MEHEHHE
COCTaBa U MOJIHOMOYH CyOBEKTOB U OOBEKTOB AOCTYIA, U3MEHEHHUE KOH(DUTypaluii
MH()OPMAILIMOHHBIX TEXHOJIOTHUM.
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st moamepkku TpedyeMoi 3(HEeKTUBHOCTH peau3aiiil MEPONPHUATHH 10
3amuTe WHpOpManmuu, a TakKe COXPAaHCHHs] YPOBHS  3allUIIEHHOCTH
MH(GOPMAITMOHHBIX CHCTEM W COJepKalelics B HUX MH(OpMaIuu I1enecooopasHo
OPOBOJUTh  TMEPUOJUYECKYI0O OIEHKY Kak J(p(EKTUBHOCTH pealu3yeMbIX
MEPOTPUATHM, TaK U TOCTATOYHOCTH MIPUHUMAEMBIX MED.

OmeHka TEKyIIero COCTOSHUS 3allUThl HWHQOpPMAlHUU TMPOBOAMUTCS TIO
pe3ynbpTaTaM pacdera Mmoka3aTesl 3aluIeHHOCTH HHPOpMaMOHHbBIX cucteM (Ky).

2.17.B ocHOBe Ka4eCTBCHHOW OIICHKHM TEKYIEro COCTOSHHS 3alllUThl
MHGOPMAIUHU JISKAT PEe3yIbTaThl KOHTPOJS YPOBHSI 3aIUIICHHOCTH HH(OpMAIHH,
coJeprkaieiicss B MH(QpOpMallMOHHBIX cucTeMax. KOHTposib ypOBHS 3alUILEHHOCTH
uH(POPMAIlMK JIOJDKEH TPOBOJUTHCS OJHUM MM COBOKYITHOCTBIO CJEAYIOIINX
METOJIOB:

aBTOMAaTU3MpPOBAaHHOE W  (WJIM)  pydYHOE  BBIABICHHE  YSA3BUMOCTEH
MH(POPMALIMOHHBIX CUCTEM C MOCIEAYIOIIEH 3KCHEPTHOM OLIEHKOH BO3MOXKHOCTHU
WX HCIOJb30BaHUA HAPYIIUTENEM [JIsl HapylieHus Oe30MacHOCTH HH(OpMaIuu
U (wn) HapyluieHus QyHKIIMOHUPOBAHUS HH(DOPMAITMOHHBIX CUCTEM;

BBISIBJICHUE HECaHKIIMOHUPOBAHHBIX MOAKTIOYSHU I yCTPOMCTB
K HHPOPMAITMOHHBIM CHCTEMAaM;

TECTUPOBAHUE MH(POPMAIIMOHHBIX CHUCTEM IyTeM MOJCIMPOBAHMS peaTH3aIiH
aKTyaJIbHBIX YTPO3 C LIEJIbIO OIEHKH BO3MOKHOCTEH HECAaHKITMOHUPOBAHHOTO IOCTYIIA
K HAM (BO3JICHCTBUI HA HUX ) WJIA TTOBBIIICHUS TPUBUJIETHIA C y4€TOM peaTN30BaHHBIX
Mep ¥ MPUMEHSIEMBIX CPEJICTB 3alUThl HH(GOPMAIIHY;

MPOBEJICHUE B COOTBETCTBUM C €IUHBIMH 3aMBICIIOM W TUIAHOM TPEHUPOBOK
Mo oTpaboTKe MEpOomNpUATHA U Mep MO O00eCleueHu0 TpedyeMoro ypOBHS
3aIUIICHHOCTH WH(OpMalnU, coaepkameics B HHPOPMAIMOHHBIX CHCTEMax, B
YCIIOBUSIX peaM3alliy aKTyalbHBIX YTPO3.

III. MEPOITPHUSITHUS (ITPOLECCHI) O 3AIIIUTE HHOOPMAIINN,
COJEPKAIENCS B THO®OPMAIIMOHHBIX CHUCTEMAX OPTAHOB
(OPTAHMU3AIINN)

3.1. BoisiBjIeHMe U OLleHKA yIrpo3 0e3onacHocTu nHpopmanuu (BY)

Hean: Coznanue cucTeMbl 3alUTHI UHPOPMAIIMY, HAMPABIICHHON HA 3aIIUTY OT
aKTyaJbHBIX YIpo3 Oe3omacHOCTH WH(OpMaluu (Janee — aKTyalbHBIX YIpo3), a
TaK)K€ CBOEBPEMEHHOE BBISIBJICHUE NPHU3HAKOB PEATU3ALMH aKTyaJIbHBIX YIpo3, UX
OLICHKY M TpPUHATHE Mep MO 3aluTe HHpopMamMu B XOJ€ OSKCIUIyaTaluu
MH(POPMALIMOHHBIX CUCTEM.

TpeOoBanus k peaauzanmu: BeisiBieHHEe M OLEHKAa Yrpo3 0e30macHOCTU
MH(pOpMaLMU JOHKHBI IPOBOAUTHCS B XOZ€ CO3/1aHus (Pa3BUTHS) MHPOPMALIMOHHBIX
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CUCTEM U B XOJI€ UX IKCIUTyaTalHH.

BrisiBneHue u onieHka yrpo3 6€301nacHOCTH HHPOPMAIIUU JTOJKHBI IPOBOIUTHCS
11 MTHPOPMALIMOHHBIX CHCTEM C YYETOM aKTyaJbHbIX YIpo3  HMH(OpPMaIMOHHO-
TEJIEeKOMMYHUKALIMOHHON HHPPACTPYKTYPHI, Ha 0a3e KOTOPOil OHU (PYHKIIMOHUPYIOT.

Ha cragun co3manus (pa3BUTHs) HMHPOPMAIIMOHHBIX CHCTEM BBISBICHUE U
OLIEHKa yrpo3 0e30macHOCTH MH(OpPMAINH JOJKHBI MPEayCMaTPUBATh OMPEICICHNE
yrpo3 0e30MacHOCTH HH(OPMALUM, OLEHKY BO3MOXHOCTH HX peau3aluu
(BOBHMKHOBEHMS]) BHEUIHMMHM UM BHYTPEHHMMM HApYIIUTEISIMHU, OIPEICICHUE
aKTyaJIbHOCTH yrpo3 0€30MacHOCTH HMH(pOpMaluu B MHPOPMALMOHHBIX CHCTEMAaX C
Y4ETOM HX apXUTEKTypbl U IpPEIIoJiaraéMbIX YCIOBUH 3KCILTyaTaluu. Pe3ynbTaThl
BBISIBJICHUS U OLIEHKU yrpo3 0e30macHOCTH MH(OpMaluuy NOAJEKaT BKIIOYEHUIO B
MOZENIb  yrpo3 0e30macHOCTH HMH(OpManuu, KOTopas JOJDKHA  COJEpKATh
XapaKTePUCTUKH MH(OPMAIIMOHHBIX CUCTEM u UH(}OpPMAMOHHO-
TEJIEKOMMYHUKALIMOHHON HH(PACTPYKTYyphl, Ha 0a3e KOTOPON OHU (PYHKIIMOHUPYIOT,
OTIPE/ICIISIONINE APXUTEKTYpPYy, NpPUMEHseMble HH(POPMAIMOHHBIE TEXHOJIOTUU U
npoueccsl 00padoTKu UHPOPMALIMHU, @ TAKKE BOZMOKHOCTH HapyIIUTENEH, IepeueHb
aKkTyalnbHBIX yrpo3. i pa3paboTku Mozenu yrpo3 0e30macHOCTH HH(pOpMaluu
JOJKHBI IIPUMEHSTBCS METOINYECKUE JOKYMEHTHI, yTBepkaAeHHbIe DCTOK Poccum.

Ha craguu skcrutyatanuym WH(GOPMAIIMOHHBIX CHCTEM BBISBICHHE W OLICHKA
yrpo3 6e30nacHOCTH MH(POpMAITUU JOJKHBI TPEayCMaTPUBATh:

aHalIM3 aKTyaJbHbIX JIaHHBIX O COCTaBe MH(POPMALMOHHBIX CHCTEM,
UX HaCTpOMKax M KOH(pUTypalusx;

NOUCK JIaHHBIX M MPHU3HAKOB, HJICHTUPUIUPYIOUIMX aKTyallbHble YIPO3bI,
C YYETOM cOcTaBa MH(OPMALIMOHHBIX CUCTEM, UX HACTPOEK M KOH(pUTypauii;

NPUOPUTHU3AIMIO BBISIBICHHBIX AaKTyaJdbHBIX YIpPO3  HCXOAS W3 KPUTEPUEB
BO3MOYKHBIX MOCJIEICTBUIA UX peanu3aiuu (BO3SHUKHOBEHNUS );

OTOBEIIEHNE 3aMHTEPECOBAHHBIX MOJIpa3/iesieHnii (paOOTHUKOB) oreparopa
O BBISIBIICHHBIX aKTyaJIbHBIX YIpO3ax;

aHall3 BBISIBICHHBIX AaKTYaJbHBIX yIpo3 C LEJIbI0 TNPUHATHS pPEIICHUs O
HEOOXOUMOCTH IPUHATHUS MEP.

B kadecTBe MCXOIHBIX JAHHBIX JIS BBISABJICHUS U OLEHKU aKTyaJbHBIX YIpo3
UCIIONIb3yeTCsl OaHK JaHHBIX yrpo3 0€30MacHOCTH MH(POpPMALUU, BEACHUE KOTOPOIO
ocyuiectBisiercss @CTOK Poccum (maniee — 0OaHK JaHHBIX Yrpo3 0€30MacHOCTH
unpopmarun OCTOK Poccun)’, W MHBIE HMCTOYHHMKH, COIEPKALIUE CBEICHUS
00 YSI3BUMOCTSX, HAPYIIMTENIAX M HCIOJb3YEMBIX HUMH METOJAaX M CpEACTBax,
JOCTYIHBIX JUTsl oriepaTopa (o0nanaresns nHbopMaIim).

TpeGoBanus k fOKyMeHTHPOBaHUIO: He npenbsaBisroTcs.

3Tlognynaxr 21 myskta 8 Ilonoxkenns o denepanpHOil clykbe MO TEXHHYECKOMY H
SKCIOPTHOMY KOHTPOJIKO, YTBEpKIeHHOro Ykazom IIpesunenta Poccuiickoii Penepauuu OT
16 aBrycra 2004 t. Ne 1085.
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TpeGoBanus K ycujaenuio*:

1) BbIsIBIIEGHME W OLEHKA AaKTyallbHBIX YIrpo3 B XOJ€ OKCIUIyaTaluu
UH(OPMAITMOHHBIX CHUCTEM OCYHIECTBISIOTCS C YY4E€TOM CBEACHHM, COAEpMKAIIUXCS
B CHCTEMax MHBeHTapu3aunu 1 T-akTnuBos;

2) BBIBJICHME M OLI€HKA AaKTyaJbHBIX YIpo3 B XOJ€ JKCIULyaTaluu
WH(POPMALIMOHHBIX CHCTEM OO0OTaIlaloTCs AaHHBIMH OT Pa3IHMYHBIX HCTOYHHUKOB
(cuctem yrpaBieHUsi COOBITUSIMU O€30MACHOCTH, CUCTEM OOHApY>KEHUSI BTOP>KCHHUI,
CPEIICTB aHTUBHUPYCHOM 3aIlIUThI, CPEACTB OOHAPYKEHUSI U PEarpOBaHUs HA YPOBHE
y3J1a, MEKCETEBBIX IKPAHOB U IPYTUX CPEJCTB 3aIUTHI HHPOPMALINHN);

3) 11 BBIABIECHHA M OLEHKM  aKTyalbHBIX  yIrpo3  IPUBJIECKAKOTCH
CIICHHAIN3UPOBAHHBIE OPraHU3allMM, HWMEIOIIME JIMIEH3UI0 Ha JEATEIbHOCTh
10 TEXHUYECKOM 3a1uTe KOHPUAEHIIMATBHOW HH(POPMALIMH C IPABOM OKa3aHUS yCIyT
[0 MOHHUTOPUHTY HMH(POPMALMOHHONM  ©O€30MacHOCTH CPEACTB M CHCTEM
nH(pOpMaTU3alUU — IEHTPbl MOHUTOPUHIa HTHPOPMALIMOHHOM 0€3011aCHOCTH;

4) nyi1 MOHHMTOPHMHIA AaKTyaJbHBIX YIpo3 IPUMEHSAIOTCS CPEACTBA aHAIU3A
yrpo3, B ToM uucie TI-matdopmsl.

3.2. Kontpouab kondurypanuii uanpopmaunoHubix cuctem (KK)

Heab: MckmoueHue HECAHKI[MOHUPOBAHHOTO M3MEHEHUS cocTaBa
MPOTPAaMMHBIX, MPOTPAMMHO-AIMIIAPATHEIX CPEACTB WH(OOPMAIMOHHBIX CHUCTEM, HX
HACTPOCK U KOH(UTYpaIluid, YCTAHOBIIEHHBIX BO BHYTPEHHUX CTaHIAApTax I10 3aIUTe
uHopmaIuu, a Takke OOECIeYeHHEe CBOEBPEMEHHOTO OOHapyeHus (¢(akToB
HECAHKIIMOHUPOBAHHBIX U3MEHEHUH U BBISIBJICHUE MPUYUH U3MECHEHHM.

TpeboBanus k peasuzanum: Kortponb koHpurypanuii mHOOPMAITMOHHBIX
CUCTEM JIOJDKEH OCYIIECTBIIATHCS HAa OCHOBE aHAIM3a aKTyaJbHBIX TAHHBIX O COCTaBe
WH)OPMAITMOHHBIX CHUCTEM, HMX HACTPOMKAaX W KOHQPUTYpAIUAX, YCTAHOBJICHHBIX
BO BHYTPEHHHUX CTaHAapTax Mo 3ammure wHbopMmanuu. KoHTponb KoHUTypanui
WH()OPMAITMOHHBIX CUCTEM JIOJDKCH MPEyCMaTPUBATh:

orpejieieHre 00BEKTOB HHBEHTAPHU3AIMH, K KOTOPBIM JIOJKHBI OBITh OTHECEHBI
MporpaMMHBIC, TTPOTrPAMMHO-AMIIAPATHRIE CPEACTBA, BKIIOYAsS KOMMYHHKAIIMOHHOE
obopynoBanue, HGOPMAITMOHHO-TEIICKOMMYHHUKAITMOHHBIE CETH U UX TOJICETH;

OTpe/eiCHUEe JaHHBIX 00 O0BEKTaxX WHBEHTAPHU3AIMH, TOJISKAIIUX CcOOopYy,
YYeTy M XPaHCHHIO, BKIIFOYAIOIUX HAUMEHOBAaHNE O0BEKTOB, BEPCHH ITPOTrPAMMHOTO
oOecrieueHus, CeTeBBIC ajpeca, UCIOb3yeMble (PHU3NYECKHUE MOPTHI, CETEBBIC CBS3H,

*VYcuneHus MeponpusATHi (TMPOLECCOB) IO 3aluTe HWHPOpPMALUHU, MPHUBEICHHBIC B
nojpasfenax «TpeboBaHMsS K YCHJICHHIO» pasfena 3, MPUMEHSIOTCS IO PEUICHHIO OIlepaTopa
(obnmanatens HHGOPMAIIUH) AJIS TOBBIIEHUS 3P PEKTUBHOCTH pealin3allui MEPOIPUATHHA 1O 3aIIUTe
MH(OPMAIMY ¥ TOBBIIICHUS YPOBHS 3AIIUINEHHOCTH HH()OPMALMOHHBIX CHCTEM U COJepIKaIlIeiCs B
HUX MH(OpMAIMH, a TAaKXKe JIi CHH)KEHUS BO3MOXKHOCTH HapyIIMTEJeH MO peanu3aliy yrpos
0e30macHOCTH HHGOPMAIIHH.
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NPUHAIICKHOCTD MOAPA3ACICHUIO U (UJIM) paOOTHUKY OIEepaTopa;

cOOp, YUET U XpaHEHHUE JAHHBIX 00 00BEKTaX WHBEHTAPU3ALINH;

aKTyaJIM3alyi0 JIaHHBIX 00 O0OBEKTaX HWHBEHTapU3allMd C YCTAHOBJICHHOMN
OMepaTopoOM NEPUOINYHOCTHIO;

KOHTPOJIb COCTaBa OOBEKTOB HMHBEHTApU3AllMM U BBIABICHUE (DAKTOB
HECAaHKIIMOHHUPOBAHHOTO J00ABJICHHUSI HOBBIX OOBEKTOB WM W3MEHEHHS TEKYLIUX
KOH(pUTYypanuii;

onpejienieHre KOHpUrypanuid oOBEKTOB HWHBEHTapU3allMd M  KOHTPOJb
UX WU3MEHEHUH, BbIsBIEHHE (DaKTOB  HECAHKIMOHUPOBAHHOTO  HM3MEHEHUs
KOH(UTrypaiuii 00beKTOB UHBEHTAPU3AIINH;

coop, aHanu3 W peructpanuio (HakTOB HECAHKIIMOHUPOBAHHOTO H3MEHEHUS
cocTaBa OOBEKTOB HWHBEHTAPU3ALMM W UX KOHQPUIypaluii, pearupoBaHHE
Ha HECAaHKIIMOHUPOBAHHBIE U3MEHEHUS.

[Ton xondwurypanueir o0beKTa WHBEHTAPU3ALMU MMOHUMAETCS COBOKYITHOCTH
YCTaHOBJICHHBIX [apaMeTpOB, IMpaBWJI U HACTPOEK, OIPENEIAIONINX CHoco0
(YyHKIMOHUPOBaHUSI OOBEKTa, €ro CETEeBOE B3aUMOJCIHCTBUE (€CIM IPUMEHHMO),
MOPSIIOK  aIMUHUCTPUPOBAHUSL U YIIPABJICHUS JOCTYIIOM, a TaKKe MPUMEHSIEMbIC
MEXaHU3MBbI 3aIUTHI.

[Io Bcem ¢akTaM HECAaHKUIMOHUPOBAHHBIX HW3MEHEHUN COCTaBa OOBEKTOB
WHBEHTAPU3AIMN ¥ UX KOH(PUTYpAIil JOHKHBI MPOBOJUTHCS aHAIU3 U BBISBIISATHCS
MIPUYHHBI TAKUX U3MCHCHHM.

JIOIKHBI TIPUHUMATHCS MEphI IO 3alllUTe COOpaHHBIX JaHHBIX 00 00BEKTax
WHBEHTAPHU3AIMN B COOTBETCTBUU C TPEOOBAHUSIMU O 3aIllUTe WH(DOpMAIUH.

TpeboBaHusi K TOKYMEHTHPOBAHUIO: BHyTpeHHUE CTaHAAPTHI C TUIOBBIMU
KOH(UTypalusiMu ¥ HACTPOMKaMU MPOTrPaMMHBIX, TPOTPAMMHO-ANMAPATHBIX CPEICTB
JOJIKHBI COJIEPIKATD:

nepeyeHb MHGOPMAIMOHHBIX CUCTEM W (WJIM) OTIEIbHBIX THUIIOB (KJIACCOB)
MPOTrPaMMHBIX, MPOTrPaMMHO-aNMNapaTHBIX CPEJCTB, K KOTOPHIM YCTaHABIMBAIOTCS
TpeOOBaHMS K HACTPOMKAM M KOH(PUTYpAIUSIM U TOJUICKANUX KOHTPOIIO B paMKax
KOHTPOJIsI KOH(PHUTYpaIIHif;

OMMMCAHWE HACTPOWKUM © KOH(pHUrypammu Uisi Kaxmoro Ttuma (Kiacca)
MPOTrPaMMHBIX, MPOrPAMMHO-AMNIMAPATHBIX CPEJCTB, CETMEHTOB HH(GOPMAILIMOHHBIX
CUCTEM, B OTHOILIEHUHU KOTOPBIX OCYILIECTBISECTCA KOHTPOJb KOH(UTypaluid, B TOM
quclie:

ONMKMCAHWE HACTPOMKM U KOHPUTypalMd MPOrpaMMHBIX, MPOrPAMMHO-
anmapaTHBIX CPEACTB, IPEAHA3HAYEHHBIX JIJIs1 00ECTIeYeHUS TOCTYIIA MOJb30BaTelel K
cetu «HTEpHETY;

OMHCAaHWE HACTPOMKHM M KOH(QUTYpaly MPOTrPaAMMHBIX, IPOrpaMMHO-
anmnapaTHbIX CPEJICTB, MPEIHA3HAYECHHBIX I OOECHEYEeHHUs] YNAIEHHOIO JOCTYIa
M0JIb30BaTeNIeH, BKIIIOYAsi TpeOOBaHUS K 0OecrieueHHI0 0€30MacHON JUCTAaHIMOHHON
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paboTHI;

nepeyeHb MnojpasieiaeHuil (pabOTHHUKOB), OTBETCTBEHHBIX 3a HACTPOUKY
U YCTaHOBKY KOH(UIypalMil NporpaMMHbIX, POrpaMMHO-aIlIapaTHbIX CPEACTB, a
TaKKe 32 KOHTPOJIb KOH(UTYpaIuii HHOOPMALIMOHHBIX CHCTEM;

NOPSJIOK ACHCTBUH 10 U3MEHEHHIO HACTPOEK U KOH(PUTYypaLMil TPOrpaMMHBIX,
IIPOTPaMMHO-ANNAPaTHBIX CPEICTB;

HOPSAJOK JIEHCTBUM MNpu OOHApyXeHHH (PAKTOB HECAHKIMOHHUPOBAHHOIO
M3MEHEHUSl HACTPOEK M KOH(UIrypaluil NmporpaMMHBIX, HNPOTrpaMMHO-aIIapaTHBIX
CPEICTB.

TpeOoBaHus K yCHIICHUIO:

1) KoHTpOJIb KOH(pUTYypauuid HWHOOPMAIMOHHBIX CHUCTEM OCYLIECTBISETCS
Ha OCHOBE JaHHBIX ABTOMATH3MPOBAHHBIX CHCTEM cOOpa M XpaHEHWs JIaHHBIX
00 oObekTax wuHBEHTapu3zauuu W uXx KoHurypamusx (CMDB-cucremsr).
ABTOMaTH3UPOBAaHHBIM COOp MJAaHHBIX 00 OOBEKTaX WHBEHTApHU3aLUU JOJDKEH
OCYILECTBIIATECA C MCIIOJIb30BAaHUEM BBIJIEICHHON YYE€THOW 3aluCH, KOTOPOU
Ha3HAYEHBI MUHUMAJIBHO HE00XOUMBbIE npasa TUISL IIPOBECHUSA
aBTOMATHU3UPOBAHHOIO cOOpa TaHHBIX.

3.3. Yunpasiaenue yszpumoctsamu (KY)

Hean: CBOEBpEMEHHOE BBISBICHUE YS3BUMOCTEH HMH()OPMALMOHHBIX CHUCTEM,
OLICHKA MX KPUTUYHOCTH, OIPENCIICHUE METOJOB W IIPUOPUTETOB YCTPAHEHUS
YSA3BUMOCTEM, a TAKXKE KOHTPOJIb 32 YCTPAHEHUEM YSA3BUMOCTEM.

TpeboBanuss K  peajau3anumM: YIPaBICHHE  YA3BUMOCTSIMU  JOJIKHO
MpeayCMaTpPUBATh:

MOHUTOPHUHT YA3BUMOCTEHN U OLIEHKY UX TPUMEHUMOCTH;

OLIEHKY YSI3BUMOCTEN;

ONPEIEIICHUE METOIOB U PUOPUTETOB YCTPAHEHHUSI YA3BUMOCTEM;

YCTpPaHEHHUE YSA3BUMOCTEM;

KOHTPOJIb YCTPAHEHUS YSA3BUMOCTEM.

B Xxome MOHUTOpPUHIa yA3BUMOCTEM W OLEHKA UX IPUMEHUMOCTH
OCYILECTBIISIFOTCS. BBISIBJIEHUE YSA3BHUMOCTEM HAa OCHOBAaHWU JAHHBIX, MOJYy4aeMBbIX
13 BHemHHUX (0a3bl JAHHBIX HW3BECTHBIX YSI3BUMOCTEW, OQPHUIMAIbHBIE PECYPCHI
pa3pabOTUMKOB MPOTPAaMMHBIX CpPEICTB, CHEUUATU3UPOBAHHBIE MMyOJUKAIUH,
(bopyMbl, MHbIE HICTOYHHUKHN) U BHYTPEHHUX (CPECTBA aHAIU3a 3allUILEHHOCTH, HHbIE
CpeICTBa 3alllMThl MH(POpPMAIMH, AaHHbIE O COCTAaBE€ MPOrPAMMHBIX, MPOrPaMMHO-
anmapaTHbIX CpPEJICTB) HMCTOYHUKOB, W MPHUHATHE PELIEHHS O NPUMEHHUMOCTU
ySI3BUMOCTEHN K HHPOPMAITMOHHBIM CHCTEMaM.

B Xozme OueHKM yI3BUMOCTEH OIPENENsAeTCs yPOBEHb KPUTUYHOCTH
YSI3BUMOCTEM  NPUMEHUTEIBHO K  MH()OpPMAIMOHHBIM  CUCTEMAaM  OpraHa



15

(opranuzanun).

B xone ompeneneHus METONOB M NPUOPUTETOB YCTPAHEHUS YA3BHUMOCTEHN
OTpEENseTCs MPUOPUTETHOCTh YCTPAHEHUS YSI3BUMOCTEM M BBIOMPAIOTCS METOIbI
UX YCTpaHEHHs: OOHOBJIEHHWE MPOrpaMMHOTO obecriedeHuss U (WJIKM) MPUMEHEHUE
KOMIICHCUPYIOIIMX MEP 3aIUThl HHPOPMAIUH.

B xome ycTpaHeHus ySA3BUMOCTEH NPUHUMAIOTCS MEpbI, HalpaBICHHbBIE
Ha YCTpaHEHHE WU HCKIIOYEHUE BO3MOXKHOCTH HCIOJIb30BaHUS (IKCILTyaTall|H)
HapYUIUTEJEM BBISIBIICHHBIX ySI3BUMOCTEH. BpeMsi, B TeueHrue KOTOPOro JOJIKHBI OBIThH
OPUHATBL MEPBI MO YCTPAHEHUIO YSA3BUMOCTEHM, OMPENENAETCS UCXOAS U3 YPOBHA
KPUTHUYHOCTH YSI3BUMOCTH U B COOTBETCTBUU C TPEOOBAHUSAMU O 3alIUTE HHPOPMAIUH,
yrBepxkaeHHbIME OCTOK Poccun.

B Xxone KOHTpOJsi YCTpaHEHHs YSI3BUMOCTEH OCYIIECTBISIIOTCA cOOp M
00pabOTKa JAaHHBIX O MPOIECCE YIMPABIEHUS YSA3BUMOCTSIMHU U €ro pe3ysbTarax, a
TaK)Ke MPUHATHE PEIICHUH 110 YJIYYIIEHHIO TaHHOIO ITpoLiecca.

[Ipoumecc  ympaBieHus  yA3BUMOCTSAMH  OpPraHM3yeTrcss Ul BCEX
MH(GOPMALIMOHHBIX CUCTEM OIlepaTopa U JAODKEH IpPeayCMaTpUBaTh MOCTOSHHYIO U
HENPEPBIBHYIO aKTyalIU3allio CBEACHUN 00 ySI3BUMOCTSIX U COCTAaBE MPOTPAMMHBIX,
MIPOrpaMMHO-ANIMAPATHBIX CPEACTB MH(GOPMAIMOHHBIX cucTeM. [lpu u3MeHeHuH
cTaTyca YsS3BUMOCTEW (MPUMEHUMOCTh K HH(MOPMALMOHHBIM CHCTEMAaM, HaJlU4due
WCIIPaBJIEHUN, YpPOBEHb KPUTHUYHOCTH) JOJIKHBI KOPPEKTHUPOBATHCS CHOCOOBI X
YCTpPaHEHHS.

TpeOoBanuss K  JOKYMEHTHPOBAaHUIO: BHYyTpeHHUN  periiamMeHT 1o
YIOPaBICHUIO YSI3BUMOCTSIMU UH(POPMALIMOHHBIX CUCTEM JOJKEH COJIEPIKaTh:

nepeyeHb nojapaszaencHuil (pabOTHUKOB), OTBETCTBEHHBIX 3a OPraHU3aLUI0 U
KOHTPOJIb YIPaBJICHUS YA3BUMOCTSAMHU, A TaKK€ YYaCTBYIOUIMX B peau3alHiu
MIPOLIECCOB YINPABIEHUS YA3BUMOCTSAMHU, HMX O00S3aHHOCTU ((PyHKIMM) W TMpaBa
(mostHOMOYHSA);

OMKMCAHWE Olepaluui, OCYLIECTBISEMbIX MPU MOHHUTOPUHIE YS3BUMOCTEH
M OLUEHKE WX  [PUMEHHMOCTH, I[I€pEYEHb  HCIOJHUTENEH  ONepaluid,
IIPOJIOJKATEIBHOCTD PEAJIN3ALIMH, BXOHBIE U BBIXOJHBIE JAHHBIE, UCITOJIb3yEMbIE TIPU
MOHUTOPUHIE YA3BUMOCTEN U OLICHKE UX PUMEHHMOCTH;

ONMCAHWE OIEpalrid, OCYIIECTBISEMBIX NIPU OLIEHKE YA3BHUMOCTEH, MEPEUYCHBb
WCTIOJTHUTEIIEH OIEepalnid, MPOJOJIKATEIBHOCTh PEAIN3ALNNA, BXOIHBIE U BBIXOJHBIC
JAHHBIE, UCITOJIb3YEMBIE MPU OLIEHKE YSI3BUMOCTEH;

ONMCAaHWE ONepauui, OCYLIECTBISIEMBIX TPH  ONPEAEICHUN METOJ0B
U TPUOPUTETOB YCTPAHCHHS YSI3BUMOCTEH, IEPEUCHb MCIIOJHUTENIEN ONepalni,
IIPOJIOJKATEIBbHOCTD PEAJIN3ALINH, BXOHBIE U BBIXOHBIE JAHHBIE, UCIIOJIb3yEMbIE TIPU
ONpEIEICHUN METOOB U IPUOPUTETOB YCTPAHEHUS YSI3BUMOCTEN;

ONHMCAHWE Olepauui, OCYLIECTBISIEMbIX IPU YCTPAHEHUH YSI3BHUMOCTEW,
NEPEUYEHb WCIIOJHUTENEH OINepalunid, NPOAOIKUTEIbHOCTh pealu3alii, BXOAHBIE U
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BBIXOJIHBIE JTAHHBIE, UCIIOJIb3YEMbIE IIPU YCTPAHEHUH YSI3BUMOCTEM;

ONMCAaHWE OIEpalMii, OCYIIECTBISIEMBIX IIPU  KOHTPOJIE  YCTPAaHCHHS
ySI3BUMOCTEM, TTEPEYEHb UCIIOTHUTENEHN ONEepaLNil, MPOAOJIKATEIbHOCTD PEaInu3allii,
BXOJHBIE W BBIXOJHBIE JIaHHBIE, MCIOJb3YyEMbIE IPU KOHTPOJE YCTPAHEHHUS
YA3BUMOCTEM;

CXEMbl B3aWMOJCHCTBUS MOJpa3AeieHU (paOOTHUKOB) NpH pean3aluu
omepalui Mo yrnpaBJIeHUIO YA3BUMOCTIMU.

TpeOoBaHuA K YCHJIEHHIO:

1) nis ynpaBieHus YSI3BUMOCTSIMH  HMCIIOJB3YIOTCS aBTOMAaTHU3UPOBAHHBIE
CUCTEMBI YIIPaBJICHUS YA3BUMOCTSMY;

2) WIsI MOHUTOPHHIA YSI3BUMOCTEH IPUMEHSIOTCS CPEACTBA aHAIM3a YIrpos,
B ToM unciie TI-mnardopmer;

3) Ansl  OLICHKM NPUMEHUMOCTH  YSA3BHUMOCTEW HCHOJIB3YIOTCS  JTaHHBIE,
coJiepKalliecs: B aBTOMAaTH3UPOBAaHHBIX CHCTEMax cOopa M XpaHEHUs JaHHBIX
00 00bekTax UHBeHTapu3aIuu 1 ux koupurypanusx (CMDB-cucremsr);

4) 11 KOHTPOJS YCTPAHEHMS YSI3BUMOCTEM MCIOJIB3YIOTCSI PE3YNbTaThl
MOHHMTOpPHUHTa HH(OPMALIMOHHON 0€3011aCHOCTH WM YIIPaBJI€HUs OOHOBIICHUSMU, WIN
YIPABJICHUS KOHPUTYPALUSIMHU.

3.4. Ynpasiaenue ooHoBenusimu (KO)

Lean: CBoeBpeMeHHAs] yCTaHOBKA OOHOBJICHUHN MPOTrPaMMHOTO OOeCIieUeHUs,
YCTPAHSIIONTUX YS3BUMOCTH.

TpeboBanusi K  peajau3anuu: YIpaBJIcHHE OOHOBICHUSMH  JOJDKHO
MIPEeTyCMaTpPUBATh:

KOHTPOJIb aKTyaJlbHOCTH BEpPCHUU MPOTPAMMHBIX, MPOTPaMMHO-AIMTAPATHBIX
CPEJ/ICTB;

MOJIyYCHUE OOHOBJICHUH TPOTPaMMHBIX, MPOTrPAMMHO-AIMIIAPATHBIX CPEIACTB
M3 MCTOYHHUKOB, COACPIKANINX MEXaHU3MbI MPOBEPKU MOJJIMHHOCTH U IEIIOCTHOCTU
OOHOBJICHHI;

MPOBEPKY TMOJJIMHHOCTH U IEJIOCTHOCTH OOHOBJICHHM TPOTPAMMHBIX,
MIPOTrPaMMHO-AIITAPATHBIX CPEICTB;

TECTUPOBAHUE OOHOBJICHHH JI0 MX NMPUMEHEHUS B KOHTYpaX MPOMBIIIICHHON
AKCIUTyaTaiii HH(POPMAIIMOHHBIX CHCTEM;

pa3paboTKy  O€30MacHBIX HACTPOCK U KOHQUTypauuii  OOHOBJICHUU
MIPOTPAaMMHBIX, TPOTPAMMHO-AIAPATHBIX CPEACTB (IMIPU HEOOXOIUMOCTH);

NpUMEHEHUE OOHOBIIEHUN MPOTPAMMHBIX, MPOTPAMMHO-AIAPATHRIX CPEICTB
B KOHTYpPaxX MPOMBIITUICHHON IKCILTyaTariii HHPOPMAIIMOHHBIX CUCTEM;

BO3MOKHOCTh OTMEHBI OOHOBJICHHI TIPOTPAMMHOTO 00ECIICUEHUsI, B TOM YHCIIE
BO3MOKHOCTh BOCCTAHOBJICHUSI IPOTrPAMMHOI0 00ECIICUCHUS U3 PE3EPBHOM KOIHUHU.



17

Pemienne o0 nOpUMEHEHMHM OOHOBJIICHMM MPOTrpaMMHOTO  OOecredeHus
IPUHUMACTCS noipa3acicHueM (paboTHHKaAMN), 00eCcTeYMBaIOIIIM
(GyHKIMOHUPOBaHUE MH(POPMAITMOHHBIX CUCTEM, IO COTJIACOBAHUIO CO CTPYKTYPHBIM
MO/Ipa3/IeJIEHUEM, CIIEHHATMCTaMU 10 3amuTe uHpopmanuu. [lopsaok npuMeHeHus
OOHOBJIEHUM MPOrPpaMMHOIO OOECIEUYEHHs YCTAaHABIMBAETCS BO BHYTPEHHHX
pernmameHTax. HacTpoiiku u  KOHQUrypauud OOHOBICHHH  MPOTPaMMHOTO
oOecrieueHus ONpeIesTI0TCs BO BHYTPEHHUX CTaHIapTax.

Jlns mpuMeHeHHsT OOHOBJIGHMM MPOTpaMMHBIX, MPOrpaMMHO-anmapaTHBIX
CpelncTB B MH(MOPMAIMOHHOW MHPPACTPYKTYpE ornepaTopa JAOJKEH ObITh pa3BEPHYT
U (QYHKIMOHHUPOBATh BBIACICHHBIM CceBep OOHOBJEHUH, MpeJIHa3HAYEHHBIN
IUISL UX PacipoOCTpaHEHUs] M YCTAHOBKM B MH(OPMALMOHHBIX CHUCTEMax. 3arpyska
1 YCTAaHOBKA B peajbHOM pEXUME BpeMeHHU (OHJIaiiH) OOHOBJIEHHUM MPOrPaAMMHBIX,
MIPOrpaMMHO-ANMAPATHBIX CPEJCTB HE JOMYCKAETCS 32 HCKIIOYEHUEM CITy4aeB, KOrjaa
peajin30BaHa NpPOBEpKa IEJIOCTHOCTH W AyTEHTUYHOCTH OOHOBJIEHUN HAa OCHOBE
cepTu(rKaToB 0€30MaCHOCTU C IMPUMEHEHHEM POCCUMCKHX KpPUIITOTrpapuuecKux
CTaHAapTOB.

Cpoku mnpuMeHEeHHsT OOHOBJIEHMH MPOrpPaMMHBIX, MPOTrPaMMHO-AIAPATHBIX
CPEICTB, NPEIHA3HAYCHHBIX JUISI YCTPAHEHHS YSA3BUMOCTEH, YCTAHABIMBAIOTCA
BO BHYTPEHHEM pErjaMeHTe MO 3aluTe MH(OpMAalMu B 3aBUCHMOCTH OT CPOKOB
YCTPAHEHHS] YSA3BUMOCTEM COOTBETCTBYIOIIMX YPOBHEH OMNACHOCTH W PHUCKOB,
CBA3aHHBIX C MPUMEHEHUEM OOHOBJIEHUI MPOTPAMMHBIX, TPOrPAMMHO-AMNNAPATHBIX
CPEICTB.

TpeOboBanuss K  JOKYMEHTHPOBAaHUIO: BHYyTpeHHUN  perliamMeHT 1o
yIpaBJIeHUIO0 OOHOBJICHUAMH JOJDKEH COJIEPKATh:

nepeyeHb nojpasjefieHuii (pabOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3AIUI0 U
KOHTPOJIb yIpaBJi€HUS OOHOBJIECHUSMM, a TAKXKE YYaCTBYIOIIMX B peau3aliu
MPOLIECCOB yIpaBJieHUs OOHOBICHUSIMH, HMX O00s3aHHOCTU ((YyHKUMHM) U TpaBa
(momHOMOUNA);

OIKCaHUE OIEepalHii, OCYIIECTBISAEMbIX MIPU YIPABIECHUU OOHOBICHUSMU;

CXE€Mbl B3aUMOJCHMCTBUSA MOApa3leiaeHuil (paOOTHUKOB) MpU pearn3aluu
oTiepalyii Mo yrnpaBieHUIO OOHOBICHUSIMH.

TpeOoBaHus K yCHICHUIO:

1) it KOHTPOJSL AKTyalbHOCTH BEpPCUW MNPOTrPaMMHBIX, MPOrPaMMHO-
anmnapaTHbIX CPEICTB UCIOJIb3YIOTCS JaHHBIE, COAEPKALUECS B aBTOMATU3UPOBAHHBIX
cuctemMax cOopa M XpaHEHUs [JaHHbIX 00 OOBEKTaX WHBEHTAPU3ALMH M HX
koH(purypanusx (CMDB-cucremsr);

2) nast  TeCTUpOBaHMS ~ OOHOBJIEHMI  NpPUMEHSETCS  TeCcToBass  30HA
MH(GOPMALIMOHHON CUCTEMBI («IIECOYHUIIA);

3) s npuUMEHEHHs] OOHOBJIEHMH NPOrPaMMHBIX, HPOTPaMMHO-AINMapaTHBIX
CpelncTB B MH(MDOPMAIMOHHOW MHPPACTPYKTYpE ornepaTopa JAOJKEH ObITh pa3BEPHYT
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U (PyHKIIMOHUPOBATH BBIJECIECHHBIM UCTOYHUK (CErMEHT MH(OPMALIMOHHON CHCTEMBI)
OOHOBJICHUH, IpeIHA3HAYEHHBIA [UIsI MX paCHpOCTPAHEHUS U YCTAHOBKH B
MH(POPMAIIMOHHBIX CUCTEMAX.
3.5. Ob0ecneyenne 3ammThl HHGOPMaLUKM IPH 00padOTKe, XPAHECHUH
U oOpameHuu ¢ mHpopmanueit orpanndeHHoro gocryna (O/1)

Heab: VckimoueHne  HENpaBOMEPHOI'O  pacHpOCTpaHEHUs  HMH(OpMaLuu
OTPaHUYEHHOTO JIOCTyNa IpU 00pabOTKe, XpaHEHUU U OOpallleHUHU C HEeH (Janee —
oOpaieHue ¢ nHpopmanyed OrpaHUYEHHOIO JOCTYIa) BHE 3aBUCUMOCTH OT (POPMBI
npeJcTaBlIeHNUs HH(OPMALIUN.

TpeGoBanuss k peaauzanuu: 3anmra HHPOPMALMK TNpU  OOpaLICHUU
¢ uHpopMaIeil OrpaHUYEHHOT0 JOCTyNa A0JDKHA MPeyCcMaTpUBaTh:

OIpEJIEIICHHE nepeyHs uH(popMaIun OTrPaHUYEHHOIO nocTyna
Y IIPEIHA3HAYCHHBIX /IS €€ XPaHEHUs NMPOrpaMMHO-aNNapaTHbIX CPEJCTB, BKIIIOYAs
ChEMHBIE BHEIIHHE CPEJCTBA XpaHEHUs HUH(opMaLny;

o0ecnieyeHne  JocTtyna K  MHGOpPMAalUMU  OTPaHMYEHHOTO  JIOCTyIa
Y MPEJHA3HAYCHHBIX U €€ XpaHEHUs POrPaMMHO-aNIapaTHBIM CPEICTBAM TOJIBKO
TEM JMIAM, KOTOPBIM TaKOW JOCTYHN pa3pelieH B COOTBETCTBUU C BHYTPEHHHMHU
perjiaMeHTaMH 10 3auTe HHOpMaLIHH;

KOHTPOJIb Mepeauu, pacIpoCTpaHEHHUsI HH(POPMAILIMK OTPAHUYEHHOIO J0CTyNa
B MH(OPMAIMOHHOM CHCTEME, B TOM YHCJIE€ KOHTPOJb BBIBOJA HH(POPMALUH
OTPaHUYEHHOTO JOCTYMAa U3 UHPOPMAIIMOHHON CUCTEMBI;

KOHTPOJIb U PETUCTPALIMIO BCeX (PaKTOB AOCTYIIA MOJIb30BaTENEH K IPOrpaMMHO-
anmnapaTHbIM CPEJCTBaM, B KOTOPBIX XpaHUTCS MHPOPMAIU OTPaHUUEHHOTO JOCTYTIA,
(akTOB BBIBOJA HMH(POPMALMHU OrPAHMYEHHOTO JOCTyMa W3 WHOOPMAIMOHHOU
CUCTEMBI.

K uHdopManum orpaHM4EHHOro JOCTyIa CJIEAYET OTHOCUTH CBEACHHS, IS
HOCHUTEJIE KOTOPBIX YCTAHOBJIEHA OTPaHUYMTENIbHAsI TMOMETKA <«JJisi CIIy>KEOHOIo
MOJIb30BAHUS», NIEPCOHAIIBHBIE JaHHBIEC, CBEJCHMS, COCTABIIIIOLIME KOMMEPYECKYIO
TaliHy, 1 MHbIE BUIbI HH(OPMAIIUH, JOCTYN K KOTOPOW OIpaHUYEeH B COOTBETCTBUU C
denepanbHBIMU  3aKOHAMHM, HOPMATHUBHBIMU TpaBOBbIMH akTamu IIpe3unenta
Poccuiickon ®enepaunu u [IpaBurenscrBa Poccuiickon denepanun.

B cinydae yTpaThl HEOOXOOUMOCTH XpaHEHUs HHPOpPMALUA OrPaHUYEHHOTO
J0CTyNa JOJKHO OBITh 0OecleueHo ynajeHue (CTUpaHue) yKa3zaHHOW MHGpOpMaliu
u QopMaTupoBaHME MAIIMHHBIX HOCHUTENEH, MPOTrpaMMHO-aNNapaTHbIX CPEACTB
XpaHeHus: HMH(OPMALUK OrPaHWYEHHOTro JocTyna (IpU HATUYMH TEXHUYECKOU
BO3MOXHOCTH).

[Tpu HEOOXOAMMOCTH TMepenayu MPOrpaMMHO-AMNMAPATHBIX CPEICTB XPaHEHUS
uH(pOpPMAaLMM OTPAaHUYEHHOTO JOCTYNa B CTOPOHHHE OPTaHU3alMU ISl PEMOHTA,
TEXHUUYECKOTO  OOCIY)KMBAHHWA WJIM  JAJIBHEHIIEr0  YHUYTOXKEHUS  JIOJKHO
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o0ecreunBaTbCs cTUpaHue HHGOPMAIIMU OTPAHUYEHHOTO 0CTYyTa IyTeM Nepe3anucu
MECT XpaHeHHus (QailioB ciy4ailHOM OMTOBOWM TMOCIENOBATENbHOCTHIO, YIAAJICHHUS
3anucH o (paitnax, oOHyJeHHe )KypHalia (pailyioBO CUCTEMBI WIIM MOJTHOU Mepe3anucu
BCEr0 aJPECHOr0 MPOCTPAHCTBA MAIIMHHOTO HOCHUTENs HHGPOpPMAIUH CIy4yailHOU
OMTOBOI MOCIENOBATENBFHOCTBIO C MOCHeAyromuM ¢GopMatupoBanueM. [lpu
OTCYTCTBHHM BO3MO>XHOCTH (DOPMATHPOBAHUS JOIMYCKAETCS MPOBEICHNUE PEMOHTHBIX
paboT MM YHUUYTOKEHUSI B MPUCYTCTBUU COTpyAHUKA (paOOTHUKA) omepaTopa.

[Ipu BbIBOZE M3 JKCIUTyaTallud MPOTPAMMHO-ANNApaTHBIX CPEJICTB XpaHEHUs
uH(pOpPMAaIIU OTPAaHUYEHHOTO JIOCTYIAa OCYIIECTBIISIETCS (PU3NYECKOE YHUUYTOKEHUE
TaKUX CpEACTB WM YHHUUYTOXKEHHME COJIepKalleiics Ha HUX HUHPOpMamuu c
UCIIOJIb30BAHUEM CpEACTB YHUUTOXKEHUs (ctupaHusi) uHpopmanuu. CrnocoObl
(U3MYECKOr0 YHHUUYTOXKEHHSI CpPEICTB XpaHEHHs HWH(POPMALMHU JIOJKHBI OBITh
OnpeeeHbl BO BHYTPEHHHUX PErJlaMEHTax o 3alluTe nHpopManuu.

B oTHOmeHuHn cpenctB XpaHeHuss HHGPOpPMAlMU OrPaHUYEHHOIO JOCTYIa
JOJKHBI ObITh IPUHATHI MEPHI PU3NYECKOM 3aILIUTHL.

KonTtpons 00paboTku, XpaHeHHss HHGPOPMAIMU OrPaHUYEHHOTO JIOCTYyIa
B MpPOTrpaMMHO-aNapaTHbIX CpPEACTBaX M €€ Mepenadd JODKEH O0eCHeunBaThCs
B COOTBETCTBUU C BHYTPEHHHUM PETJIAMEHTOM 10 3aUTE UHPOPMALIMH.

O (akrax HEmpaBOMEPHOIO PACIPOCTPaHEHUsS UH(OPMAIMK OTPAHUYEHHOTO
noctyna u (WiM) IOCTyIa K CPeICTBaM €€ XPaHEeHHUsI I0JKEH ObITh HEe3aMeIJIUTEIbHO
NpouH()OPMUPOBAH  PYKOBOAMUTENbL  omepatopa (oOnagartens  uHpoOpMaIun),
OTBETCTBEHHOE JIULIO.

TpedoBanus K AOKYMEHTHPOBaHMIO: BHYyTpeHHUI pErJIaMeHT,
OTIPENEISAIONUN TOPSIOK 3alUThl MH(POPMALUKU TPU OOpallieHnu ¢ uHpopMaluen
OrPaHUYEHHOTO JIOCTYIIA, JOJKEH CONepPKaTh:

nepedyeHb MH(pOpManuu OrpaHUYEHHOIO JOCTyNa W NpeIHa3HAYeHHBIX IS
€€ XpaHEeHWs MPOrpaMMHO-aNNapaTHbIX CPEACTB, BKIIOYAas CHEMHBIE BHEIIHHE
CpelcTBa XpaHeHus! uH(popMaIny;

nepeyeHb Jull (KaTeropui JUll, PoJield MOJb30BaTeei), KOTOPbIM JIOCTYI
K HHQOpPMAIMM OrpaHUYEHHOTO JOCTYyNa paspelleH g BBINOJIHEHHUS CBOUX
oOsBanHOCTeW ((PYyHKIMI), W COOTBETCTBYIOIIMX oOs3aHHOCTEH ((PyHKIHIN),
TpeOYIOIIUX AOCTyNa K MH(pOpMAIIMK OTPpaHUYEHHOTO JI0CTYTIA;

NepeveHb MPOrpaMMHO-AINIAPATHBIX CPEJICTB, TPEIHA3HAYCHHBIX JIJIS1 XpaHEHUS
MH(pOpMaAIMU OTPAHUYEHHOTO JIOCTYMa, MOAJEKAIIUX YUYETY, MOPAJOK ydeTa TaKhX
CPEIICTB;

NOPSIOK  YHUYTOXKEHHSI  IPOrPAMMHO-AIAPATHBIX  CPEACTB  XPaHEHUS
uH(pOpPMaIlMU OTPAHUYEHHOTO J0CTyNa U (WIM) UX ChEMHBIX MAIIMHHBIX HOCUTENEH
uHpOopMaIuy;

NIEPEYEHb U COAECPKaHNE MEPOITPUATHUH 10 KOHTPOJIIO 3a XPaHEHHUEM, iepeayeit
U pacrpocTpaHeHrueM HHGOpMAIMKU OTPAHUYEHHOTO JIOCTYIIA, a TAKKE UCIIOJIb3YyEeMbIX
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Opy TPOBENECHUM TaKUX MEPONPHUSITHI NPOrpaMMHBIX, MPOrpaMMHO-aNNapaTHBIX
CpPEIICTB;

nepedeHb MojpaszziesieHnid (paOOTHUKOB), OTBETCTBEHHBIX 3a KOHTPOJb
XpaHeHus, Nepeadd U pacnpocTpaHeHusi HHGOPMaIlMK OTPaHUYEHHOTO JOCTYMa, UX
o0s3aHHOCTH ((PYHKITMHN) U TTpaBa (TIOJTHOMOYHS );

NOPSIOK YCTAHOBJIEHUS] NPUYMH HEMPABOMEPHOrO JIOCTYyNa IOJIb30BaTeNIeh
K MpOrpaMMHO-aNmNapaTHbIM CpPEJACTBaM, B KOTOPBIX XpaHUTCS HH(OpMaIus
OTPaHUYEHHOT0 JOCTYIa, HEMPaBOMEPHBIX PACIpPOCTPAHEHUs, BBIBOJAA, Iepeaadu
uH(pOpMAaIMU OTPAHUYEHHOTO JOCTYIa U3 MH(POPMAIITMOHHOM CUCTEMBI;

CXE€Mbl B3aUMOJEWUCTBUSA MOApa3JeleHuid (pabOTHUKOB) MpU pealln3aluu
MEpONPUATHA MO KOHTPOJIO TEpeladyd U pacnpocTpaHEeHUs HHPpopMaluu
OrPaHUYEHHOTO0 JTOCTyMa (IPU HEOOXOJUMOCTH).

TpeOoBaHus K yCHICHUIO:

1) xpaneHue uHGpOPMALMKM OTPAaHUYEHHOrO JOCTyHa B  IPOrPaMMHO-
anmnapaTHBIX CpEJICTBAaX XpaHEHHs B 3allM(POBAHHOM BUJE C HUCIHOJIb30BAHUEM
UG POBATBHBIX (KpUNTOrPpaPUUECKUX) CPEACTB 3alTUThI HH(POpMAIUK;

2) obecrieueHne XpaHeHus: MHPpOpMAaIMi OTPaHUYEHHOTO JOCTYTA Ha YYTEHHBIX
ChEMHBIX BHEUIHUX CPEACTBaX XpaHEHHUS WH(OpMALUHU, C MPUCBOCHUEM YUYETHBIX
JAHHBIX (PErHCTPAlMOHHBIX HOMEPOB). B KauecTBe perucTpallMOHHBIX HOMEPOB
MOTYT HCHOJIb30BaTbCsl HMACHTHU(PUKALUOHHBIE (CEpUilHBIE) HOMEpa CpPEICTB,
MPUCBOEHHBIX MPOU3BOJUTENSIMU 3TUX CPENICTB, HOMEpPAa MHBEHTAPHOIO YUYETa, B TOM
YKCJIE UHBEHTApHbIE HOMEPA TEXHUYECKHUX CPEICTB, UMEIOIINX BCTPOCHHBIE HOCUTENH
uH(pOpMalluK, U UHbIE HOMEPA;

3) obecrnieueHre MAapKUPOBKH MAIIMHHBIX HOCUTENEW MH(OpMAIMU, ChbEeMHBIX
BHEILIHUX CpPEJICTB XpaHEHUs MHMOpPMAIMU C MCHOJIb30BAaHUEM PAIUOYaCTOTHBIX
METOK, WHBIX TEXHOJIOTMM, O0ECHneYMBAIOIIMX OJHO3HAYHYIO HICHTU(DUKALUIO U
KOHTPOJIb UCIIOJIb30BAaHUS HOCUTENEH, CPE/ICTB;

4) obecrnieueHue XpaHEHUs IPOrpaMMHO-aNMNapaTHbIX CPEACTB,
npelHa3HaYeHHbIX i1 XpaHeHWs HWHGOpMalMu OrpaHUYEHHOTO JOCTyna, B
MIOMEIICHUSAX, CIEUUAJbHO MPEJHA3HAYEHHBIX [UII  XPAHEHUs  HOCHUTENEH
uHpopmanuu;

5) npyuMeHEeHHEe aBTOMATU3UPOBAHHOM CHUCTEMBI KOHTPOJS (HU3NYECKOTO
J0CcTyna B TOMEIIEHUS, B KOTOPBIX OCYILIECTBIAETCS XpAaHEHHE CPEJACTB,
MpeHa3HAYEHHBIX JJI XpaHeHUs] THQOPMAaILIMK OIPAaHUYEHHOTO JA0CTYIA;

6) obecnieueHre KOHTPOJIS MEPEMEIICHUS] UCTOIb3YyEeMbIX B MH(POPMALIMOHHON
CHUCTEME CBEMHBIX BHEIIHUX CpPEICTB XpaHEHUs HH(OpMalMHU 3a TPeaesbl
KOHTPOJIMPYEMOU 30HBI;

7) IpUMEHEHHE CPECTB 3aIUTHI OT HEIPABOMEPHOM Nepeaun HHPOpMaIIH U3
nH(OpMaIMOHHOM crcTeMbl (B ToM unciie DLP-cuctem u cpeacTB ofHOHATIpaBICHHOM
nepeaayu HHGOpPMaIInH ),
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8) aBTOMaTUYeCKOe MAapKUPOBAHHE HOCUTENS HWH(OpMauMuU TMpU BBIBOJE
uH(pOpMAaIIUU OTPAHUYEHHOIO JOCTYIIA Ha TIeYaTh.
3.6. O6ecneuenue 3amUTHI MHGOPMAIUH NPU UCHOJIb30BAHUHU
KOHeYHbIX ycTpoiicTs (3Y)

Heap: McknroueHne  BO3MOXKHOCTM ~ HECAHKIMOHMPOBAHHOIO  JOCTyHa
K UHGOPMAIIMOHHBIM CUCTEMaM U KOHEYHBIM YCTPOWCTBAM WJIM BO3JICUCTBHS HAa HUX
yepe3 uHTepdenchbl, HEMOCPEICTBEHHO B3aUMOICHCTBYIONINE C ceThio « HTepHEeT» 1
(wn) goctynHeie U3 cetu « UHTEpHET.

TpeboBanus k peanusaumu: 3amura HHPOPMAIMK TPU HUCIOJIb30BAHUU
KOHEUHBIX YCTPOUCTB JOJKHA MTPeAyCMaTpPUBATh:

MpEOCTaBICHNE Ha KOHEUHBIX YCTpOMCTBaxX goctyna K cetu «HTepHer»
TOJIBKO PA0OTHUKAM, KOTOPHIM TAaKOW JOCTYI HEOOXOJWM JJIsi BBITIOJHEHHUS CBOUX
oOs3aHHOCTEH ((PyHKITHIN);

peanu3alyi0 Ha KOHEYHBIX YCTpPOWCTBAX Mep MO 3amuTe HHPOpMAIUU
OT HECAHKIIMOHUPOBAHHOI'O JIOCTYTIA;

OCYILECTBJIICHUE HA KOHEYHBIX YCTPOUCTBAX MOHUTOPUHTIA U AaHAJIN3a MPOLIECCOB
Y COOBITHI C IEJIBIO BBISIBJICHUS aKTyaJIbHBIX YTPO3;

NpeaynpexIeHUEe 0Jb30BaTeNsl O MPOU3OIIECIIINX HA KOHEUYHBIX YCTPOHCTBAX
COOBITHSIX 0€30MaCHOCTH.

[IpenocraBnenue  mosjb3oBarensiM  jgoctyna Kk cetu  «HTepHeT
C HCIIOJb30BAaHUEM KOHEUHBIX YCTPOWCTB JOJKHO OCYIIECTBISATHCS MOAPa3IeICHUEM
(paboTHMKaMHK), 00ECIIEUYUBAIOIINM (PYHKITMOHUPOBAHUE UH(POPMAIIMOHHBIX CUCTEM,
B COOTBETCTBHH C 3asiBKAMH TMOAPA3ACIICHUN, IKCILTYaTUPYIOIINX WH()OPMAITMOHHBIC
CUCTEMBI, COTJACOBAaHHBIMH CO CTPYKTYPHBIM MOJAPA3/IEICHUEM, CIEHHATINCTAMU
1o 3amuTe UHGOPMaIUH.

Ha kxoHeuHBIX yCTpOMCTBax JOJKHBI MPUMEHSITHCS MPOTPaMMHBIC CPEJICTBA,
MPOTOKOJIBI U TOPTHI, UHTEP(PEICh, MUHUMAIBHO HEOOXOAUMBIE JJIsl BBIMOJTHEHUS
oOs3anHOCTeW ((yHKIMIA) TIOJMB30BaTENIel, CBS3aHHBIX C JOCTYIIOM K CETH
«HTepHEeTY.

3meHenne HACTpoeK W KOHPUTYpaluii KOHEYHBIX YCTPOWMCTB JOJDKHO
OCYUIECTBJISATHCA 1O  COTJIACOBAHUIO CO  CTPYKTYPHBIM  MOJIPA3ACIICHUEM,
CHenuaIicTaMy Mo 3aluTe HHHOpMAaIUH.

KoHTponb uCHONIb30BaHUS KOHEYHBIX YCTPOMCTB (aBTOMATH3WPOBAHHBIX
pabounx MeCT IMOJb30BaTeeh) MOMKEH OCYIIECTBISITECA B COOTBETCTBUU C
BHYTPCHHUMU CTaHJAApTAMU U PETIIaMEHTaMU 10 3aluTe HHPOPMAIIUH.

[Io Bcem dakram HECAHKIIMOHUPOBAHHOTO J0CTyna B ceTh «HTepHET»
umn w3 cetu «UHTEpHET», HECAHKIMOHUPOBAHHOTO W3MEHEHUSI HACTPOEK
U KOH(uUrypanuii KOHEYHBIX YCTPOWCTB OTHOCHUTEIHHO HACTPOEK M KOH(pUTypaiuii,
YCTAHOBJICHHBIX BO BHYTPEHHHMX CTaHJapTax, CTPYKTYPHBIM MOJpa3IeIICHUEM,
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creuaIiucTaMu Mo 3alluTe HUHQOpMaluUd MPOBOAMUTCS aHAIU3 U BBISBISIOTCA
NPUYUHBI TAKUX JOCTYIIOB, U3MEHEHUM.

TpeOoBaHusi K JOKYMEHTHPOBAHMIO: BHyTpeHHUE CTaHIApPTHI MO 3aLIUTE
KOHEYHBIX YCTPOWCTB JOJDKHBI COJIEPKATD:

TpeOOBaHUS K COCTaBy MPOTPAMMHBIX CPEJCTB U CPEJICTB 3aLTUTHl HHPOPMAIIH
KOHEYHBIX YCTPOMCTB, UX HACTPOHKaM, KOHPUTYpALHSIM;

TpeOOBaHMSI K COCTaBy IIOPTOB, HHTEP(HENCOB, MPOTOKOJIOB KOHEUYHBIX
YCTPOMCTB (aBTOMATU3UPOBAHHBIX PAa0OUYUX MECT MOJIB30BaTENEH ), C HCTIOJIb30BAHUEM
KOTOPBIX pa3pelIeH JOCTyN K ceTh «ITHTepHET», U UX KOHTPOJIIO;

TpeOOBaHUSI K COCTaBy HIPOLECCOB U COOBITMH KOHEUHBIX YCTpPOMCTB
(aBTOMAaTH3UPOBAHHBIX PAaOOUYMX MECT MOJIb30BATENECH ), MOIEKAIUX MOHUTOPUHTY
Y QHAJIN3Y C LIEJIBIO BBIABICHUS aKTYAJIbHBIX YTPO3;

TpeOOBaHUSI K COOBITUSIM O€30MAaCHOCTH, IO KOTOPBIM OCYIIECTBIISIETCS
MIPEAYIPEKICHUE TI0JIB30BATEIIA.

JleiictBust  mosjb3oBaTenss Npud  paboTe Ha  KOHEYHBIX  YCTpOMCTBax
[P OCYILECTBICHUU NOCTyna K ceTtu «VHTepHEeT» onpenenstorcss BO BHYTPEHHEM
periaMeHTe, ONpPENeIAOLIEM IOPALOK IPEIOCTABICHUs II0Jb30BATEIsAM J0OCTYyIa
13 HMHPOPMALMOHHBIX CHUCTEM B ceTb «HTEpHET» MW KOHTPOJIA HCIOIb30BAHUA
KOHEYHBIX YCTPOWCTB B CIIy4ae B3aUMOJECUCTBUSA C CeThO0 «IHTEpHETY.

TpeOoBaHus K yCHICHUIO:

1) Ha KOHEYHBIX YCTpPOWCTBaxX (aBTOMATU3MPOBAHHBIX pabOYUMX MecTax
M0JIb30BaTENEH) JOHKHBI MPOBOAUTHCA KOHTPOJIb M perucrpanus (pakToB JOCTyIa
Kk pecypcam cetu «MutepHer» Ha ocHoBe URL-punpTpamuu, penyTamroHHBIX
(GuIbTPOB, TMOTOKOBBIX AHTUBUPYCOB, BEIEHUE U OOCITYXHBAaHHUE KOTOPBIX
OCYILECTBIISIETCA CTPYKTYPHBIM IOAPA3AECIECHUEM, CIEHUAINCTAMU [0 3allHTe
uH(popmauu.

3.7. O0ecneyenne 3amMTHI MHGOPMAIUM NIPH IPUMEHEHUH MOOWIbHBIX
yerpoiicte (MY)

Heab: McknroueHne BO3MOXHOCTH — HECAHKLIMOHUPOBAHHOTO  JIOCTyma K
MHQOPMAITMOHHBIM ~ CHUCTEMaM M cojJepikalieiics B  HHMX  HHQpOpMaIuH,
a TaK)Ke K B3aUMOJICHCTBYIOIIUM C HUMH MOOMJIBHBIM YCTPONCTBAM M COJIepIKaICHCsI
B HUX MH(OOpMalMM Yepe3 KaHajbl Tepeaadyd MOOWIBHBIX JaHHBIX, MOOWJIbHBIC
CepBUCHI, UHTEP(DENCHI U TOPTHI MOOUIIBHBIX YCTPOUCTB.

TpeboBanusa k  peanusanmu: OOecnieueHre  3amMThl  UHOOPMAITUU
py TPUMEHEHUU B COCTaBe WH(POPMAIMOHHON CUCTEMBI MOOWIIBHBIX YCTPOWCTB
JOJKHO TIPEAYCMATPUBATD:

MPEIOCTaBIEHUE JTOCTYIAa K WHPOPMAIMOHHBIM CHUCTEMaM C MCIOJIb30BaHUEM
MOOMJIBHBIX YCTPOUCTB TOJIBKO paOOTHUKAM, KOTOPBIM TaKOM JTIOCTYIT HEOOXOAUM st
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BBITIOJTHEHUSI CBOMX 00s13aHHOCTEH ((hyHKITU);

peanu3anrio B ”HGOPMAIIMOHHBIX CUCTEMAaX Mep MO 3alluTe UHPOPMaLUU MpU
JOCTYIIE C UCTIOJIb30BaHUEM MOOUIILHBIX YCTPOUCTB;

peann3anrio B MOOWIBHBIX YCTPOMCTBaX Mep MO 3alluTe HHPOpPMAIUH
OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA;

3alIUTy KaHAJIOB TMepefadd JaHHBIX MpH JOCTyNne K HH()OPMAIMOHHBIM
CUCTEMaM C MCIOJb30BaHUEM MOOWIBHBIX YCTPOMCTB C  HCIIOJIb30BAaHUEM
MUGPOBATBLHBIX (KPUNITOTPpaPUIECKHUX) CPEACTB 3aIIUTHI HHGOPMAITUH.

[IpenocraBnenue qoctyna K MHPOPMAIIMOHHBIM CUCTEMaM C MCIOJIb30BaHUEM
MOOUJIBHBIX ~ YCTPOMCTB  JOJDKHO OCYIIECTBIIATHCS B COOTBETCTBUU
C 3asBKaMU TMOAPA3JEICHUMA, OSKCIUTyaTUPYIOIMUX HWH(HOPMAIMOHHBIE CHCTEMBI,
COTJIACOBAaHHBIMH CO CTPYKTYPHBIM TOAPA3/ICICHUEM, CHCIHATUCTAMH IO 3allluTe
uH(popmanuu.

B uHpOpManuMoOHHBIX cHCTEMax MpH JOCTyNE€ K HUM C HCIOJIb30BAaHUEM
MOOWJIBHBIX YCTPOMCTB JOJDKHBI OBITh TMPUHATHI MEPHl MO UACHTU(PUKAIMH U
ayTeHTU(UKALUKA TOJKIIOYAEMbIX C HCIOJIb30BAHUEM MOOUJIBHBIX YCTPONCTB
[10JIb30BATENEH, pasrpaHUUEHUI0 U KOHTPOJIIO JOCTYIa MOJb30BaTeNel K 00ObEKTaM
A0CTynma WH(OPMAIIMOHHBIX CHCTEM, PETHUCTPAllMUd COOBITUH  OE30MacHOCTH,
CBSI3aHHBIX C JIOCTYIIOM C MCTIOJIh30BAaHUEM MOOUIIBHBIX YCTPOUCTB, 3aIIUTE JAHHBIX,
nepenaBaeMbix 1o cetn «VHTepHET», C UCMOJNBb30BaHHWEM IHU(POBATBHBIX
(kpunrorpaduyeckux) CpeacTB 3alIUuThl HHOOPMALIMK, a TAKKE KOHTPOJIO CETEBBIX
JOCTYNOB K CerMeHTaM HH(OPMALMOHHOM CHUCTEMBbl yAaJECHHBIX MOJb30BaTENEed U
OOHapyKEHUIO U NMPEAOTBPAILEHUIO BTOPKEHUI.

MoOuIBHBIM YCTPONCTBAM, UCIOJIB3YEMBIM JJISl 1OCTYIA K HH()OPMALIMOHHBIM
CUCTEMaM, JIOJDKHBI OBITh MPUCBOCHBI HICHTU(HUKATOPHI, 00ECTIEUNBAIOIINE KOHTPOIIb
MOJIKJIFOUEHUS M TOCTyNa K HHPOPMAITMOHHBIM CHCTEMaM.

Ha MOOMIBHBIX YyCTPOWCTBAX JOJDKHBI TPHUMEHSTHCS KOH(PHUTypaluu W
HACTPOMKHM MPOTPAMMHBIX, IPOTPAMMHO-ANNIAPATHRIX CPEICTB, 00ECTICUNBAIOIINE X
3aIUTY OT aKTyaJIbHBIX YTPO3, ONPEIEICHHbIE BO BHYTPEHHUX CTaHAApTAaX.

[Tonp30BaTeneM MpU MCIONB30BAaHUM MOOMIIBHBIX YCTPOWCTB AJIsi JOCTYIa
K HMH(QOPMAIMOHHBIM CHCTEMaM C IENbI0 BBIMOJHEHHUS] CBOUX OOS3aHHOCTEH
(pyHKUMi) AOHKHBI MPUHUMATBCA BCE BO3MOXKHBIE MEPHl MO HCKIIOYEHHUIO
HECAaHKIIMOHUPOBAHHOTO (U3NYECKOTO JOCTyma K MOOWIBHOMY YCTPOWCTBY
MOCTOPOHHUX JIHII.

B cnyuae yTpaThl MOOWJIBHOTO YCTPOWMCTBA IMOJIB30BATENh HE3aMEIUTEIHHO
uHpopMUpYyeT 0 (haKTe TaKOW YTpaThl CTPYKTYpHOE MOJpa3zefieHue, CIelHaTuCTOB
no 3ammTe HWHPOpMAIMU U MoApasleieHue (pabOTHUKOB), OOECHeuHBaroIIee
AKCIUTyaTalMil0 MH(OPMALMOHHBIX CHCTEM. YKa3aHHBIMH  MOAPA3JEICHUSIMU
(paboTHMKAaMU) JOJDKHBI OBITH MPHUHSTHI MEPbl MO OJOKHUPOBAHUIO BO3MOXKHOCTHU
nocTyna B WHGOpPMAIMOHHBIE CHCTEMBI omepaTopa (oOmagaTens HHPpOpMAIIUN)
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C UCIOJIb30BaHUEM YTPAYEHHOTO MOOMIILHOTO YCTPOMCTBA.

[Ipy npuMeHEeHUH TMOJb30BaTEeIIMH MOOWJIBHBIX YCTPOMCTB JUIsl JOCTyNa
K MH()OPMAIMOHHBIM CUCTEMaM U COJIeprKalleiics B HUX UHPOPMAIIUU, HE CBI3aHHOTO
C BBITIOJTHEHUEM II0JIh30BATEIEM CBOMX 00s3aHHOCTEH ((DYHKIMI), B TOM YHCIE IS
J0CTyTa K 001IeI0CTYITHON HH(popMauu, orepaTopom (obmagaTenemM nHGOPMAITIH)
JOJHKHBI PUHUMATHCSI MEPHI 110 3aIIMTe HHPOPMAIIMOHHBIX CHCTEM U COZepKaliencs
B HUX MH(MOpPMAIUMU U, TPU HEOOXOJMMOCTH, 3alllUTa KaHAJIOB Mepeaadyd JaHHbIX,
UCIOJIb3YyEeMBbIX JIJIs1 OCYIIECTBICHUS JOCTYyIA.

B cnyudae ucnonb3oBaHus JUIsl 1OCTyNa K HHGOPMAIIMOHHBIM CHUCTEMaM OoJiee
10 MOOWJIBHBIX YCTPOWCTB JIOJDKHO OOECIEYMBATHCS  aBTOMATU3UPOBAHHOE
YIPABJIEHUE U KOHTPOJIb UCIIOIb30BaHUSA MOOMIIBHBIX YCTPOUCTB.

N3meHenne  KOHQUIypallud U HAcTpO€K  MOOWJIBHBIX  YCTpPOICTB
UX TI0JIb30BaTeNIIMH HE Jomyckaerca. V3meHeHue KOH(Urypalu W HacTpOeK
MOOWJIBHBIX YCTPOMCTB OTHOCUTEIBHO KOH(UTYpaIluii U HACTPOEK, OIMpEIesIEHHBIX
BO BHYTPEHHHMX CTaHJapTaX, JOJKHO OCYIIECTBIATHCS TOJBKO MOAPA3CICHUEM
(paboTHMKaMHU), 0OECTICUUBAIOIUM (PYHKITMOHUPOBAHKE HH(DOPMAITMOHHON CUCTEMBI,
II0 COIJIaCOBAHUIO CO CTPYKTYPHBIM MOJPA3JAECICHUEM, CHELUAINCTAMH MO 3allIHTe
uH(popmanuu.

[Io Bcem (akTaM HECAaHKUMOHUPOBAHHOIO W3MEHEHHUS KOH(UTyparui
M HaCTPOEK MOOWIBHBIX YCTPOMCTB OTHOCHUTEIBHO KOH(PUTypalrii U HaCTPOEK,
OMpENENCHHBIX BO BHYTPEHHUX CTaHAApPTaX, JOJDKEH MPOBOJUTHCA aHajiu3 U
BBISIBIIATHCS IPUYUHBI TAKUX U3MEHEHUH.

[IpumeHeHre MoIb30BATESIMU JIMUYHBIX MOOWJIBHBIX YCTPOWCTB JJIsl AOCTYyIa
K WH(GOPMAIIMOHHBIM CHUCTEMaM M COJep)Kallelicss B HUX HH(OpMAIUU C IEJbIO
BBINIOJTHEHUSI CBOMX OOsi3aHHOCTEM ((DyHKIMI) [OMyCKaeTcsi TOJBKO B Cllydae
peanu3auMd B MOOWJIBHBIX YCTpOMcCTBaX Mep MO 3alure HuHdopMaluu,
YCTaHOBJICHHBIX HACTOSLIMM METOJUYECKUM JOKYMEHTOM, U HaJIU4YUs y Omeparopa
(obnmamatenss mHOpPMALIMK) BO3MOKHOCTH KOHTPOJISI HCIIOJIB30BAaHUS MOOUJIBHBIX
ycTporictB.  KOHTponb  MCHOJNIb30BaHUST ~ MOOWIBHBIX ~ YCTPOWCTB  JIOJDKEH
OCYIIECTBJISTHCSA B COOTBETCTBHH C BHYTPEHHUMH CTaHIapTAMH W PETIaMEHTaMU T10
3amure uHpopmaIuu.

TpeGoBanusi K JOKYMEHTHPOBAHWIO: BHyTpeHHUE CTaHAApPTHI MO 3aIUTE
MOOMJIBHBIX YCTPOMCTB IOJKHBI COJIEPKATh!

TpeOOBaHMS K THUIIAM MOOWIBHBIX YCTPOWCTB, NPHUMEHSIEMBIX B COCTaBE
UH()OPMAITMOHHBIX CUCTEM;

TpeOOBaHMS K COCTaBY IPOTPAMMHBIX CPEJICTB U CPEJICTB 3aIUTHI HHPOPMAIIUU
MOOWIIBHBIX YCTPOUCTB, UX HACTPOHKAM, KOHPUTYpAITUIM;

TpeOOBaHUSI K  CcOCTaBy HMHTEpPPEHCOB  MOOWIBHBIX  YCTPOMCTB, C
HCIIOJIb30BAaHUEM KOTOPBIX pa3pelieH A0CTyM K ceTH «THTepHeT», U UX KOHTPOJIIO.

JleficTBusg TmONb30BaTENsl MpPU paboTe Ha MOOUIBHBIX YCTPOMCTBAX TpHU
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OCYIIECTBJICHUM JIOCTyNla K HH(OPMALMOHHBIM CHUCTEMAaM  OIPENEISIOTCS
BO BHYTPEHHMX pEINIAMEHTAX, ONPEICIAIIUX IOPANOK  IPEJOCTABICHHUS
[OJIb30BATENSIM ~ YJAJIEHHOTO JOCTyna K HH(OPMAllMOHHBIM CHCTEMaM U
cofiepkamieiicss B HuX HMH(OpPMAlMU U ONPEESISIONMX MOPSA0K MPEeIOCTaBICHUS
MOJI30BATENSIM  JIOCTYNIa W3 HMHQOPMALMOHHBIX cucteM B ceTb «WHTepHeT» u
KOHTPOJISI UCTIOJIb30BAHNUS MOOMITBHBIX YCTPONCTB B CIIydae B3aUMOJICHCTBHS C CETHIO
«HTEpHETY.

TpeOoBaHuA K YCHJIEHHIO:

1) mpu XpaHeHUU B MOOWJIBHBIX YCTPOMCTBaX HMH(OPMALUKM OTPAHUYEHHOIO
JOCTylla €€ 3alMra OO0ECHeuMBaeTcs C HCIOJIb30BAaHMEM IIH(POBAIBHBIX
(xpunTorpaMYECKrx) CPEACTB 3AIIUTHI HTHPOPMALIIH.

3.8. Obecneyenue 3aMTHI HH(POPMAIIUN NPH YAAJTEHHOM J0CTYIIE
noJib3oBareJieii K uHGopmanuoHHbIM cuctemam (Y /1)

Hennb: cknroueHne  BO3MOKHOCTM ~ HECAaHKIIMOHHPOBAHHOTO  JOCTYyIa
(BO31€iCTBUA) K MH(DOPMAIIMOHHBIM CUCTEMAM U COJIEpKalllelicsd B HUX MH(POPMALIHH,
a TakkKe K B3aMMOJCHCTBYIOIIMM C HUMHU IPOrPaMMHO-AMIAPATHBIM CpPEJICTBAM
MOJIb30BATENE uepe3 KaHalbl [MepeAauyd JaHHbBIX, HWHTEepEenchl yIaieHHO
MOAKI0YAEMBIX ITPOrPAMMHO-AMIIAPATHBIX CPEACTB.

TpeboBanuss k  peanmsanmu: OGecriedeHue  3amUThl  WHOpMAIUU
IpU YIJAJIEHHOM JAOCTYIE IMOJib30BaTeslell K MH(POPMAIMOHHBIM CHUCTEMaM JIOJIKHO
IIpEeAyCMaTpuBaTh:

NPEIOCTaBIEHUE YIAIEHHOTO JOCTyIa K HH()OPMAIIMOHHBIM CUCTEMAaM TOJbKO
TE€M TO0Jb30BATESAM, KOTOPBIM TaKOW JOCTYI HEOOXOAMM MJi BBINOJIHEHHUS CBOMX
oOs3anHOCTEH (PyHKIIMIN);

ornpejaeneHne UHPOPMAIIMOHHBIX CHUCTEM, MX CEIrMEHTOB U (MJIM) OTAENIbHBIX
[IPOrpaMMHBIX, IPOrPAMMHO-AIIAPATHBIX CPEACTB, K KOTOPBIM IPEAOCTABIISETCS
YAAJECHHBIN JOCTYTI;

peain3anrio B HH(POPMALIMOHHBIX CUCTEMAX Mep MO 3aliuTe HHPOpMAIUHU IpU
YAAJIEHHOM JOCTYIIE;

peanu3alrio B yAAJICHHO MOAKIIYaeMOM IIPOrpaMMHO-AIIApaTHOM CPEJICTBE
MOJIB30BATEISI MEP M0 3alIUTe UHPOPMALINH;

oOecrieyeHue KOHTPOJIs YAQJIEHHOIO JOCTYNa K cerMeHTaM (KOMITIOHEHTaMm)
MH(POPMALIMOHHBIX CUCTEM.

VY naneHHbIM JOCTYNIOM SIBJISIETCSI JOCTYIH TOJIb30BaTeNell K MHPOPMAIIMOHHBIM
CHUCTEeMaM M cofepxaleiics B HUX MH(OpMalMU H3-3a Tpeaesna KOHTPOJIUPYyeMOn
30HBl C MHCIOJb30BAaHUEM CETEH CBsI3W OOIIEro IO0JIb30BAHUSA, BKIIOYAs CETh
«HTEpHETY.

B uH(popMannoHHBIX cucTEMaxX MPHU OCYLIECTBICHUU YJAJIEHHOIO JIOCTyIa K
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HUM TI0JIb30BaTeNied JOJKHBI OBITh MPUHATHI MEpbl MO WACHTU(PUKALMU U
ayTeHTU(PUKAIMK YAAJICHHO MOJAKIIOYaeMbIX TI0JIb30BaTeliel, pa3rpaHUuCHUI0 U
KOHTPOJIO  JOCTyla yAQJCHHBIX IMOJIb30BaTelNe K  00beKTaM  JIOCTyIa
MH(POPMALIMOHHBIX CHCTEM, PETUCTPalMU COOBITHI 0€30MacHOCTH, CBS3aHHBIX C
yAaJeHHBIM JOCTYIIOM, 3aIIUTE BEO-TEXHOJOTUH, HCIONB3YyEeMbIX IMPH YAAJICHHOM
JOCTYyTIe, 3alllUTe aHHBIX, MepEeAaBaeMbIX M0 ceTu «VHTepHET», C UCIOIb30BaHUEM
mUGPOBATBLHBIX (KPUNITOrpadUUECKUX) CPEJCTB 3allUThl MH(POpMAIMHU, a TaKKe
KOHTPOJIIO CETEBBIX JOCTYIOB K CerMeHTaM MH(POPMAIIMOHHON CHUCTEMBI yJIaJ€HHBIX
M0JIb30BaTeNIe 1 OOHAPYKEHUIO U MPEAOTBPAILEHUIO BTOPKEHUN Ha CETEBOM YPOBHE
IIPU OCYILIECTBICHUHU YJJaJI€HHOTO JOCTYTIA.

B  ymameHHO  MOAKIIOYaEMBIX  MPOTPAMMHO-ANMAapaTHBIX  CPEACTBax
MOJIB30BATENIC TPUHUMAIOTCS MEphl 10 HUACHTU(PUKANNK U ayTCHTHU(PUKAINH
MOJIb30BATENEH, Pa3rpaHUYEHUI0 U KOHTPOJIIO JOCTYIA MOJIb30BaTesiell K 00bEeKTaM
J0CTyTa MPOrpaMMHO-AIIAaPaTHOIO CPEACTBA, PETUCTPALIMU COOBITUN O€30M1acCHOCTH
B IPOTrpaMMHO-ANIMAPATHOM CpPEJCTBE, AaHTUBUPYCHOW 3alllUTe, MOJICPIKKE
MEXaHU3MOB CTpPOTOM ayTeHTU(PUKAUU TOJb30BaTENC | 3aluTe JaHHBIX,
nepeaaBaeMbIX 1o cetu «IHTepHeT».

VYdeTHbIEe 3amUCH, BBIJAHHBIC TOJB30BATENSIM JJS  YJAJICHHOTO JOCTyIa
K WH(GOPMAIMOHHBIM CHCTEMaM, JTOJKHBI MCIIONB30BATHCS IS BBHITIOJHEHHUS CBOMX
oOsa3anHOCTel (PyHKIMi). Micnoap30BaHe YUETHBIX 3alKMCEe B CTOPOHHUX CEpBHUCAX
Ha JOMYCKAETCs.

[Tybnmukarmuss B cetu «VHTEpHET» CETEBBIX CEPBUCOB WHMOPMAIITMOHHOU
CUCTEMBI HE JIOMYCKaeTCs (3a UCKII0OUEHUEM MyOJIMYHBIX BEO-TIPUIIOKEHHH, CEPBUCOB
AJIEKTPOHHON TOYTHI, TEIC(POHUN U UHBIX CEPBUCOB, (PYHKIIMOHHMPOBAHUE KOTOPHIX
HE00X0AMMO B HH(POPMALIMOHHBIX CUCTEMAX ).

[IpenocTaBieHne yAaJ€HHOTO JOCTyna K WH(OPMAIMOHHBIM CHCTEMaM
C UCIOJB30BaHWEM JIMYHBIX MPOTPAMMHO-ANMAPATHBIX CPEICTB PaOOTHUKOB
JOMYCKaeTCsl TMPU YCJIOBUM TPUMEHEHUs] CpeJCTB obOecreueHus Oe30macHoi
JTUCTAHITMOHHON paboThI u CPEICTB AHTUBUPYCHOU 3aIUTHI
U 10 COIJIACOBAHUIO CO CTPYKTYPHBIM MOJpa3esieHuEM, ClIeuaIucTaMu M0 3aluTe
uHbopMaIuu.

VYaaneHnuslii g0CcTyn K HWHQPOPMAIMOHHBIM CHCTEMaM WM WX CEeTMEHTaM
(cpeacTBaMm), HECAaHKIIMOHUPOBAHHBIA JIOCTYN K KOTOPHIM WM BO3JCHCTBUS Ha
KOTOpbIE MOTYT TIPUBECTH K CYIIECTBCHHBIM HETAaTUBHBIM  ITOCJICJICTBHSIM,
HEMpUeMJIeMbIM  JJisi  oOsajgarenss uWHGOpMAlMU WM Omeparopa, JOJDKEH
MPEIOCTABIATHCS TOJIBKO MPU HEOOXOAMMOCTH U MO COTJIACOBAHHIO CO CTPYKTYPHBIM
MoJipa3/iesieHueM, CIeNUaIuCTaMHu MO 3aliuTe MHGOpMAluud M Ha OTpaHUYEHHBIN
MHTEpPBaJl BpEMEHHU (32 UCKIIOYEHUEM CIIy4aeB MepeBoia paOOTHUKOB Ha yAaJCHHBIN
pexXum padboThl).

B  ciuydae  mpekpaiieHus =~ HEOOXOJMMOCTH  YNAJE€HHOTO  JOCTyma
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K MHPOPMALMOHHBIM CHUCTEMaM BO3MOXKHOCTh JOCTyNa C HCIOJIb30BaHUEM
BBIJICJICHHBIX JIJIS1 3TOT'O YUYETHBIX 3aMMCel MOJIb30BaTENeH TOKHA OBITh UCKITIOUEHA.

VYaneHHbI JOCTYN BHYTPEHHMX HENPHUBUIETMPOBAHHBIX IOJb30BAaTENEN B
MH(POPMALMOHHYIO CHUCTEMY C JIMYHBIX CPEICTB BBIYUCIUTEIBHON TEXHUKH JOJKEH
OCYIIECTBIISITRCS €  HCIIOJIB30BAHMEM  CPEACTB  o0ecmedeHus  Oe3omacHoOu
JTUCTAHITMOHHOU PabOTHI.

TpedoBanus K AOKYMEHTUPOBAHUIO: BHyTpeHHUN CTaHJIapT,
yCTaHABIMBAIOIIUNA TpeOOBaHUA K KOH(UTypalnusiM M HACTpOWKaM MNPOrPAMMHBIX,
IPOrpaMMHO-aIIAPATHBIX CPENICTB, IPEIHA3HAYCHHBIX JIJIs1 00eCTIEYeHHS YIaJIeHHOTO
JOCTYIIA MOJI30BATEIIEH, JOJDKEH COAEPXKaTh:

TpeOOBaHMS K TUIIAaM MPOTPAMMHO-ANNapaTHBIX CPEJICTB, C HUCIOIb30BAHUEM
KOTOPBIX Pa3pellIeH yAAIEHHBIN TOCTYIL,

TpeOOBaHMS K COCTaBY IPOTrPAMMHBIX CPEJICTB U CPEJICTB 3AIIUTHI HHPOPMALIUH
[IPOTPaMMHO-ANNAPaTHbIX CPEACTB, C HCIOJB30BAHMEM KOTOPBIX pas3pelieH
yJIaJIeHHBIN T0CTYM, UX HACTPOMKaM, KOH(PUTYpaIUsIM;

TpeOOBaHUSI K COCTaBy IMOPTOB, HHTEP(EHCOB, IPOTOKOJOB IMPOTrPaMMHO-
aIlllapaTHBIX CPEJACTB, C MCIIOJIb30BAHUEM KOTOPBIX PA3PELICH yIAJICHHBIM TOCTYII,
Y UX KOHTPOJIIO;

TpeOOBaHMS K TMEPEYHI0 HACTPOEK M KOH(QUrypauuid MNpOrpaMMHBIX,
IIPOTPAMMHO-ANNAPATHRIX CPEACTB, MOJJIEKANIUX KOHTPOJIO M PEarupoOBAHUIO B
ciiydyae oOHapy>KeHHus (pakTa uX U3MEHEHUS.

BHyTpeHHHMI  perlaMeHT, ONPENEISIIOIIHMK  MOPSAAOK  NPEAOCTaBIICHUS
MOJIb30BATENISIM ~ YAQJICHHOTO JIOCTynma K UWHOOPMAIMOHHBIM  CHUCTEMaM |
cojJieprkalieiicst B HUX MHpOpMaliu, JOHKEH COJIePKaTh:

nepeyeHb Jull (KaTeropui mojb30BaTesieil, posiel Moyib30BaTeliei), KOTOPhIM
paspenieH yaaleHHbI JoCTynl K HMH()OPMAUMOHHBIM CHUCTEMaM [JIsl BBIMOJIHEHUS
cBoux oOs3aHHOCTEN (PyHKIMI) U (WiKM) mepedeHb oOs3aHHOCTEN ((yHKIMIT),
NpEeayCMATPUBAIOIINAN YIAJIEHHBIN JOCTYII;

nepeyeHb CErMEHTOB MH(POPMAIMOHHBIX CHCTEM, OTIEJIbHBIX HPOrpaMMHO-
anmapaTHBIX CPEACTB U CojepKaiieics B HUX HH(POPMAIUHA, K KOTOPBIM Pa3pelicH
YAAQJIEHHBIN JOCTYII COOTBETCTBYIOIIUX KaTETOPUM, POJIEH NIOJIb30BATEIIEH;

MIEPEYEHb U COAEPKaHUE MEPOINPUATHN MO MPEIOCTABICHHUIO IMOJIb30BATEISIM
VAAJICEHHOTO JIOCTyna K HWHGOPMAIMOHHBIM CHCTEMaM M COJAEpXkalleiicss B HHUX
uH(pOopMaIuu, BKI0Yasi cocTaB U GyHKUUU paOOTHUKOB, OTBETCTBEHHBIX 32 IPUHSITHE
pELIEHNs U OCYUIECTBIIIOIIMX PEIOCTABICHUE YIAIEHHOTO TOCTYIA;

MOPSIIOK JCHMCTBUN TIOJL30BATENI B CiIy4yae BBISIBICHHUS (pakTa WU3MEHEHHS
HACTPOEK U KOH(PUTypaluil IPOrpaMMHBIX, IPOTPAaMMHO-ANIapaTHBIX CPECTB;

IIEpEYEHb U COAEPKaHNE MEPONIPUATHN 110 KOHTPOJIIO 38 yIAJIEHHBIM JOCTYIIOM
MOJIb30BaTeIICH;

nepedyeHb MojpasziesieHnii (pabOTHUKOB), OTBETCTBEHHBIX 3a KOHTPOJb
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yAQJIEHHOTO JAOCTYIa, UX 00513aHHOCTH ((PYHKIIMH) U MpaBa (TIOJITHOMOYHSA);

MOPSIIOK  YCTAHOBJIGHUSI TMPUYUH HEMPABOMEPHOTO M3MEHEHHsI HaCTpPOEK
¥ KOHQUTypaluii IporpaMMHBIX, TPOTPAMMHO-AMNNaPATHBIX CPEJICTB, UCTIOIb3YEMBbIX
IUTSL YAAJIEHHOTO JTOCTYIIA;

CXEMbl B3aWMOJCHCTBUS MOApa3AeieHUd (paOOTHUKOB) NpPH pead3aluu
MEPOIPHUATHIA IO KOHTPOJIIO yIaJI€HHOTO AOCTyMa (TP HEOOXOJUMOCTH).

Tpe0oBaHuA K YCHJIEHHIO:

1) yuetHble 3amucu pPaOOTHUKOB, KOTOPHIM MPEIOCTaBICHA BO3MOXKHOCTb
yIAJEHHOTO JOCTyNa K HWH(OPMAIMOHHBIM CHCTEMaM, MNOAJeKaT OOBEIUHEHUIO
B paMKax OJHOW WM HECKOJbKHMX TpyMI, [UIsl KOTOPBIX OOeclneunBaloTCcs
LHEHTPAIU30BAaHHOE YIIPABJICHUE U KOHTPOJIb YUYETHBIMH 3aITUCSAMU;

2) mporpaMMHO-aNMNapaTHbIM CPEJACTBAaM, HCHOJb3YEMbIM I yAAJIE€HHOTO
aoctyna K uH(QOPMAIMOHHBIM CUCTEMaM, JIOJKHBI ObITh PUCBOCHBI HEM3MEHSIEMbIE
UACHTU(PUKATOPBI, O0OECIEUUBAIOIIME KOHTPOJb MOJAKIIOYEHUS U JOCTyIa
K MH(POPMAIMOHHBIM cucTteMaM. KaxxaoMy cpencTBy, ¢ HCIOJIIb30BAHUEM KOTOPOIO
OCYIIECTBISETCS YAAJIEHHBIM JOCTYII, JOJKHO NPUCBAUBATHCS CETEBOE (JJOMEHHOE)
UM,

3) JOJKEH OCYHIECTBISTHCA KOHTPOJb YIATEHHOTO AOCTyNa C MPUMEHEHUEM
CpPEICTB, CHUCTEM T€ONO3UIMOHUPOBAHUS MPOrPAMMHO-AMIAPATHBIX  CPEJCTB,
00€eCreynBaIINX ONpPENeIEHUe MECTa, U3 KOTOPOro IMOJIb30BaTEIb OCYIIECTBISET
YAEIEHHBIN JOCTYII,

4) nomxHO  OBITH  OOecIlieueHO  OJOKHpPOBAaHHWE  YJIAJEHHOrO0  JIOCTYyIIa
MoJIb30BaTese omepaTopa Mpu OOHApYKEHUM NPU3HAKOB peald3allid Yrpo3
6e3onacHocTH WHGOPMAIIUH, CBSI3aHHBIX C TAaKUM JOCTYIIOM, BKJIIOYasl OJIOKHPOBKY
YYETHBIX 3aIIUCEU U CECCUM, CO3JaHHBIX YUYETHOM 3alUChIO;

6) ToJKeH ObITh OO0ECIeueH KOHTPOJIb YAAJICHHOTO JOCTYNa K CErMEHTam
(koMnoHeHTaM) HMH(POPMALMOHHBIX CHCTEM C BO3MOXHOCTbIO aBTOMATHUYECKOIO
MpEeKpalieHusl A0CTyNa MOocie MCTEYEHUs] MHTEpBajga BPEMEHH, Ha KOTOPBIM ObuI
MIPEAOCTABIIEH YIAJIE€HHBIN TOCTYII, WX NPUHYAUTEIBHO;

7) Ha YCTpOMCTBAaX, C KOTOPBIX OCYILIECTBIACTCS YNAJICHHBIA JIOCTYIl K
MH(POPMALIMOHHBIM ~ CHUCTEMaM, JOJDKHBI MPUMEHSATHCA  CpPEICTBA  CETEBOIO
B3aMMO/JICUCTBUS (B TOM YHUCJIE, IOBEPEHHBIC anmapaTHbIC CETEBbIE HHTEP(DEUCHI).

3.9. O6ecneyenne 3amuThl MHGOPMAIUKM NIPH OECIIPOBOIHOM J0CTYIIE
noJib3oBareJeil K uHgopmanuoHHbiM cuctemam (b/1)

Heab: McknroueHne BO3MOKHOCTM HECAHKIIMOHMPOBAHHOIO  JIOCTyla K
WHOPMALIMOHHBIM ~ CHCTEMaM W  COoJepJkamieiics B  HuUX  uH(popmauuu
IpU NPUMEHEHUH B COCTaBe MH(OPMALMOHHONW MH(PACTPYKTYpHI OlepaTopa TOUYEK
0ecrpoBOJHOTO JOCTYIA.
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TpeGoBanuss k  peanmsanmu: OOGecniedeHue  3auUThl  MH(OpMaALUU
Py MPUMEHEHUH TOUYEeK OECIPOBOAHOTO JIOCTYIA JTOJKHO MPeycMaTpUBaTh:

peanu3anrio B ”HGOPMAIIMOHHBIX CUCTEMAaX Mep MO 3alluTe UHPOpMaLUU MpU
0ecTpOBOHOM JIOCTYIIC;

pealM3alrio B TMOAKIIOYAEMBIX C HCIOIb30BAaHHEM OECHpPOBOIHBIX CETei
POrpaMMHO-AMNIAPaTHBIX CPEICTBAX MOJIb30BATENEH Mep MO 3aluTe HHPOPMAIIIH;

oOecrieueHue 3aiuThl OECIPOBOIHBIX KaHAJIOB Mepeaadn JaHHBIX;

3allUTy TOYEK OECHpOBOJHOIO JOCTyNa, C MCIHOJb30BAaHUEM KOTOPBIX
OCYUIIECTBJISICTCS JOCTYN K HMH(MOPMALIMOHHOM CHCTEME U cojJepKallleicss B Hel
uHdopmaIuu.

B uHQOpMANMOHHBIX CcHCTEMaxX [JOKHBI TMPUHUMATBCS  MEpPhl IO
uACHTU(DUKAIINK U ayTEHTU(PHUKAIIUU TOYEK OECIIPOBOIHOTO JAOCTYIIA, BKIIFOUEHHBIX B
cocTtaB OeCIpOBOJHON CETH, JIOTUYECKOMY pPa3elIeHHI0 CETMEHTOB OeCIpOBOAHOMN
CeTH, MCIOJIb3yEMbIX IOJIb30BATEISIMU JJI1 BBINOJHEHUS CBOUX O0Os3aHHOCTEH
(pyHK1MIT), U CErMEHTOB OECIPOBOIHBIX CETEH CBA3U, IPEAHA3HAUYECHHBIX JUISI 1OCTYIIa
K cetu «MHTepHEeT» U (MM) 001IenoCTyHON uHbOpMaIuu oneparopa (obmagaTesns
uHbopMaIum).

B  Toukax OecrmpoBOJHOTO JOCTyHa JOJDKHBI  OBITh  pEaIM30BaHbI
uaeHTUUKAIMS © ayTeHTU(UKAIWs TMOAKII0YaeMbIX K HHM YCTPOWCTB U
MoJIb30BaTesel, PUiIbTpanrs U KOHTPOJb JOCTYIA MOJIb30BaTEIeH M X yCTPOMCTB,
MOJIKJIIOYAaEMBIX K OeCIpOBOAHBIM TOYKAM JOCTYIA, NMPUMEHEHHWE 3alUIICHHBIX
TEXHOJIOTM OeCHpOBOJAHOIO JOCTYyNa, pPEryisipHOe OOHOBJIEHHWE BCTPOEHHOTO
IporpaMMHOro  obecriedyeHus:  (IPOLIMBOK),  YCWJIEHHass  MHOTO(aKTOpHas
ayTeHTU(UKalKs aIMUHUCTPATOPOB OECIIPOBOJHON ceTH, obecrneueHue puandeckon
3alUTBl TOYEeK OecmpoBogHOro aoctyna. KoHdurypamuss W HACTpOWKH TOYEK
0ecrpoBOHOTO JIOCTYIA, HWCMOJB3YEMBIX [UIsi TOIKIIOYEHHs TOJb30BaTele K
MH()OPMAIIMOHHBIM CUCTEMAM B LIEJISIX BBIMOJIHEHUSI CBOMX 00s13aHHOCTEN (PYyHKIUI),
JOJDKHBI MCKJII0YaTh BO3MOYKHOCTH TMOJAKIIOUEHHUS K HUM JIUI, HE MMEIOIIUX TpaB
J0CTyTa K UHPOPMAILIMOHHBIM CUCTEMAaM.

TpedoBanus K AOKYMEHTHPOBAHUI: BHYTpeHHUI CTaHJapT,
YCTaHABIMBAOIIMNA TpeOOBaHUsSI K TUIOBBIM KOH(UrypamusiM H HacTpoHKam
MPOrPaMMHBIX, IPOTPAMMHO-AMNAPaTHBIX CPEICTB, TOJDKEH COACPKATh:

TpeOOBaHMS K  THUMAaM  pa3pelieHHOro  OeCpOBOAHOTO  JOCTyIa
K HH()OPMAIIMOHHBIM CUCTEMAM;

nepeueHb OECIIPOBOIHBIX CETEH, Pa3pelIeHHBIX sl MOIKIIOUEHUS K HUM IS
J0CTyTa K UHPOPMAILIMOHHBIM CUCTEMAM;

TpeOOBaHUSI K COCTaBy TOYEK OECHPOBOAHOIO JOCTYyMa, HCIOIb3yEeMbIX
IS TIOJIKJIFOUEHUS TIOJIb30BaTENeH, UX HACTPOIKaM, KOH(PUTYypaLUsM;

TpeOOBaHUS K MEPEYHI0 HACTPOEK U KOH(UTypaluil To4ek OecrpOBOIHOTO
J0CTyIa, MOJIeKAIUX KOHTPOJII0 U PEarupoBaHUI0 B Cily4yae OOHapyxkeHus (akra
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MX U3MECHCHUSI.

TpedoBaHuA K YCHJIEHHIO:

1) ypOBHU CHUTHQJIOB TOYEK OECHPOBOAHOTO JOCTYIA, HCIIONb3yEeMbIX MJIs
MTOIKTIOYEHUS MOIb30BaTeNiel K HH(POPMAIIMOHHBIM CHCTEMAaM B TIEJISX BBITIOJTHCHUS
cBOUX 00s3aHHOCTEH ((PYHKINI), JOJKHBI UCKIIOYATh BO3MOXKHOCTD ITOIKITIOUEHUS
K HUM H3-3a TPAHUI] OXPaAHSIEMON TEPPUTOPHUH (KOHTPOIUPYEMOM 30HBI) OmepaTopa
(obnmamatens naHpopmarun);

2) npUMEHEHHE B TOYKaxX OECIPOBOJHOTO JIOCTyINAa TOJOCOBBIX (DUIBTPOB,
o0ecreunBarOIINX 3aTyXaHHe CUTHAIA BHE pabodero Auama3ona 49acTorT.

3.10. ObecneyeHue 321U THI HHPOPMALMH NPU NPEAOCTABICHUH
M0JIb30BaTeJIsIM NPUBWIErHPOBaHHOIO Aoctyna (I11)

Heab: VckimoueHne BO3MOKHOCTH NOJMyYEHUS! PUBUIETUPOBAHHOIO JAOCTYIIA
K MH()OPMALIMOHHBIM CUCTEMAaM JIMIAMH, JUIsl KOTOPBIX TaKOW JAOCTYI JOJIKEH OBbITh
UCKJIIOYEH, a TaKXXe€ HEJOIYILEHHWE MCIIOJNb30BaHMs MOBBILIEHHBIX IPaB JOCTYIA
C HapyILIEHUEM BHYTPEHHHUX CTaHJapPTOB U PETVIAMEHTOB 110 3alUTe UH(OPMALIUK.

TpeGoBanusa Kk  peanusanmu: OOecnieueHre  3alUTBl  UH(MOpPMAIUU
Py MPEJOCTABICHUH IMOJb30BATEISAM MPUBUIETUPOBAHHOTO JIOCTYNA JOJIKHO
MpeayCMaTpUBaTh:

NPEIOCTaBIEHUE MPHUBWICTUPOBAHHOTO JOCTyNMa K HMH(DOPMAIIMOHHBIM
CUCTEMaM TOJIbKO TeM pal0OTHHKaM, B 00s3aHHOCTU ((YHKIHMU) KOTOPBIX BXOJHUT
pa3zpaboTka, TECTUPOBAHKE TPOTrPAMMHOT0 oOecrieueHnss HHPOPMAIIMOHHON CHCTEMBI,
oOecnieueHre (QYHKIMOHUPOBAHUA HWHGOPMALMOHHBIX CHUCTEM WM  3allluTa
coJiepKalieiicss B HUX nHQpopMaluu;

CO3/IaHWe I TMPUBUIETUPOBAHHOTO JOCTYIa MPUBUIETUPOBAHHBIX YUETHBIX
3amuced ¢ TpaBaMH JOCTyNa, MHHUMAaJIbHO HEOOXOIWMBIMH [JIsl BBIOJHEHUS
pabOTHHUKAMU BO3JIO’KEHHBIX Ha HUX 00A3aHHOCTEH (PyHKIMIN);

HaJIeJIeHUEe MPUBWICTUPOBAHHBIX VYUYETHBIX 3aluceil mpaBaMH JOCTyMa
B COOTBETCTBHM C MOJIEISIMH JOCTYyNa MH(MOPMAIIMOHHBIX CHUCTEM, ONpEAEIECHHBIMU
BO BHYTPEHHHX CTaHJIapTaxX, U KOHTPOJIb MPaB AOCTYTIIA;

NPUMEHEHHWE Il  NPUBWICTUPOBAHHBIX  YYETHBIX  3allMCedl  CTPOroi
ayTeHTU(PUKALUU U YCUIIEHHON MHOTO(GaKTOPHOU ayTeHTU(UKAINY;

perucTpanuio JIeUCTBUM MO JOCTYIy TMOJb30BaTENEH C HCIOJIb30BAHUEM
NPUBWICTHPOBAHHBIX ~ YYETHBIX  3allUCeii W KOHTPOJIb  HWCIOJIb30BAHUSA
NPUBWIECTHPOBAHHBIX ~ yYETHBIX 3alMceid B COOTBETCTBUU C BHYTPEHHUMU
CTaHJapTaMH U PETJIAMEHTaMH 10 3aIuTe HHPOpMAaIIHH.

Bce mnpuBuierupoBaHHbIE Yy4YeTHBIE 3alUCH JOJDKHBI OBITh 3aKpEIJICHBI
3a COOTBETCTBYIOIIMMH PaOOTHUKAMHU.

PaGoTHUKM MOKHBI MCIOJB30BaTh MPUBUIIETUPOBAHHBIE YUYETHBIE 3aIIUCH B
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COOTBETCTBUU C BHYTPEHHUMU periaaMeHTaMmu U CTaHJapTaMH.
He nomyckaercst ncnosib30BaHNe NPUBUIIETUPOBAHHBIX YUETHBIX 3alMCEN IS LEeNei,
HE YKa3aHHBIX B 3asiBKE Ha CO3/IaHHWE IPUBWIETUPOBAHHBIX YUYETHBIX 3alMCEH.
Hcnonp3oBaHne MPUBWICTUPOBAHHBIX  YUETHBIX 3amuced 0e3  ciy:keOHOU
HEOOXOJIMMOCTH 3aIPEIICHO.

Co3aHre ¥ MCHOJIb30BaHUE TPYIIOBBIX NPHUBUIETMPOBAHHBIX —3amuUced
JOIYCKAeTCsl MPU YCIOBUM OJHO3HAUYHOM MJIEHTHU(UKALUU JIHI, HCHOJIb3YIOUINX
IPUBWJIECTUPOBAHHbBIC YUETHBIC 3aIIMCU B KOHKPETHBIN MOMEHT BPEMEHHU.

He nomyckaercss 00beIMHEHNE B paMKax OAHOM NMPUBUIETUPOBAHHOMN yueTHOU
3alMCUM  WIA OJHOW TpYININbl IPUBUIETUPOBAHHBIX YYETHBIX 3alMCEW poJieH
[0 CUCTEMHOMY AaJIMHHUCTPUPOBAHUIO, POJIEW MO pa3pabOTKE U TECTUPOBAHUIO
MPOrPaMMHBIX, MPOrPaMMHO-aNNapaTHbIX CPEACTB, pOJEH aAMUHUCTPATOPOB
0€30MacHOCTH.

Co3laHHBIE TPUBWIETHPOBAHHBIE YYETHBIE 3allUCH  IOMJIEKAT YUYeTy H
KOHTPOJIIO UX UCIOJIb30BAHUS.

BerpoeHHele B IporpamMMHbIe, — NPOrpaMMHO-AaIlIapaTHBIE  CPEJCTBA
IIPUBUJIETUPOBAHHBIE YYETHBIE 3alUCU JOIYCKAETCsS HCIOJIb30BAaTh TOJBKO IS
MEPBOHAYAJILHOM  HACTPOMKH, PpEMOHTa WM TEXHUYECKOrO  OOCITYKUBAHMS,
MIPOBE/ICHUS] aBAapUITHOTO BOCCTAHOBJICHHUS HH(GOPMAIIMOHHBIX CHCTEM (B cCllydae
OTCYTCTBUSI BO3MOXKHOCTH HCIIOJIb30BaHUSI JIPYTUMX NPUBHIECTUPOBAHHBIX YUYETHBIX
3amuceil), a Takke IS CO3JaHusl JOKAIbHBIX TPUBUIIETUPOBAHHBIX YUETHBIX 3alUCEN
C MpaBaMU IO CO3JAaHUIO JPYrUX IPUBHIECTMPOBAHHBIX YYETHBIX 3allUCEd U
Ha3HAYeHUI0 MM T[paB JOCTymna (Jajsee — y4eTHbIE 3aliCH  IJIaBHBIX
aIMUHUCTPATOPOB).

VY4yeTHble 3alUCH TJIABHBIX aJMHHHUCTPATOPOB JIOJKHBI UMETh MEPCOHATBHOE
3aKperuieHne 3a pabOTHHUKAaMHU, Ha KOTOPBIX BO3JIOKEHBbI 00S3aHHOCTH ((DYHKIIMH)
M0 CO3JaHUI0, U3MEHEHUIO, OJIOKMPOBAHUIO MPHUBUIIETUPOBAHHBIX YUYETHBIX 3alKCen
(mayiee — riaBHBINA aAMUHUCTPATOP) (32 UCKITIOUEHUEM MCTIOJIb30BAHUS JIJIsI CO3/IaHUS
MIPUBUJIETMPOBAHHBIX YYETHBIX 3aIIMCEN aBTOMATH3UPOBAHHOW CUCTEMBI YIIPABIICHUS
MIPUBUJIETMPOBAHHBIMU YYETHBIMU 3anucsAMH). DakT NPUBUIETHPOBAHHOTO JOCTYIIA
[JIABHOTO aIMUHUCTPATOPA, AOJDKHOCTh U (DaMUITUS, UMsI, OTYECTBO (IIPHU HAIMYHUN),
BpeMs JIOCTYIA U NIEPEUEHb COBEPIIAEMBIX TTIaBHBIM aJMUHUCTPATOPOM JEHCTBUN B
MH()OPMAIIMOHHOW CHCTEME JIOJDKEH PETUCTPUPOBATHCS B KypHAJE ydyeTa JeHCTBUNA
[JIaBHOTO aJIMUHHUCTPATOpPa, KOHTPOJb 32 BEIEHUEM KOTOPOIO OCYIIECTBIISIETCS
CTPYKTYPHBIM MOAPA3ACIICHUEM, CIIEHUATUCTAMU 110 3alUTe UHPOPMALIUU.

[IpuBHIErMpOBaHHBIE YUETHBIE 3AIIMCH IJIaBHBIX aIMUHUCTPATOPOB HE JIOJKHBI
UMETh YJAJICHHOTO JOCTYMa, JOJDKHBI ObITh MEPCOHU(PUIIMPOBAHBI ISl KOHKPETHBIX
pabOTHUKOB, HAJIETIEHHBIX COOTBETCTBYIOIIUMHU 00A3aHHOCTAMU ((PYHKIHSIMH).

BcrpoeHHbIe IPUBUIIETMPOBAHHBIE YYETHBIE 3aIIUCU JOJIKHBI ObITh OTKIIFOUEHBI
WIH, B CIy4ya€ HEBO3MOYKHOCTH OTKJIIOYEHHMsI, IE€PEUMEHOBAHbI MOCJE 3aBEPILICHUS
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HACTPOMKHU M yCTAaHOBKM KOH(UIypalui, 3aJaHHbIX BHYTPEHHUMH CTaHAapTaMH IO
3amuTe  HUH(pOpManuu (mpm  HAIMYUM  TEXHUYECKOM  BO3MOKHOCTH).
AyteHTudukanronHass MH(QOpMalUs BCTPOCHHBIX INPUBUIETUPOBAHHBIX YYETHBIX
3anuced JO0JKHA ObITh M3MEHEHAa B COOTBETCTBHM C BHYTPEHHHMH CTaHAApTaMH U
peraaMeHTaMH o 3aIuTe HHPOpMaIUH.

B cnyyae He0OX0AMMOCTH BPEMEHHOTO IPEI0CTAaBICHUS IPUBIIICTHPOBAHHOTO
J0CTyna K MHPOPMAIMOHHON CHUCTEME MM HEOOXOJMMOCTH HECTaHJAPTHBIX IpaB
JOCTyTIa B 3alIpOCEe Ha CO3/aHUE MPUBUIIETUPOBAHHOM YUETHOH 3aIllicu JOJKEH OBITh
yKa3aH CpOK M COCTaB paboT, JUIsl KOTOPBIX CO3/1A€TCS BPEMEHHAs ydeTHas 3alucCh.
BpeMeHHas NMpUBUIIETMPOBAaHHAsA Y4Y€THAs 3allUCh IOMJIEKUT YYETYy M KOHTPOIIO
ucnonb3oBanus. [1o ncreueHnn nHTEpBaIa BpEMEHHU HCIIOIb30BAHUS, B KOTOPbBIN ObLiIa
co3jaHa BpEMEHHas NPUBWIETHMPOBAaHHAsA Y4YETHAas 3aluCh, OHA MOJJIEKHUT
OJIOKMPOBAaHWIO B MH(MOPMALIMOHHON CHCTEME M B aBTOMATU3UPOBAHHOW CHUCTEME
yNpaBiI€HUs] NPUBWICTUPOBAHHBIMU  YYETHBIMU 3amucsiMU (B ciydae HX
HCIIOJIb30BaHUsI) B aBTOMAaTUYECKOM WJIM aBTOMATU3UPOBAHHOM PEXUME.

Jlisa B3auMoAeicTBUsl HH()OPMALIMOHHBIX CHUCTEM, OTAEIBHBIX MPOTrPaMMHbIX,
IPOrpaMMHO-AMNIAPaTHBIX CPEACTB C UCIOJIb30BAaHUEM IMPOrPAaMMHBIX HHTEp(EiicoB
CO3JAI0TCA  HENEePCOHU(UIMPOBAHHBIE TEXHOJIOITMYECKUE MPUBUIETUPOBAHHbBIC
YYETHbIE 3aMUCH. TEeXHOJOTMYECKUE MPUBUIIETUPOBAHHBIE YUETHBIEC 3AMCH JOJIKHBI
ObITh  3aKperuieHbl 3a pabOOTHUKaAMHU  MOJApAa3/eNieHus, O00EeCIeunBaIOLIEro
(GYHKIIMOHUPOBaHUE UH(}OPMAITMOHHBIX CUCTEM. TexHonmornueckue
IIPUBUJIETUPOBAHHBIE YUYETHBIE 3allUCH JIOJDKHBI IOJJIEKATh YYETy U KOHTPOJIO
HCITOJIb30BAHUS.

AyTteHTu(uKaonHas “H(OpPMaLKs NMPUBUIETUPOBAHHBIX YYETHBIX 3amuceit
MO/JIEKUT M3MEHEHHI0 B COOTBETCTBMM C BHYTPEHHHMH pErjlaMeHTaMH U
CTaHAapTaMH, HO HE PEKE OJTHOTO pa3a B IIECTh MECSLEB (32 UCKIIOYEHUEM CIy4YacB
WCIIOJB30BaHUS JIJISl JOCTYIA CEPTU(PUKATOB OE30MACHOCTH).

AytenTudukauonHas uHQopMalrs TPUBUIETUPOBAHHBIX YUETHBIX 3aMHCEH,
3aJjaHHas  pa3pabOTYUMKOM, TMPOU3BOAMTEIEM  MPOrPAaMMHBIX, IPOrPaMMHO-
anmnapaTHbIX CPEICTB MO YMOJIYAHUIO, MOJIEKUT U3MEHEHUIO NPHU MEPBOHAYAIBHON
HaCTPOWKE MPOrpaMMHBIX, IPOrPaMMHO-AIAPATHBIX CPEJICTB.

AytenTudukauonHas uHQopMalus TPUBUIETUPOBAHHBIX YUETHBIX 3alHCEH,
co3JlaHHasi B XOJIe HACTPOMKH, PEMOHTA, CEPBUCHOTO OOCIY>KMBAHUS, TMOJJICKUT
M3MEHEHUIO OCJIE 3aBEPIICHUS YKa3aHHBIX padoT.

He nomyckaercs  UCHONb30BaHWE  OJIMHAKOBOM  ayTEeHTU(UKALIMOHHON
uHbOopMauu VIS IPUBUIIETUPOBAHHBIX YUYETHBIX 3anMceu,
HENEPCOHU(PUIIMPOBAHHBIX  TEXHOJIOTUYECKUX  MPUBUIIETHUPOBAHHBIX  YYETHBIX
3aIMCcen, HENPUBUWIETHPOBAHHBIX YUYETHBIX 3AIIUCEN.

Heucnonp3zyemble NpUBUICTUPOBAHHBIE YYETHBIC 3allMCHU JOJKHBI OBITH
3a0JI0KMpOBaHbl M yJaleHbl. B ciydyae oTcTpaHeHUs paOOTHHUKA OT BBIINOJHEHUS
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o0s3aHHOCTEN ((PYHKIMI), BOBMOXHOCTh MCIOJIb30BaHUSI €r0 MPUBWIETUPOBAHHOU
YUETHOM 3amucu JO0JKHa OBbITh 3a0JIOKMpOBaHa HE TMO3/JHEe § YacoB IocCIe
OTCTpaHEHUs pabOTHUKA OT BBINMOJHEHUs o0s3aHHOCTeN ((DyHKIuid). Takxke ITomKHA
ObITh W3MEHEHAa ayTEeHTHU(UKAUMOHHAS WHGPOpMAIUs BCEX YYETHBIX 3aIlHCei,
K KOTOPBIM Y paOOTHHKA OBLT JOCTYTI.

Hcnonp30BaHne CHUCTEMHBIMH aJIMUHUCTPATOpaMU U  aJMUHUCTPATOPaMU
0e301acHOCTH MOOWJIBHBIX YCTPOMCTB ISl OCYHIECTBICHUSI NMPUBUIETUPOBAHHOIO
JI0CTyIa HE JAOIMYCKAETCS.

VYnaneHHsld ~ OPUBWICTUPOBAHHBIM  JOCTYN  MPENOCTABISIETCS  IMpHU
HEO0OXOMMOCTH TOJBKO JJIsI BHIMIOJHEHUSI paOOTHUKOM 00si3aHHOCTEHN ((pyHKIIHMIT) U3
MECT, B KOTOPBIX OTCYTCTBYET BO3MOXXHOCTh (PM3UYECKOTO TOCTyMNa K MPOrPaMMHO-
anmapaTHBIM CPEICTBaM, BXOJSIINM B COCTaB MH(OpMAIMOHHOW cucTeMbl. J(omkHa
ObITh OOecriedeHa BO3MOXKHOCTHh HCTOJIB30BAHUS MPHUBIICTUPOBAHHOW YYETHON
3aMHCH B OTBEJIEHHOE ISl 3TOTO BPEMSL.

[TpuBmiierMpoBaHHbBIE YYETHbIE 3alMCH  CTPYKTYpPHOTO IOJApA3JCICHUs,
CHELMAIMCTOB M0 3alUTe MH(OPMALUU CO3AAIOTCS IO PEUICHUIO PYKOBOJIUTEIS,
OTBETCTBEHHOTO JIUIIA.

TpedoBanus K AOKYMEHTHPOBAHUIO: BHYTpeHHUI pEeriaMeHT,
OTPECIISIONTUN TTOPSIAOK CO3/IaHUsl, YUeTa, UBMEHEHUSI U OJIOKUPOBAHUS, KOHTPOJIS,
yIaneHus MPUBUIIETUPOBAHHBIX YUETHBIX 3aITMCEH, TOMKEH COJePKATh:

NepeveHb JUI] (B TOM YMCIIE KaTEropuil MOJb30BaTENEH, pOJIei MOJIb30BaTENEH ),
KOTOPBIM ITPEIOCTABIICHBI NTpaBa Mo CO3JaHHI0, YUETY, U3MEHEHHIO U OJIOKUPOBAaHMIO,
KOHTPOJIIO, YIAJICHUIO IPUBUIIETUPOBAHHBIX YUETHBIX 3aIlCeH;

nepeyeHb U COJEp’KaHUE MEPOINPHUATHI MO CO3JaHHI0, YYeTy, U3MEHEHHUIO
1 OJTOKUPOBAHUIO, KOHTPOITIO, YIaJICHUIO TIPUBUIICTUPOBAHHBIX YUETHBIX 3aIHCEH;

nepeueHb W COACpKAHHE MEPONPUATHNA 1O KOHTPOIIO 3a JACUCTBUAMHU
B MH(OPMAIIMOHHBIX CHCTEMaX MPUBUICTUPOBAHHBIX YUETHBIX 3aITUCEH.

Bo BHyTpeHHEM CTaHAapTe MO MEPBUYHON HACHTU(UKAINHI YCTAaHABINBAIOTCS
TpeOOBaHWS K TEPBUYHONM HWIASHTU(MUKAIIUU JIUI, OOJAJAIONINX TMpPaBaMH
MPUBWIETUPOBAHHOTO TOCTYTIA.

Bo BHyTpeHHEM cTaHAapTe MO MPUMEHSIEMBIM MOIEIISIM JIOCTYIIA MOJIb30BaTENeH
YCTaHABIMBAIOTCS THIBl MPUBUICTUPOBAHHBIX YYETHBIX 3allMCceidl, WX TpaBa IO
JO0CTYyIy K 00BeKTaM AOCTyTa WH(HOPMAIITMOHHBIX CHCTEM.

Bo BHyTpeHHEM CTaHAapTe€ IO OrPAaHUYEHHUIO W 3alpeTaM JIEUCTBUW IS
MOJIb30BaTEJICH YCTAaHABIMBAIOTCS 3allpEIleHHbIC ACWCTBUS IOJB30BATENEH TpH
OCYIIECTBJICHUM HMU NPUBWJIETHMPOBAHHOIO JOCTYINa, a TakKXKe OrpaHUYeHUS U
3anpeTsl IpU CO3JAaHHUU, YUETe, U3MEHEHUAX M OJOKMPOBAHUH, KOHTPOJIE, YIAICHUN
MPUBWIETHPOBAHHBIX YUETHBIX 3aHCEH.

TpeGoBaHus K yCHICHUIO:

1) cucreMHble aAMUHUCTPATOPHl W AAMUHUCTPATOPHI OE30MACHOCTH ISt
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BBITIOJIHEHUS CBOUX oOO0si3aHHOCTEW ((YHKIMIA) JOJKHBI HCIOIB30BATh TOJBKO
BBIJICJIEHHBIE OINEpPAaTOPOM ISl AJIMUHUCTPUPOBAHHUS MPOTPAMMHO-ANIapaTHbIE
cpenctBa. Jloctyn Kk uHOOPMAIMOHHBIM CHUCTEMaM IO MPOTOKOJAM YIpaBIICHUS
JOJHKEH OBITh pa3pelieH TOJIBKO C BbIICTICHHBIX aBTOMAaTH3UPOBAHHBIX pa0OYMX MECT.
Hcnonp30oBanne Uit 3TUX LEJIEd MHBIX IPOTPaMMHO-ANNapaTHBIX  CPEACTB
JOIYCKAeTCsl TOJNBKO TMpPH HCIOJIB30BAaHUM CPEACTB olecredeHuss Oe30MmacHo
JTUCTAaHIIMOHHOU paboThI;

2) B UHQOPMALIMOHHOMN CUCTEME JOJHKHBI IPUMEHSATHCSI CPEJICTBA YIIPABICHUS
NPUBWIECTUPOBAHHBIMA YYETHBIMU 3allUCAMM JJISI NPEIOCTABICHUS BO3MOXXHOCTH
UCIIOJIb30BaHUs, y4yeTa, U3MEHEHHs, OJOKHUPOBAaHUS M KOHTPOJIS HCIOJIb30BaHUS
IIPUBWIETUPOBAHHBIX YUYETHBIX 3aIIUCEN;

3) co3nanue, U3MEHEHHE, OJIOKMPOBAaHWE TJIABHBIM  aJIMUHUCTPATOPOM
IIPUBWIECTHPOBAHHBIX  YYETHBIX  3alMCEM MO  3asdBKE  MOJAPA3ACIICHMUS,
o0ecrneunBaroIero (PyHKIMOHUPOBaHNE HH()OPMALIMOHHBIX CUCTEM, WIIU T10 3asiBKaM
NoJipa3iesIeHuH, SKCILTYyaTUPYIOIUX HHPOPMALIMOHHBIE CUCTEMBI, COTJIACOBAHHBIM C
nojpaszzesieHueM, oOecneyuBaromMM  (QYHKIUOHUPOBAHHE  MH(POPMAIMOHHBIX
cucteM. CBeJIeHUS O CO3/IaHHOM, U3MEHEHHOM, 3a0JIOKUPOBAaHHOM yUETHOM 3alUCH U
€e mpasax JOCTYIA NMEPENAIOTCS B CTPYKTYPHOE MOAPA3AEIEHUE, CIENUATUCTAM 10
3amuTe MH(pOpMaAUK AJI yY€Ta U KOHTPOJIS UCTIOIb30BaHNUS;

4) noJbKHA TPOBOAUTHCS HE PEXE OAHOTO paza B TOJ OLEHKA 3HAHUHU
paOOTHHUKOB, HA3HAYEHHBIX HA POJb  CHUCTEMHBIX  aJIMHUHHUCTPATOPOB H
aJIMMHHCTPATOpPOB 0€30MacHOCTH, MEp MO 3aluTe HMH(OPMAalLUH, YCTAaHOBJIEHHBIX
HAaCTOAIIMM  METOJWYECKUM  JOKYMEHTOM, BHYTPEHHHMHM pEIJIaMEHTaMH W
CTaHJapTaMU B YaCTHU KaCAIOLIEHCH,

5)B ciayyae MPEJOCTABICHMS YAAIEHHOIO MNPUBWIETHPOBAHHOIO JOCTyIa
NEUCTBUA CHUCTEMHBIX aJIMHHHCTPATOPOB U AJMUHUCTPATOPOB OE30MACHOCTH
MO/JIEXKAT MOCTOSHHOMY MOHUTOPUHIY C 3allUChIO JIEUCTBUI B KypHaJIbl COOBITUIA
0€30MacHOCTH M MX XPAaHEHHEM Ha MAIIMHHBIX HOCUTENSIX MH(GOpMAallMi HE MEHee
6 MECSIICB;

6) IpUMEHEHUE CPEACTB, CHCTEM TI€ONO3ULHOHUPOBAHUS IPOrPAMMHO-
anmapaTHbIX CpPEACTB, OOECHEUYMBAIOIIUX ONpPEJEICHHE MecTa, U3 KOTOPOro
OCYILECTBIISIETCS Y AAJICHHBIN ITPUBUIIETUPOBAHHBIN JOCTYII;

7) Ipu yJAJEHHOM IPUBWIETUPOBAHHOM JIOCTYIIE [JISl BBIIIOJIHEHUS PpOJEN
CUCTEMHBIX aJMUHHUCTPATOPOB M AJIMHUHHUCTPATOPOB OE30MACHOCTU JOJKEH OBITh
o0OecrieyeH KOHTPOJIb 3arpy’kaeMblX aJIMUHUCTpAaTOpaMd B HHPOPMALMOHHBIE
cucTeMbl (hailioB Ha HAJIMYUE B HUX BPEJOHOCHOIO MPOrPaMMHOI0 oOecHedeHus, a
TaK)K€ KOHTPOJIb BBITPYXKAEMbIX aJMHHUCTPATOpPaMH (PailioB ¢ LEIbI0 BBISIBICHUS
HapylleHUd  TpeOOBaHMM  BHYTPEHHUX  PETJIAMEHTOB 1o 00paboTKe
KOH(pHUIeHIIMATEHON MH(GOPMAITIH.
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3.11. O6ecneyenne MOHUTOPUHTA HH(popManMoHHOI 6e3onmacHocTu (MB)

Heanb: BeisiBneHue npu3HakoB peain3aluy yrpo3 0€30macHoCTd HMOopMaIuu
Y (W1M) HapylIeHuid TpeOOBAHMI BHYTPEHHUX CTaHAAPTOB U PETIAMEHTOB 10 3aIHUTE
nH(OpMaIu Ha OCHOBE cOOpa JaHHBIX O COOBITHUAX O€30MacHOCTH, MX 00pabOTKH
Y aHaJIU3a.

TpeboBanus k peasuzanuu: MOHUTOPUHT UH(POPMAIIMOHHON 0€30MaCHOCTH
JIOJIKEH TPelyCMaTPUBATh:

cOOp JaHHBIX O COOBITHSX O€30MACHOCTM W HHBIX JAHHBIX MOHHUTOPHHTA
MH(GOPMALMOHHON O€30MaCHOCTH, MPEIYCMOTPEHHBIX HAIlMOHAJIbHBIM CTaHAAPTOM
Poccuiickoii ®enepanuu 'OCT P 59547-2021 «3ammra undpopmanyii. MOHUTOPUHT
nHpopmarimoHHoit O6e3omacHocTu. OOmKME TONOXKEHUS» (Hajsee — JTaHHbBIC
MOHUTOPHUHTA);

00pabOTKy JaHHBIX O COOBITHUAX O€30MAaCHOCTH U UHBIX JJAHHBIX MOHUTOPUHT4;

aHaJIn3 COOBITHI 0€30IaCHOCTH U UHBIX JAHHBIX MOHUTOPHUHTA;

COIIOCTABJICHUE COOBITUHA 0€30MaCHOCTM M MHBIX JAaHHBIX MOHHUTOPHHIA
C XapaKTepUCTUKaMU yrpo3 0€301aCHOCTH UHPOpMAIUH;

KOHTPOJIb, YYET U aHAJIU3 JE€HCTBUI N0JIb30BaTeIe NH(POPMAIMOHHBIX CUCTEM;

cOOp M aHamM3 JaHHBIX O PE3yJibTaTax KOHTPOJIA NOTOKOB HHGOpMALMU
B MH(OPMALIMOHHBIX CUCTEMAX;

BBISIBJICHME ~ HapylmieHud  Oe3zomacHocTH  WHPopManumu W (WIH)
(GyHKIIMOHUPOBaHUSI HH()OPMALIMOHHBIX CUCTEM U pearupoOBaHUE HA HUX;

CBOEBPEMEHHOE MH(OPMUPOBAHUE O BBISBICHHBIX HapyLICHUAX 0€301MacHOCTU
uHdopmaIuu u (W) HapyIIeHUSIX QYyHKITMOHUPOBAHUS MHGOPMAIIMOHHBIX CUCTEM.

TpedoBanus K AOKYMEHTHPOBAHUIO: BHYyTpeHHUI pEeriaMeHT,
OTPENENSIONUMIA  MOPAOK  MOHUTOPUHTA  WH(DOPMAIIMOHHOM  OE30MacCHOCTH
MH()OPMAIIMOHHBIX CUCTEM, JIOJKEH COACPKATH:

nepeveHb MojpaszeneHuil (pabOTHUKOB), HA KOTOPbIE BO3JIOKEHBI (PYHKIUU
0 MOHUTOPHHTY HH(POPMAIMOHHON Oe3o0macHOCTH, uX (yHKIMN (00S3aHHOCTH)
Y TIpaBa;

nepeyeHb U COJep)KaHWe MEPOINPUSTHI MO MOHUTOPUHTY HMH(GOPMALMOHHON
0e30I1acHOCTH;

MEpEYEHb ACUCTBUU MOAPA3AECICHUM, MOJIb30BATENS B CIIy4ae BBISBICHUS T10
pe3yibTaTaM MOHUTOpHUHTa MHGOPMAIMOHHON 0e30macHOCTH (haKTa WU MPU3HAKOB
peanu3anuu yrpo3 6e3onacHoOCTH UH(pOpMaIUK;

CXEMbl B3aMMOJEHCTBHs ToJpa3zesieHuil (paOOTHUKOB) MPHU OCYIIECTBICHUU
MOHHMTOPHUHTa HHPOPMAIIMOHHOM 0€30MacHOCTH (MIPU HEOOXOAUMOCTH).

Bo BHyTpeHHeM cTaHAapTe YCTaHABIMBAIOTCS TpeOoBaHUS K cOopy,
pEerucTpallud M aHalIu3y COOBITUH O€30MacHOCTH, MOAJNEKAIUX MOHHUTOPUHTY
nH()OpPMaIIMOHHOM 0€30MacHOCTH.
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TpedoBaHuA K YCHJIEHHIO:

1) cozganue u oOecriedeHne (YyHKIUOHUPOBAHUS OTIEIBHOIO CTPYKTYPHOIO
HoJpa3AesieHus: 10 MOHUTOPUHTY HH(OPMALlMOHHON 0€3011aCHOCTH;

2) IpUBJICYECHUE CHELUATU3UPOBAHHON OpPraHU3aliK, WUMEIOLIEH JINLECH3HUIO
®OCTOK Poccun Ha HeATETBHOCTh MO TEXHUYECKOW 3alUTe KOH(HICHIMATbHON
uH(pOpMallMd C TMPABOM OKAa3aHUSA YCIYr IO MOHUTOPUHTY HH(DOPMAIMOHHON
0E€30MaCHOCTH CPEJICTB U CUCTEM HH(DOPMATU3ALMK® (1ajee — CeUaIM3UpOBaHHAs
opranmzanus). B ciywae mpuBieueHHS CHELMATM3UPOBAHHOM  OpraHM3alUU
OTIpeAEIAOTCA PAOOTHUKU CTPYKTYPHOTO MOJAPA3JEIICHUs, CIEIUAIUCTBI MO 3allIUTe
uH(pOpMallMU, OTBETCTBEHHBIE 3a MpUeM MH(GOpPMaLMU O pe3ysibTaTaX MOHUTOPUHIA
nHPOpMaIIMOHHON  0€30MacHOCTH  OT  CHEHUATM3UPOBAHHON  OpraHu3alluu,
pearupoBaHU€ Ha BBISIBIICHHBIE aKTyaJIbHbIE YTPO3bl 0€30M1aCHOCTH UH(POPMALIHH;

3) IOJKHBI  IPUMEHATBCA TEXHUYECKHME CPEACTBA  OJHOHAIIPABICHHOTO
OTBETBJICHUS CETEBOrO TpaHKa;

4) MOJMKHBl TPUMEHATHCA MACCUBHBIE (PHEPrOHE3aBUCHUMBIEC) TEXHUYECKHE
CpEICTBA OJJHOHAIIPABJIEHHOTO OTBETBJICHHS CETEBOTO TpaduKa.

3.12. O6ecnevyenue pa3padoTku 06e30MaCHOTO
nporpaMmmHoro odecneuernus (bP)

Heab: [IpenoTBpaieHne NosIBICHUS, BBISIBICHHE U yCTPAaHEHHE YSA3BUMOCTEH
pH pa3pabOTKe MPOrpaMMHOT0 oOecTieueHus: B MH(POPMAIMOHHON CUCTEME.

TpeOoBanusa k peanusanum: Pazpaborka 06€30MacHOTO MPOrPaMMHOIO
o0ecrniedyeHus JOHKHA MTPe1yCcMaTpUBaTh:

IUTAHUPOBAHUE MEPONPUATHA MO pa3padoTKe O€30MacCHOr0 MPOrpaMMHOrO
oOecrcUeHMS,

oOydyeHre  paOOTHUKOB, OCYLIECTBISIOIIUX  Pa3pabOTKy,  MOAJEPKKY
0€301MMacHOT0 MPOTPaAaMMHOT0 00ECTICYCHHS,

dbopMupoBaHHEe W TPEABSABICHHE TpeOOBaHMK IO  OC30MACHOCTH K
IpOrpaMMHOMY 00€CIIEUeHHIO, BKIIIOUasi TpeOOBAHUS K €r0 apXUTEKTYPE;

yIpaBJIeHHE KOHPUTYpaIUel TPOrpaMMHOTO 00ECTICUCHMS;

yhnpaBieHUE HEAOCTaTKaMHW W 3ampocaMd Ha HW3MEHEHHe O0e30macHOro
MIPOTPAMMHOTO 00€CTICUCHUS;

pa3paboTKy, YTOUYHEHHE U aHAIU3 apXUTEKTYPhl IPOrpPaMMHOTO OOecTeueHus,
o0OecrieunBaroOIIel CHUKCHHE WM HUCKIIOYCHHE BO3HHUKHOBEHHS MOTEHITMAIBHBIX
YA3BUMOCTEM;

5 TloanyHKT «B» myHKTa 4 [T0J10KEHHUs O NUMIEH3UPOBAHUH IESATENbHOCTH 10 TeXHUYECKOH
3ammTe KOH(PUICHUMANbHON WH(pOpMAalMU, YTBEpXKIEHHOrO IMocTaHoBieHueM IIpaBurenbcTBa
Poccuiickoit ®eneparuu ot 3 deBpans 2012 r. Ne 79.
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MOJCIUPOBAHNEC AKTYAJIbHBIX YI'PO3 U pa3pa60TKy OIIMCaHus MOBCPXHOCTH aTaK;

q)OpMI/IpOBaHI/IC N IIOAACPIKAHNUC B AKTYaJIbHOM COCTOAHHUU ITPABUJI 0e301acHoro
KOOUPOBAHUA,

9KCIICPTU3Y UCXOAHOI'0 KOAa IIPpOrpaMMHOI o 06ecnequHﬂ;

IMPOBCACHUC CTATHICCKOI'O0, AMHAMUNYICCKOI'O aHaJIn3a KOJad IIPOorpaMm;

UCI0JIb30BaHUE 0€30MacHO CUCTEMbI COOPKU MPOTPaMMHOTO 00eCIICUEHUS;

oOecrieyeHue 6€30MacHOCTH COOPOYHOU Cpe/Ibl TPOrPAMMHOT0 00ECIICUEHUS;

yIpaBJIE€HUE TIOCTYIIOM U KOHTPOJb LEIOCTHOCTH MPOTPAaMMHOrO KOJa B XOJ€
pa3pabOTKH MPOrPaMMHOTO 0OCCTICUCHNS;

MPOBEJICHNE KOMIIO3UIIMOHHOTO aHaIN3a MPOrPaMMHOT0 00eCIIeUeHNS;

MPOBEPKY MPOTPAaMMHOTO KOJIa Ha TNPEAMET BHEAPEHHUS BPEIOHOCHOTO
MIPOTPaMMHOTO oOecIieueHus Yepe3 IIEMOYKH MOCTABOK €r0 COCTABHBIX YaCTEeH;

GbyHKIHOHATBPHOE U HE(YHKIIMOHAJIBHOE TECTUPOBAHHE IPOrPAMMHOTO
oOecreyeHus;

oOecrieyeHrue 0€30MaCHOCTH TPH BBIMYCKE TOTOBOM K JKCIUTyaTallud BEPCHUH
MIPOTPAMMHOT0 00€CTICUCHUS;

0e30MacHyl0  JIOCTaBKy M YCTaHOBKY MPOTPaMMHOI0  OO€eCleueHUs
B MH(POPMAITMOHHBIX CUCTEMAX;

oOecrieueHre TOMJIEPKKH TMPOTPaMMHOTO OO€eCIeueHus: MPU IKCILTyaTaluu
MOJIb30BATEISIMHU;

pearupoBaHre Ha UHPOpPMAIKIO 00 YSI3BUMOCTSX MPOTPAMMHOTO 00eCIIeueHus,
MOCTYNAIOIILYIO OT MOJIb30BaTENEH;

YCTpaHECHHE YSI3BUMOCTEH MPOTPaMMHOTO OOCCIICUYCHMS, BBISBIICHHBIX B XOJI€
€ro dKCIUTyaTaluu;

MOUCK YSI3BUMOCTEH B TMPOTPaMMHOM OOeCledeHUH U pa3paboTKy Mep
0 X YCTPAHECHHUIO.

TpeGoBaHus K JOKYMEHTHPOBAHUIO: BHYTPEHHUI perIaMeHT 1Mo pa3padoTKe
O€30IIaCHOr0  [IPOIPAMMHOIO  00ecIeueHus®, B Cllydae €ro CaMOCTOSTEIBHOM
pa3paboTku oreparopom (obaagaTeaeM HHPOpMAIH), TOHKEH COIePIKATh:

COCTAaB MPOTrPaAMMHOTr0 00ecreueHusl, Ha pa3padOoTKy U IKCILTyaTaI[Ui0 KOTOPOTo
paclpoCTpaHsAIOTC  MeponpusTuss (Mporecchl) 1Mo pa3paboTke Oe30MmacHOro
MIPOTPAMMHOTO 00€CTICUCHUS;

nepedyeHb nojpaszeneHuil (pabOTHUKOB), HA KOTOPBIX BO3JIOKEHbI (PYHKIIUU
M0 OpPTaHM3AIMU ¥ BHEAPECHUIO MPOIECCOB pa3padOTKU OE30MacHOr0 MPOrpaMMHOTO
obecrieueHus, uX PyHKIIUU U TTOTHOMOYKS;

COCTaB M COJEP>KaHUE MEPOIPHUATHI (MPOLIECCOB) MO pa3paboTKe GE30MacHOTO

6 [Tyukr 3.2 nanumoHanbHOro cranmapra Poccuiickont ®@enepaunu ['OCT P 56939-2024
(M., ®I'BY «PCTy», 2024) (nanee — I'OCT P 56939-2024).
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IPOrpaMMHOTO 00ECIIeYeHUS;

NepeuYeHb HMHCTPYMEHTAIbHBIX CPEACTB, MCIOJIb3YEMBbIX IMpU pealn3aluu
MEPOTPUATUH (ITPOLIECCOB) MO pa3paboTKe 6€30MacHOr0 MPOrpaMMHOT0 00€CTICUCHNUS;

MIePEUCHb MOAPA3ACICHIH (PAOOTHUKOB), Ha KOTOPHIX BO3JIOKECHBI (DYHKITUH 10
KOHTPOJIIO TPOIIECCOB Pa3pabOTKH 0e30macHOro MpOrpaMMHOTO OOECTeueHus, HX
(GYHKIMH A TIOJTHOMOYHS;

ONMMCAHWE  TOpsSAKAa  B3aUMOJICUCTBHS  paOOTHMKOB  olepaTopa  IpH
OCYIIECTBJICHUU Pa3pabOTKu 6€30MacCHOTO MPOrpaMMHOT0 0OeCIeYeHUs!.

Tpe0oBaHuA K YCHJIEHHIO:

1) mouck ys3BUMOCTEH B MPOrpaMMHOM OOECIEUYEHHH B paMKaX OTKPBITHIX
mporpaMM ¢ TPHBJICUYCHHEM BHENIHUX OKCIIEPTOB ®  pa3paboTka  Mep
10 X YCTPAHCHHIO.

3.13. O6ecnevyenue pusnueckoi 3aMTHI HHPOPMAIIMOHHBIX cucTeM (P3)

Heab: UckimoueHne BO3MOXXKHOCTH HECAaHKIMOHUPOBAHHOTO  (PU3UUECKOTO
JOCTyla K MpOrpaMMHO-allapaTHbIM cpeAcTBaM OOpaOOTKM U XpaHEHUs
uH(popmanuu.

TpeboBanus k peanm3zanumu: Meponpustus no oOecrneueHuro (puzndeckoin
3aIIUTHl THPOPMALIMOHHBIX CUCTEM JIOJKHBI PEyCMaTpUBAaTh:

OIpEJENIEHHE MPOrpaMMHO-aNMNapaTHbIX CPEACTB MH(POPMALUOHHBIX CHUCTEM,
MpeIHa3HAYEHHBIX  JJIi  00paboTkM u  (Wiou)  XpaHeHuss  UHGOpMAIIH,
HECaHKUIMOHUPOBAHHBIA (U3NYECKUN JOCTYI K KOTOPHIM JIOJKEH ObITh MCKIIOYEH
(mamee — cpenctBa 00pabOTKU U XpaHEHHs] HHPOPMAIIHH );

ONpeJesieHre MepeyHs JML (KaTeropui JMil), KOTOPBIM pa3pelieH A0CTyM
B TIOMENIEHUs (30HbI MOMEIICHUN) W (Win) (PU3UMYECKUM JOCTYN K CpeACTBaM
0o0pabOTKM M XpaHeHUs HHPOpMalMU, a TakKkKe pabOTHUKOB OIEparopa,
OTBETCTBEHHBIX 32 KOHTPOJIb JIOCTYIa B MOMEUICHUS (30HbI MOMEIIEHU) U (UIK) K
cpencTBam 00pabOTKU U XpaHEHUSI HHPOPMAIIUH;

KOHTPOJIb (DU3UYECKOTO JOCTyma K CpeACcTBaM o0O0pabOTKU U XpaHEHUS
uHpopmaruu u (WIM) B TOMENIEHUS (30HBI TIOMEIICHHI), B KOTOPHIX OHU
YCTaHOBJICHBI;

OCYUIIECTBJICHHE JIOCTYNa MOCTOPOHHUX JHI[ B TOMEIICHHS, B KOTOPBIX
YCTaHOBJIEHBI CpeACTBa OOpabOTKH M XpaHEHUs UHPOpMAlLMU, U POBEJICHUE B HUX
paboT TOJBKO B COMPOBOXKACHUHN PAOOTHUKOB, OTBETCTBEHHBIX 3@ KOHTPOJIb 1OCTYyMa
B IMOMELIEHNs (30HBI IOMEUIEHWI), MO COINIACOBAHHIO CO CTPYKTYPHBIM
MoJipa3iesieHueM, CIIeUaINCTaMH T10 3aIuTe HHPOpMaIuy;

pa3MenieHne KOMMYHUKAIMOHHOTO 000py10BaHUsI MH(OPMALIMOHHBIX CHUCTEM
B MecTax (mkadax, KOMHaTaX, SIIMKax), K KOTOPbIM HCKJIIOUE€H HEKOHTPOJIUPYEMbIN
JIOCTYI,  OMNpEAeIieHHEe  TEepedHs  JUl,  KOTOpPbIM  paspelieH  JOCTYI
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K KOMMYHHMKAallUOHHOMY OOOpYyJOBaHHWIO, a TakXke pabOTHUKOB OIEparopa,
OTBETCTBEHHBIX 32 KOHTPOJIb JIOCTYIA K KOMMYTAIIHIOHHOMY 000pY0BaHUIO.

duznyeckuii 10CTyN K Cpe/icTBaM 00pabOTKH U XpaHEeHUs HH(OpMAITH JOJIKEH
ObITh MPEAOCTaBICH TOJBKO TEM IOJIb30BATENSIM, KOTOPBIM OH HEOOXOIUM st
BBITIOJTHEHUSI BO3JIOXKEHHBIX Ha HUX 00s3aHHOCTEH ((PyHKIINIA).

[TporpamMmMHo-amnmapaTHbie CpencTBa UH(GOPMAITMOHHBIX CHCTEM,
npelHa3HAaYeHHbIC [UJIi XpaHeHWs HWHQOpMaIuu, IJOJDKHBI ObITh YCTaHOBJICHBI
B TOMEIICHUSAX (30Hax  ToMelleHud, mkadax, Qyragpax, Kopiycax),
HECAaHKIIMOHUPOBAHHBIN (PU3UYECKUIA TOCTYI B KOTOPBIE JOJKEH OBITh UCKIIFOYEH.

3anpemaercs OCTaBIsATh CHhEMHBIC MAIIMHHBIE HOCUTENW HH(POpPMAIIUU,
npenHa3HauYeHHbIC ISl MCIOJB30BaHUS B WH(OPMALMOHHBIX CHUCTEMaX, a TaKXKe
HEe3a0JIOKUPOBAHHBIE KPAaHbI KOMITBIOTEPOB C pa3MEIICHHON Ha HUX WH(opMalnen Ha
pabounx Mectax paOOTHHKOB B Hepabodee BpeMs 3a HCKIIOUCHUEM IOMEIICHUH,
B KOTOPBIX pa3pelieHo XpaHeHne nHpopmanuy B Hepabouee BpeMmsl.

KonTponp ¢usnueckoro npoctyna K cpeacTBaM o0OpaOOTKM M XpaHEHUs
uH(pOpMaAIUU OTPAHUYEHHOTO JOCTyNa W (WJIKM) B MOMEIIEHUs (30HBI MOMEIICHUH,
mKadbl, GyTISPEI, KOPIyca), B KOTOPBIX OHU YCTAHOBJICHBI, JOHKEH OCYIIECTBIATHCS
B COOTBETCTBUU C BHYTPEHHUMH PETIaMEHTaMU 10 3aIluTe HHPOPMAIUH.

CpemMHBICE  MalIMHHBIE HOCHTENH  HMHQPOpPMAIMH, pa3pelieHHbIe s
WCIIONIb30BaHUsl B HH(OPMAIMOHHBIX CHUCTEMaX, TMOJUIeKAT yYeTy W KOHTPOIIO
UCTIONIb30BaHusA. B MHGOpPMAIMOHHBIX CHCTEMax IOJDKHBI MCIOJB30BATHCSA TOJBKO
ChbEMHBIC  MAlIMHHBIE HOCHUTENW HH(POPMAIIMM, BbIIABAaEMbIE  OMEPATOPOM
(o6namarenem unHpopMmanuu). B ciayuae oOHapyKeHUS MOJIB30BaTEIEM CHEMHOTO
MaIIUHHOTO HOCHUTENS WHGOpPMAIMK, MPUHAJICKHOCTh KOTOPOTO WM BJajeliblia
KOTOPOTO YCTaHOBUTb HE YIAllOCh, TAKOW CHEMHBIA MAIIMHHBIA HOCHUTEIb
nH(popMaIuu 10KEH ObITh MIEpPeaH B CTPYKTYPHOE MOApa3/ieieHue, CrienuaiicTam
no 3amure WHPOpMAlMK JIsd aHaIM3a COJCpXKAIIMXCS Ha HEeM HH(OopMaIuH,
nporpaMM W TP HEOOXOAMMOCTH JajbHeimero yHuuTokeHus. [logkimtoueHue
00OHapy>KEHHOTO ChEMHOTO MAITMHHOTO HOCUTENSI MH(MOpMAITUU K HH()OPMAITMOHHBIM
CUCTEMaM 3arpeniaeTcs.

Tpeb6oBanuss K  JOKYMEHTHPOBAaHUIO: BHYyTpeHHUN  periiamMeHT 1o
oOecrieyeHn0  (U3MYECKOM  3allUThl  MH(OPMAIIMOHHBIX  CHUCTEM  JIOJDKEH
npelycMaTpuBaTh:

COCTaB CPEJCTB 00PAaOOTKHU U XpaHEHUs1 HH(OPMAIIK;

nepevyeHb NOMENICeHUM (30H momenieHui, mkados, QyTiaspoB, KOPIYCOB),
B KOTOPBIX YCTAHOBJICHBI, XPAHSITCS CPEJICTBA 00paOOTKHU M XpaHEHUsI HH(DOpMAIUY;

nepeyeHb JHIl (KaTeropui JUI[), KOTOPBIM pa3pelieH JOCTYN B MOMEIICHUs
(30HBI MOMeENIeHN) U (1K) PU3UUECKH JOCTYTI K CpeCTBAM 00pabOTKU U XpaHEHUs
uH(pOpMalInH, a TAaKKe paOOTHUKOB OIllepaTopa, OTBETCTBEHHBIX 32 KOHTPOJIb JOCTYTIA
B TOMeleHus (30Hbl MOMENIeHU) U (WJIM) K CpeACTBaM O0O0pabOTKU M XpaHEHUs
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uHpopManuu;

COCTaB M COJICP)KaHHWE MEPOMPHUATHUH IO KOHTPOIIO (PHU3UIECKOro IOCTyIa
B IIOMeIIeHUs (30HbI MOMENIEHUH) U (WJIM) K CpeACTBaM OOpabOTKU M XpaHEHUs
uH(pOpMaInu.

TpeOoBaHus K YCHICHUIO:

1) mpuMeHeHne aBTOMATHU3MPOBAHHBIX CHCTEM KOHTPOJS U  YIPABJICHHS
JOCTYTIOM U (WJIM) BUICOHAOIIOACHUS JJI1 KOHTPOJS JOCTyNa B MOMEIICHUS (30HBI
MOMEIIEHNI), B KOTOPBIX YCTAHOBIEHBI CpPEICTBA OOpaOOTKM H XpaHEHUS
MHPOPMAITUH, a TAKKE K MECTaM YCTAaHOBKH KOMMYHHUKAIIMOHHOTO 000pPYIOBaHUSI.

3.14. OGecneyenne HenMpPepbLIBHOCTH PYHKUMOHMPOBAHUS HH(POPMAITUOHHBIX
CHCTEM IPH BO3HUKHOBEHMH HeIITATHBIX cutyauuid (HMD)

Heab: ObGecnieueHne BO3MOKHOCTH BOCCTAHOBJICHUS BBIIIOJHEHUS COLIMATIBHO
3HAUUMBIX (PYHKUH, UHBIX (YHKIUN (MPOIECCOB, BUAOB padboT) MHGOPMAIIMOHHBIX
CUCTEM, JUIsi KOTOPBIX YCTAHOBJIGHBI TPEOOBaHUS K HEMPEPHIBHOMY PEXKUMY
(GYyHKIMOHUPOBAHUS (llajiee — 3HayuMble (YHKIMHU), B TMpejeiax HWHTEPBAJIOB
BPEMEHH BOCCTAHOBIICHHWS, YCTAHOBJICHHBIX BHYTPEHHUMH CTaHIApPTaMH U
peraaMeHTaMH o 3aIuTe HHPOpMaIUH.

TpeGoBanus k peasuzanuu: MeponpusTHs M0 00ECIIEYEHUIO HEMTPEPHIBHOCTH
(GYHKIMOHUPOBaHUS WH(POPMAITMOHHBIX CHCTEM IPH BO3HMKHOBEHWW HEIITATHBIX
CUTYAIIMI IOJDKHBI TIPEeyCMaTPUBATh:

OTIpeJIeNICHNE 3HAYUMBIX (YHKIIUU;

OTIpEJICICHUE TIEPEYHsSI MPOTPAaMMHBIX, MPOTPAMMHO-AMMAPATHBIX CPECTB,
00eCIIeunBaOIINX BBITIOJIHCHUE 3HAYMMBIX ()YHKITHH;

OTIpe/ICIICHHE TEePEUYHS HEIITATHBIX CHUTYaIluid, TIPU BO3HUKHOBEHUU KOTOPBIX
J0JKHA OBITH 0OecIeueHa HEMPEPHIBHOCTD BHITIOJHEHUS 3HAYUMBIX (DYHKITHH;

OTpe/ieNiecHNe HMHTEPBAIOB BpPEMEHU BOCCTAHOBJICHHS (PYHKIIMOHUPOBAHUS
MH()OPMAITMOHHBIX CUCTEM, MX CETMEHTOB, BBITTOTHSIONINX 3HAYMMbIC (DYHKITUY;

CO37aHME JOCTAaTOYHOTO KOJMYECTBA PE3EPBHBIX KOMHM MPOrPAMMHBIX,
MPOTPaMMHO-AMIAPATHEIX CPEACTB M WX KOH(purypamwii, o0ecreunBaronux
BBITIOJITHCHHE 3HAYUMBIX (YHKIIHHA, HEOOXOIUMBIX JIJIT BOCCTAHOBIICHUS BBITIOJTHECHUS
3HAYUMBIX (YHKIMA B YCTAaHOBJICHHBIM WHTEpPBajl BPEMEHH BOCCTAHOBIICHHUS,
Y TICPUOINYECKOE TECTUPOBAHNE TaKUX CPEICTB HAa paOOTOCTIOCOOHOCTH;

Ha3HA4YCHHE HEOOXOAMMBIX MJIA TMPOBEACHUS pPadOT MO BOCCTAHOBIICHHUIO
GbyHKIMOHUPOBaHUS MH(GOPMAITMOHHBIX CHCTEM PA0OOTHHUKOB,;

CO3/IaHME€ JOCTaTOYHOTO KOJMYECTBA PE3EPBHBIX KOMUHA HH(pOpMAINH,
HEOOXOaUMON g 0OecredeHHs] BBITIOJIHEHUSI 3HAYMMBIX (QYHKIMHA, a Takke
WX XpaHCHHE HAa PA3HBIX THUIIAX MAIIWHHBIX HOCWUTENEH WH(OpMaluu B MecCTax,
UCKJTIOYAIOIINUX HECAHKIIMOHUPOBAHHBIN TOCTYII K PE3€PBHBIM KOMUIM UH(POPMALIHH.
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Meponpusatus 1o 00€CHEeYeHHI0 HENPEpbIBHOCTH  (PYHKIIMOHUPOBAHUS
MH(POPMAIIMOHHBIX CHUCTEM IPU BO3HUKHOBEHUU HEIUTATHBIX CHUTYallUMil JIOJKHBI
[IO3BOJISATh BOCCTAHOBUTH BBINIOJHEHUE 3HAUYUMBbIE (YHKIIMU B IpEJEIax UHTEPBAJIOB
BPEMEHHU BOCCTAHOBJICHUS, YCTAaHOBJIICHHBIX BHYTPEHHHMH CTaHAApTaMH H
peraaMeHTaMH o 3aIuTe HHPOPMAaIUH.

WuTepBaiisl BpeMEHN BOCCTAaHOBIICHUS (DYHKIIMOHUPOBAHUS WH(POPMALIMOHHBIX
CUCTEM, MX CETMEHTOB, BBINOJHSIOMIMX 3HauMMble (DYHKIUHU, YCTAaHABIMBAIOTCA B
COOTBETCTBUM C aKTaMH, Ha OCHOBAaHMM KOTOPBIX OCYIIECTBISETCS CO3JaHUE,
JKCIUTyaTalusi HH(OPMALMOHHBIX CUCTEM, WJIM TpeOOBaHUAMU OOIagaTEINs
uH(pOpMallul B 3aBUCHUMOCTH OT 3HAYUMOCTU (YHKIMH AJii OOEcHeueHus €ero
NEeSATENBHOCTH.

JlolxkHO  OBITh  O0OECHEYEHO pEe3epBHOE  KOMMpPOBaHHWE HH(OpMaLUU,
cojiepkaieiicss B MH(QOPMALMOHHBIX CHUCTEMax, HEOOXOAUMOMN s oOecreyeHus
BBITNIOJTHEHUS 3HAYMMBbIX (YHKIUI, a TakKe €€ XpaHEeHHE B MEeCTaX, MCKIIIOYAIOUINX
HECAaHKIIMOHMPOBAaHHBIM JIOCTYII K €€ KOomusAM. IlepuoInYHOCTh pe3epBHOIO
KOIIMPOBAHUS, MECTa XPAaHEHHs PE3EPBHBIX KONUHA M YPOBEHb KPUTUYHOCTU
pe3epBupyeMoii nH(OpMaLIUK ONIPEAEIAETCS BO BHYTPEHHUX perjlaMeHTax.

BpeMs BOCCTaHOBJIEHHS YCTaHABIMBAETCA ONEPATOPOM B COOTBETCTBHH C
aKTaMH, Ha OCHOBAHHMHM KOTOPBIX OCYUIIECTBISIETCS CO3AaHUe, (PYHKIIMOHUPOBAHUE
MH()OPMAIIMOHHBIX CUCTEM, WM TPEOOBaHUSAMHU 00JIagaTeNsl HHPOPMALIUKA C YYETOM
3HAUUMOCTH  (yHKUMA 11 obOecrneueHus ero  jAesTeNbHOCTH. B ciydae
HEBO3MO>KHOCTH BOCCTAaHOBJIEHUS! (YHKIIMOHUPOBAHUSI HHPOPMAIIMOHHOMN CUCTEMBI B
YCTaHOBJICHHOE BpeMs JIOJKHO OBITh 0OecreueHo HHGOPMUPOBAHUE IOJIb30BaTEICH
O MPOTHO3UPYEMBIX CPOKAX BOCCTAHOBJIEHUS ()YHKIIMOHUPOBAHUSI MH(POPMALIMOHHBIX
CUCTEM.

Joctyn K 3HaYMMbIM (YHKUUSIM HH(DOPMAUMOHHOW CUCTEMBI, JJII KOTOPBIX
TpeOyeTcs BOCCTAaHOBJIEHUE B MPEAENIax YCTAaHOBJIEHHOTO BPEMEHH BOCCTAHOBIJICHMS,
JOJIKEH OCYIIECTBISTHCSA C HMCIOJIb30BAaHUMEM AYOIMPOBAHHBIX KaHAJIOB Iepeaadyu
JAHHBIX, KOTOPBIE IPEIOCTABISAIOTCS Pa3HbIMH OIEpaTOPaMU CBSI3U U (WJIM) pa3HBIMU
MH(POPMALMOHHO-TEIEKOMMYHHUKAIITMOHHBIMH CUCTEMaMHU.

JIOJDKHBI ~ NPOBOAMTBCS ~ NEPUOAUYECKHME  IPOBEPKHM  BO3MOXKHOCTHU
BOCCTAHOBJICHUS BBINIOJIHEHUS 3HAYMMBIX (DYHKIMI C MCIOJIb30BaHUEM PE3EPBHBIX
KOMUWA MPOrpaMMHBIX, MPOrpaMMHO-aNMNapaTHBIX CPEACTB U UHGbOpMaInH,
HEO0OXOAMMOM /ISl X BBITIOJIHEHHUS], C TPUBJICYCHUEM paOOTHUKOB, 33J1€CTBOBAHHBIX
B MPOBEJACHUU PAOOT MO BOCCTAHOBIEHUIO (PYHKIMOHUPOBAHUS MH(POPMAILIMOHHBIX
CUCTEM.

B cnyuyae npoBeneHust MEpONPUATHI MO BOCCTAHOBJICHUIO (PYHKIIMOHUPOBAHUS
UH(POPMALIMOHHBIX CHUCTEM, HUX CETMEHTOB, BBHIMOJHSIOMIMX 3HAYMMbIE (DYHKIIHH,
C MPEBBILLICHUEM HHTEPBAJIOB BPEMEHHU X BOCCTAHOBIICHUS JOJKHA ObITH 0OecrieyeHa
BO3MOKHOCTb BBIIIOJIHEHHUS I0JIb30BATENsIMU 3HAUUMMBIX (DYHKLHUH, B TOM 4YHUCIE B
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HEaBTOMATU3HPOBAHHOM PEKUME, B COOTBETCTBUM C BHYTPEHHUMU PETJIAMEHTAMU 110
3a1uTe UHPOPMAaLIHH.

TpeOoBanuss K  [JOKYMEHTHMPOBaHMIO: Bo  BHYTpEeHHMX  CTaHAapTax
1o 00ecreyeHNI0 HeMPEPHIBHOCTH (PYHKIIMOHUPOBAHUS YCTaHABIMBAIOTCS:

COCTaB 3HAYUMBIX (YHKIIHI;

nepeyeHb HEITATHBIX CUTYyallui, P BOSHUKHOBEHUH KOTOPBIX TOJIKHA OBITH
o0ecrnieueHa HENPEePhIBHOCTD BBINMOJIHEHNS 3HAYUMBIX (YHKIIHI;

MHTEPBAJIbl BPEMEHU BOCCTAaHOBJIEHUS (PYHKIIMOHUPOBAHUS MH(POPMALIMOHHBIX
CUCTEM, UX CETMEHTOB, BBIIOIHSIOIINX 3HAUUMbIe (QYHKIIH;

TpeOOBaHUS K KOJMYECTBY PE3E€PBHBIX KOMHUM MPOTrpaMMHBIX, MPOrPaMMHO-
anmnapaTHbIX CPEICTB U X KOH(UTypalHii, 00eCrIeYMBaOIINX BIITOJIHEHHE 3HAYMMBIX
(GyHKUMIA, HEOOXOIUMBIX JJI1 BOCCTAHOBIJICHUS BBINOJHEHUS 3HAYMMBIX (DYHKIMI B
YCTaHOBJICHHBII MHTEPBAJ BPEMEHH BOCCTAHOBIICHUS;

TpeOOBaHUS K MECTaM XpaHEHMsI pPE3EpBHBIX KOMUH Ha Pa3HbIX TUIAX
MAaIIMHHBIX HOCUTENEH HH(pOpMaLIUH.

BHyTpeHHMII  pErIaMeHT, ONPEAEIAIOIIUN NopsAJIOK  o0ecreyeHus
HENPEPBIBHOCTU (PYHKIIMOHUPOBAHUSA, JOJKEH COJEPIKATh!

COCTaB MOJpa3feieHuil (pabOTHUKOB), OTBETCTBEHHBIX 3a MPOBEJAEHUE padOT
M0 BOCCTAHOBJICHUIO (DYHKIIMOHMPOBAHUSA MH(DOPMAIMOHHBIX CUCTEM, UX (YHKUUHU
Y TIOJIHOMOYHS;

COCTaB U COJAEPKaHUE MEPONPUATUI 110 BOCCTAHOBJICHUIO (PYHKIIMOHUPOBAHHUS
MH(OPMALIMOHHBIX CUCTEM;

NOPSAZOK  MPOBEIEHUS MPOBEPOK (TPEHUPOBOK) IO  BOCCTAHOBJICHHUIO
(GyHKIMOHUPOBaHUS NHHOPMAITMOHHBIX CHCTEM.

TpedoBaHus K yCHIICHUIO:

1) npuMeHeHue IPOrpaMMHBIX, MPOrpaMMHO-aNMNapaTHbIX CpEJCTB,
00€CreynBaOIMX BBIMOJIHEHUE 3HAUYUMBIX (YHKIMA, B OTKa30yCTOMYMBOMN
KOH(urypamuu, oOecrieurBaroleid BOCCTAHOBJICHUE  BBIMOJHEHUS 3HAYKMMBIX
GyHKIMIA B YCTAaHOBJICHHBIA orepaTopoMm (oOmamateneM WHGOPMAIMK) HHTEPBAI
BPEMEHHU BOCCTAHOBJICHUS;

2) npoBeAEHUE NEPHOINIECKUX TPEHUPOBOK 10 BOCCTAHOBJIEHUIO BBIITOTHEHUS
3HAUUMbIX (QYHKUHUA C HCHOJB30BAHMEM PE3EPBHBIX KOMHUM MPOrpaMMHBIX,
MPOrpaMMHO-ANMApPaTHbIX CPEACTB M HUH(OpMaAnUU, HEOOXOAUMON 1si  UX
BBITIOJIHEHHUS], C TIPUBJICUEHHEM PAOOTHUKOB, 3a/ICHCTBOBAHHBIX B MPOBEJIECHUU padOT
o BOCCTaHOBJICHUIO (YyHKIMOHUPOBAHUS MH(}OpPMAITMOHHBIX CUCTEM.
[TonoXuUTENBHBIM PE3YIBTATOM IMPOBEPOK SIBISETCS BO3MOMXHOCTh BOCCTaHOBJICHHUS
HENPEPBHIBHOCTH (PYHKIIMOHUPOBAHUSA MH(GOPMALMOHHBIX CHUCTEM B YCTAaHOBIICHHBIC
WHTEPBaJIbl BDEMEHU BOCCTAHOBJIECHUS;

3) BBeIeHHE JIeKYpPCTB pPaOOTHUKOB, OOECTICUMBAIONIUX BOCCTAHOBJICHUE
MHPOPMALIMOHHBIX CUCTEM B YCTAHOBJIEHHbIE MHTEpBaJbl, Uil OOECHeueHus
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(YHKIMOHUPOBaHMSI HH()POPMALIMOHHBIX CUCTEM;

4) NpUMEHEHHE CHCTEM MOHUTOPHUHIA IPOU3BOJUTEIBHOCTH M JTOCTYITHOCTH
CPEICTB BBIUYMCIUTEIBHON TEXHUKU;

5) BHenpeHue B HMH(QOPMALMOHHOM  CHCTEME  anmapaTrHbIX  CPEACTB
rapaHTUPOBAHHON  OJIOKUPOBKH  HE33JCHCTBOBAHHBIX  JIMHUWA  pPE3EpBHOIO
KOIIMPOBAHUS JAHHBIX;

6) UCTIOIB30BAHUE CPEACTB CUHXPOHHON HACTPOMKH MapaMeTpoB 0€3011aCHOCTH
O0LIECUCTEMHOTO IPOTPAMMHOTO 00ECTIEUEHHS U CPEACTB 3aIUThl THPOPMALUHU IpU
BOCCTAHOBJIEHUH (DYHKIIMOHUPOBAHUS MH(POPMALMOHHONM CUCTEMBI U €€ CHUCTEMBI
3aIUThl HUH(OPMALIUK.

3.15. IloBbllIeHHe YPOBHS 3HAHMA M HH(POPMHUPOBAHHOCTH
oJib30BaTeJieil mo Bonpocam 3amurTbl uHGopmanuu (Y3)

Heab: CHKeHHE  BO3MOXXKHOCTH  peaju3aluud  yrpo3  0e30macHOCTH
uH(popMaLu, CBSI3aHHBIX C HEJ0CTaTOYHBIM YPOBHEM 3HAHUU
(MHQOPMHUPOBAHHOCTH), a TAKKE C BO3ICHCTBUEM HAPYILIUTENIEH Ha MOJIb30BaTENIEH, U
peanu3alnuy METOI0B COLMAIbHON NHKEHEPUHU.

TpeGoBanus k peanuzanuu: MeponpusTHs MO NOBBILICHUIO YPOBHS 3HAHUI
Y MH(OOPMUPOBAHHOCTH MOJIH30BATENEH MO BOMIPOCAM 3aIIUThI MH(POPMALIUU JOJKHBI
BKJIFOYATh:

JIOBEJIEHUE JI0 TO0JIb30BaTeNell MOJUTUKU, CTAaHAAPTOB M PErJIaMEHTOB II0
3amuTe HHPOPMaIIUU, a TAKKE WHBIX HHPOPMAIIMOHHBIX MaTEpPUAJIOB, B TOM YHCIIE B
dbopme mnamsATOK, OaHHEPOB, OYKJIETOB, MO aKTyaJlbHBIM BOIPOCAM 3alIUTHI
uH(popmanuu;

MPOBEJICHUE JICKIIUH, CEeMHHApOB, OOyYalOIIMX WP MO BOMPOCAM 3alIUTHI
uH(popmanuu.

JIoJKHBI OBITH ONPEeNeHbl KATEropur pabOTHUKOB, I KOTOPBIX TPOBOJSATCS
MEPOIPUATHSI 110 MOBBIIIEHUIO YPOBHS 3HAaHUHN M KOMIIETEHIMI 110 BOIIPOCAM 3alllUThI
uH(pOpMalnH, a TaKke paOOTHUKHU, OTBETCTBEHHBIE 32 OPraHU3aUIO U IPUHATHE MEP
M0 MOBBILICHUIO YPOBHS 3HAaHUN U KOMIETCHIIUH pabOTHHUKOB MO BOMPOCAM 3allUTHI
uHpopmanuu. I[lepuoIuyHOCTH MEPOINPUSATUN IO TMOBBIILICHUIO YPOBHS 3HAHUU U
KOMIIETEHIIMM paOOTHUKOB 10 BONpOCaM 3allldThl MHGOpPMAIMU, a TakKke
MpPUBJIEKaeMbI€ JIJIsl 3TOTO JIMIA U MCHOJb3yEeMble UMHU CPEACTBA OIPEACIAIOTCS BO
BHYTPEHHMX PerjiaMeHTax Io 3aiuTe nHhopMaIuu.

[Tpumensiembie oneparopom (o6amareneM HHPOPMAITUN) CTIOCOOBI TTOBBITIICHUS
YpOBHS 3HAHUI MOJIB30BATENEH IO BOIIPOCAM 3aIUThl HH)OPMALIUY, TEPUOANYHOCTD
U (QOpMBI OLIEHKH YpPOBHS 3HAHUI JOJKHBI OIpPENesThCs BO BHYTPEHHHX
peraameHTax 1o 3amure nHpopmaryu. OeHKa ypoBHS 3HaHUHN JTOJKHA TPOBOIUTHCS
B COOTBETCTBUM C BHYTPEHHUMHM CTaHJIapTaMd M perIaMeHTaMH MO 3allluTe
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uHpopmaruu. g nonp3oBarenied, MOKa3aBUIMX HEYJIOBIETBOPUTENbHBIN YpOBEHb
3HAHUI MO BOIPOCAM 3allUThl THGOPMALIMH, TOJKHO ObITh OPraHM30BaHO MOBTOPHOE
IPOXOK/IeHHE 00yYarOIIMX KYpCOB IO BOIPOCAM 3alllUThl UHPOPMAIIUU.

PaGoTHuKaMH, OTBETCTBEHHBIMH 3a OpraHM3alMI0 U TPHHITHE Mep
M0 TIOBBILICHUIO YPOBHS 3HAHUN M KOMIETECHIINN paOOTHUKOB MO BOMPOCAM 3aIUTHI
uHpOpMallMK, TPOBOJUTCS TEPUOAMYECKOE TECTUPOBAHHME YpPOBHS 3HAHUU
Y KOMIIETEHIIU pabOTHUKOB IO BOIIPOCaM 3auiuThl HHGopmanmu. [lepuoanaHocTs u
(dbopMbl TecTUpOBaHUSI PAOOTHUKOB OMPEIEISIIOTCS BO BHYTPEHHUX perjaMeHTax o
3amure uHpopmauu.

CTpyKTypHBIM MOJpa3AeiIeHUEM, CIEUUAINCTAaMU MO 3alUuTe WH(OpMALUU
BEJIETCS yUeT paOOTHUKOB, CHCTEMAaTHUYECKH TOKA3bIBAIOIINX HEYJOBIETBOPUTEIbHBIN
YpOBEHb 3HAHUI M KOMIIETEHLIUW MO BOIPOCAM 3aliuThl HHPpopManuu. CBeleHus 1o
YKa3aHHbIM  pabOTHHUKaM IIPEACTABISIOTCS PYKOBOJUTEIIO omeparopa,
OTBETCTBEHHOMY JIMIY IIPY IPUHATUY YIIPABICHYECKUX PEIICHUN.

TpeOoBanuss K  JOKYMEHTHPOBAaHUIO: BHyTpeHHUN  perliamMeHT 1o
NOBBILICHUIO YPOBHS 3HAaHUM M MH(GOPMUPOBAHHOCTH IOJIB30BATENIEH MO BOIPOCAM
3a1UThl UH(OPMALIUK J0KEH BKIIIOYATh!

nepeyeHb noApaszaencHuit (paboOTHUKOB, KATETOPHl paOOTHUKOB), JJIsl KOTOPBIX
TpeOyeTcs MOBBIIICHUE YPOBHA 3HAHUN U MH()OPMUPOBAHHOCTU MOJIb30BATENICH IO
BOITPOCAM 3alIUThI HH(OpMALUY;

ONHMCAHWE TPUMEHSEMBIX CHOCOOOB TMOBBIUIEHUS YPOBHSA 3HAHUU W
KOMIETEHIIM pabOTHUKOB IO BOMpOCAM 3alllUThl MH(GOpMALMU, U YCIOBUH HX
WCITOJIB30BAHUS;

COCTaB U COJEpKAHWE MEPONPUATHA 1O TMOBBILICHUIO YPOBHS 3HAHUI
M HMHPOPMUPOBAHHOCTH TOJIb30BATENE MO BONPOCAM 3alUTHl  WH(pOpMAaIH,
MEPUOJIMYHOCTh UX ITPOBEICHHUS;

nepeyeHb nojpasjiesieHnii (pabOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3AIUI0 U
MPOBE/ICHKUE MOBBIIICHUS YPOBHS 3HAaHUM U MH(POPMUPOBAHHOCTH MOJIb30BATENEH TI0
BOIIPOCaM 3alIUThl UH(pOpMALINH;

NOPSIOK TPOBEIECHHUS TPEHUPOBOK C MOJB30BATEISIMH IO MPAKTHUYECKOU
OTpabOTKE MEpONPUATUNA MO 3ammre HHbopMamuu U (HOPMHUPOBAHUIO HABHIKOB
10 3amuTe UHGOpPMaIUH.

TpeOoBaHus K yCHIICHUIO:

1) mpoBeeHNE UMUTALMOHHBIX PACCHUIOK 3JIEKTPOHHBIX MHCEM Ha CITy>KeOHbIE
azipeca AJIEKTPOHHOM MOYTHI, UHBIE CIYKEOHBIE CpPelIcTBA KOMMYHUKAIUN C LEJIBIO
OLICHKM YCTOMYHUBOCTH IOJIb30BATENEN K METOAAM COLIMATIbHOW NHKEHEPUH;

2) mpoBeJieHUEe TPEHUPOBOK C MOJIb30BATEISIMHU 10 MPAKTUYECKOH OTpabOTKe
MEPOIPHUATHIA MO  3aIuTe HHPOpMAIUH, MPEAYyCMOTPEHHBIX BHYTPEHHUMU
peraamMeHTaMu 1o 3amuTe uHpopmanuu, ¥ (HOPMHUPOBAHHIO HABBHIKOB IO 3alIUTE
uHopMaIuy;
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3) pa3paboTka KypcOB JUIsl TOBBINICHUS YPOBHS 3HAHUW W KOMIIETCHIIUH
pabOTHUKOB MO BOMPOCAM 3alUThl WH(OpPMAIMH, OpraHU3aIUs MEPUOTUIECKOTO
TOBBIIIICHUST YPOBHS 3HAHWW M KOMIIETEHIIMH pPaOOTHHUKOB IO BOIPOCaM 3allUThI
nH(OpPMAITUU B COOTBETCTBUU C pa3pabOTaHHBIMUA KypCaMU;

4) pa3paboTKa CHEIHATM3NPOBAHHBIX KYPCOB IS TTOBHIIICHHS YPOBHS 3HAHUN
M KOMIIETEHIIMA  paOOTHMKOB 1O  BOMpocaM  3amuThl  WHGOpPMAIHH,
NpeayCMaTPUBAIONINX YIIyOJeHHBIE 3HAHHWS CIOCOOOB M CPEACTB  3allUTHI
uHpOpMaIMU, a TakKe TMPOBEACHHWE TPCHHHIOB IO aJMHHUCTPUPOBAHHUIO
MH(POPMAITMOHHBIX CUCTEM H CPEJICTB 3aIUThI HHPOPMAITUH;

5) ucrnosib30BaHNE aBTOMATU3UPOBAHHBIX CHUCTEM (ITPOTrPaAaMMHBIX TIATHOPM),
pa3padaThIBaEMBIX OTIEPATOPOM CAMOCTOSTEIHHO WU JOCTYITHBIX TSI IPUOOPETCHUS
WM CBOOOTHOTO MCIIOJIb30BaHUs B ceTh « HTEpHET», M1 00yUeHUS U TTPOXOXKICHHUS
TECTUPOBAHUS YPOBHS 3HAHWK W KOMITIETCHIIMA PaOOTHUKOB IO BOMPOCAM 3aIUTHI
uHpopmanuu;

6) oCcylIeCTBICHUE BHEOUEPETHON MPOBEPKU YPOBHS 3HAHUHM U KOMIIETEHITHH T10
BOIPOCAM 3alTUThl HHPOPMALIUU PAOOTHUKOB, HAPYIIUBIINX BHYTPEHHHUE CTaHIAPTHI
WJIM PETJIaMEHTHI 10 3aIUTe HHPOPMAIIHH.

3.16. O0ecneyenne 321U THI HHpOPMAIMH IPH B3aUMO/1eiiCTBU U
¢ moapsiAHbIMU opranusanuamu (311)

Heab: UckimtoueHne BO3MOKHOCTH HECAHKLMOHHUPOBAHHOTO JOCTyHa WU
BO3/JEHCTBUI Ha MH(GOPMALIMOHHBIE CUCTEMBI U COJIEPKALIYIOCS B HUX MH(OPMALIUIO
yepe3 B3aUMOJICHUCTBYIOIIME C HH(DOPMALMOHHBIMU CHCTEMaMU IPOrpaMMHO-
amnmapaTHble CPEACTBA MOAPSIHBIX OpTraHU3allMil WM KaHAIbl MEpeladyd JTaHHBIX
u  uHTep(dEehChl, UCHOIB3yeMbIe JUIS JOCTyla TMOAPATHBIX  OpTaHU3AIHNA
K HH()OPMAIIMOHHBIM CUCTEMAaM.

TpeboBanus k peanuzaumu: J[ookHBI OBITH OnpeieseHbl HHGOPMALIMOHHbIE
CUCTEMBI, POTPAMMHBIE, TPOrPaMMHO-AMNIapaTHbIE CPEACTBA U COCTaB HHPOPMAIIHH,
K KOTOPBIM TOJPSIIHBIM OpraHU3alUsM MPEAOCTaBISETCS JOCTYI AJIs BBIMOJTHEHUS
YCIIOBUHM JIOTOBOpa, M 0OEcleyeH KOHTPOJb JIOCTyNa MOAPSIHBIX OpraHu3alfil K
WH(POPMAIIMOHHBIM CHCTEMaM, MPOTPaAaMMHBIM, ITPOTPAMMHO-ANMapaTHBIM CPEACTBAM
1 uHdopmaImu.

B nmoroBopax WM HWHBIX JOKYMEHTaX, Ha OCHOBAHMHM KOTOPBIX TMOAPSTHBIM
OpTraHM3aIMsIM MPEIOCTAaBICH TOCTYN K WH(POPMAIMOHHBIM CHCTEMaM WJIH TiepeiaHa
cozepkanasicss B HUX nH(opmarus, J0KHA OBITh MPEyCMOTPEHA HEOOXOIUMOCTh
o0OecrieueHus TMOAPSATHBIMUA OpraHU3alUsIMU 3alUThl HWH(OPMALUK, K KOTOPOH
MOJIyYeH JOCTYM, a TaKXXe yCTaHOBJEHA OTBETCTBEHHOCTh 3a HAPYIICHHS JaHHBIX
TpeboBaHuii onepatopa. He qomyckaercst KOnupoBaHue MOAPSTHBIMUA OPTaHU3aIHSIMH
UHpOpMaLMU, K KOTOPOW KM IIPENOCTABJIEH JOCTYyN, B CIy4yae €clid 3TO He
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NPEeIyCMOTPEHO B JIOTOBOpax WJM HHBIX JIOKYMEHTaX, Ha OCHOBAHMHM KOTOPBIX
MOJIYYEH JIOCTYI K HUHPOPMAIIMOHHBIM CUCTEMAaM.

[IpenocraBnenue poctyna K HHGOPMAIMOHHBIM CHCTEMaM, MPOTPAMMHBIM,
MPOrpaMMHO-AMIAPaTHBIM CpPEeACTBaM M HHQPOpMAIMK PaOOTHUKAM MOJPSAHBIX
OpraHM3alfii OCYIIECTBISIETCS MO 3asiBKEe IMOAPA3JCICHUsA, O0ECIEeUnBaIOIETO
GyHKIIMOHUPOBaHHE WH(GOPMALMOHHBIX CHUCTEM, COTJACOBAHHON CO CTPYKTYPHBIM
noJipa3/ieJICHUEM, CIIeMATIMCTAMU 10 3aluTe HHPOPMALIMU, UK C UCTIOIb30BAHUEM
CUCTEM YTIPaBIICHHUS IPUBUIICTUPOBAHHBIMU YUETHBIMU 3aIIUCIMH.

Jlnst moctyna paOOTHUKOB MOJPSAHBIX OpPraHU3alUid JOJKHBI ObITH CO3/IaHbI
OTJICJIbHBIE YUYETHBIC 3alUCU C MPaBaMU JIOCTYyIMa, MUHUMAJIbHO HEOOXOIUMBIMU JIJIst
BBITIOJIHEHHUSI YCIIOBUAM JI0TOBOPA.

[loapsaaHbie OpraHu3auuy JOJKHBI OCYIIECTBISATh UCIIONIb30BAHUE CO3JAaHHBIX
UL HUX YYETHBIX 3aluceid B COOTBETCTBUUM C HACTOSIIMM METOJIUYECKUM
JOKYMEHTOM, BHYTPEHHUMHU PETJIaMEHTaMU U CTaHAapTaMu MO 3alIuTe HHPOPMAIIUH.

JloJKeH OCYIIECTBIISITHCST MOHUTOPUHI M PEruCTpanus JCHCTBUN YUYETHBIX
3anuceil, BbIICIEHHBIX NIl MOAPSAIHBIX opranu3anui. [Ipu oOHapyXKeHUH MOMBITOK
HapyIllIeHUs  MpPaBWI  pasrpaHUYeHHs  JOCTyla WM  HWHBIX  JICWCTBH,
HE MPEAYyCMOTPEHHBIX JOTOBOPOM C MOJPSAHOM OpraHu3aluei, y4eTHbIE 3aIlliCh
MOAPSATHBIX OpraHu3alil He3aMeIJIUTEIbHO OJIOKUPYIOTCS.

B cayuyae ucnosib3oBaHUs paOOTHUKAMU MOJAPSIHBIX OpraHU3aluid B XOJe
MPOBECHUS PadbOT MO 00CTYKUBAHUIO, COITPOBOKICHUIO, UHBIX PETJIaMEHTHBIX padoT
B MH(DOPMAIMOHHBIX CHUCTEMaX OTACIbHBIX MPOrPAMMHO-AIIAPATHBIX CPEICTB B
TaKMX CpEeACTBAaX JIOJDKHBI MCIOJIb30BAThCS CPEICTBA 3allUThl WHOOpMAIIUH,
MCKITIOYAIOIINE HECAHKITMOHUPOBAHHBIN JOCTYI K HUM.

B uHdopmManumoHHBIX cHCTeMaxX, OTIEIbHBIX MIPOrPAMMHO-AMNMNAPATHBIX
CpelcTBax MOAPSAHBIX OpPraHU3AlMi, B KOTOPBIX OCYIIECTBISIOTCS 00paboTKa U
XpaHEHHE TOJIYYEHHON B pe3yJbTaTe MpPeIoCTaBIECHHOTO JA0CTyna HH(POpPMAINH,
JOJKHBI OBITH TIPUHSTHI MEPBI 110 3alTUTE HHPOPMAIIHH.

[Topsimox BbIBOs@a pa3pabOTaHHOIO MPOTPAMMHOIO OOECTeueHUs] U3 KOHTYPOB
pa3paboOTKH U (MJIM) TECTUPOBAHUS B IKCIUTyaTUPyEeMble HHPOPMAIIMOHHBIE CUCTEMBI
oreparopa OMPEEIsIeTCs BO BHYTPEHHUX pPErJIaMEHTax IO 3aluTe WHQPOPMAIIUH,
KOTOpbIE JOJIKHBI OBITh JOBEACHBI 10 pA0OTHUKOB MOAPSIHBIX OPTaHU3alMK B 4aCTU
MX Kacarollencs.

Pazpabotka (pa3Butue) U (WJIM) TECTUPOBAHUE MPOTPAMMHOTO OOECIECUCHUS
MOAPSAIHBIMU  OPraHU3ALMSIMHU HEMOCPEICTBEHHO B KOHTYpE MPOMBIIUICHHON
SKCIUTyaTaliii MHPOPMAIMOHHBIX CUCTEM oreparopa (obOnamatens wuHbOpMaIun)
He nomyckaetrcs. [[ms mpoBemenumst paboT mo paspaborke (pa3Butuio) U (WIH)
TECTUPOBAHUIO MPOTrPAaMMHOTO oOecredeHrus pabOTHUKAM MOAPSIHBIX OpTaHU3alNN
JOJDKEH OBITh MPEAOCTaBJICH JOCTYIN K CHEIMAIbHO BBIICICHHBIM JJISl MPOBEACHUS
Takux paldoOT cTeHjaMm pa3paboTku U (uiau) TectupoBaHuss. KoHTposb moctyma
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MOAPSIIHBIX OpTraHU3allui K CTeHJaM pa3paboTKu (pa3BUTHA) U (UJIM) TECTUPOBAHUS
JOJDKEH OCYILECTBIISITHCSI B COOTBETCTBUU C BHYTPEHHUMU PETJIAMEHTaMU 110 3alIUTe
uHopMarmm.

VYaaneHHeli ~ gocTyn — paOOTHHKOB NOAPSNHBIX  OPraHu3alvM K
MH(GOPMAIIMOHHBIM CHCTEMAaM U COJIEprKalleicsi B HUX MH(POPMAIMK OCYIIECTBIACTCS
C HCHOJb30BAaHMEM MMHUGPOBAIBHBIX (KPUOTOrpaUUECKUX) CpPEICTB 3alUTHI
MH(pOpMaIUH, 00ECTIEYNBAIOIINX 3AIUTY KAHAJIOB I1€PEIauy TaHHBIX.

VY naneHHblid OCTYI NOAPSIHBIX OpraHu3aluil K UH(QOPMAIIMOHHBIM CUCTEMaM
JOJKEH OCYILECTBIIATHCS TOJIBKO € IPOrPaMMHO-aNIapaTHBIX CPEJICTB, Pa3MELICHHbBIX
Ha tepputopuu Poccuiickoit @enepannu.

B noroBopax wiM MHBIX JOKYMEHTaX, HA OCHOBAaHUU KOTOPBIX MOAPSIHBIM
OpraHu3alMsIM MPEAOCTABIIECH HOCTYN K MH()OPMAIMOHHBIM CUCTEMAM HJIM MEpeaaHa
cozepkalascs B HUX MH(popmanus, JOJKHA OBITh MPETyCMOTPEHA HEOOXOAMMOCTD
o0OecnieyeHus TOAPSATHBIMUA OpraHU3alUsMHU 3allUThl HWH(OPMALKUU, K KOTOPOH
IIOJIy4EeH JOCTYIl, & TAKXKE YCTAaHOBJICHA OTBETCTBEHHOCTh 3a HApyLIEHUS JaHHBIX
TpeOoBaHUil oneparopa.

B ciiyuae ecnu B pe3yibTare NpeJoCTaBICHHOIO JI0CTyIa B MHPOPMAIIMOHHBIX
CUCTEMax NOJAPSAAHBIX OpraHu3aluil OCYILIECTBIseTCA 00paboTKa M XpaHEHHe
MOJIy4YeHHOW HH(OpMaluU, B HUX JOJDKHBI OBbITh NPUHATHL MEPHl 1O 3allUTe
MH(pOpMaUMu B COOTBETCTBUM C HACTOSIIMM METOJWYECKUM J0KyMeHTOM. CocraB
uH(opManuu, LEIW €€ 3alUThl W KJIacChl 3alIUIIEHHOCTH, B COOTBETCTBUHU C
KOTOPBIMU MOAPSAIHBIMUA OPTaHU3aLUSMHU JOJKHBI ObITh MPUHATHL MEPHI M0 3aIIUTE
nH(pOpPMallMU BO B3aUMOECHCTBYIOIUX HHPOPMAIIMOHHBIX CUCTEMAX, COTIIACYIOTCA C
oreparopoM (oOiamareneM HHOOPMAITUN).

TpedoBanus K AOKYMEHTHPOBAHUIO: BHyTpeHHHUI peraaMeHT
0  MPEJOCTaBICHUID  paOOTHUKAM  MOAPSIHBIX  OpraHu3aluil  J10CTyma
K HMHQOPMALMOHHBIM CHCTEMaM M COJEpKallelics B HUX HMHGOPMAIMHU JIOJKEH
coJlepKaTh:

LEH IIPENOCTABICHUS NOJIPSIHBIM OpraHu3alnusaM JaocTyna
K MH()OPMALIMOHHBIM CHUCTEMaM M cojepxalleics B HUX HH(OpMAlMU, KaTerophu
MOAPSAIHBIX ~ OpraHU3aldid, KOTOPHIM BO3MOXXHO MPEJOCTaBICHUE JOCTYIIa
K MH(QOPMALIMOHHBIM CUCTEMaM U COJEpKallehcs B HUX MHGOPMALINH;

nepeyeHb UHPOPMAIMOHHBIX CHCTEM, CETMEHTOB MH(DOPMAIMOHHBIX CUCTEM,
OTJIETBHBIX MPOTPAMMHO-AMNAPATHBIX CPEACTB, CTEHAOB pa3pabOTKU U TECTUPOBAHMS,
a TakXkKe KaTeropuu uH(OpManuu, K KOTOPHIM MOAPSAIHBIM OpraHu3alusM
MIPEAOCTABIIAECTCS TOCTYIL;

BUJBl JOCTyNa MOAPSAHBIX OpraHu3aluii K WHGOPMAIMOHHBIM CHCTEMaM
U conepkameiics B HuX wuHpopmanmu, (YHKIMA U TOJTHOMOYHS MOIPSAHBIX
OpraHu3alMi MPU KaXJI0M BHUJIE TOCTYIIA;

OCHOBAHUSl U MOPAJOK IPEIOCTABIECHUS JOCTyNa MHOIAPSIHBIX OpraHu3alui
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K MTH(QOPMALIMOHHBIM CUCTEMaM U COJEpIKalllelics B HUX HH(popMaIuy;

yCIIOBUS IpeaoCTaBICHUS J0CTyTIa HOJPSATHBIX OpTaHu3aIHii
K MHQOPMAIIMOHHBIM CHCTEMaM U COJepKalleiicsi B HUX MHPOPMALIUU, B TOM YHUCIIE
Mepbl MO 3allUTe MPOrPaMMHO-ANMAPATHBIX CPEACTB, HHPOPMAIIMOHHBIX CHUCTEM,
KaHaJIOB MEPEIayu JaHHBIX, HCIIOIb3yEMbIX MOAPSIHBIMU OPTaHU3AIISIMHY;

0OSI3aHHOCTH M OTBETCTBEHHOCTh MOJPSIIHBIX OpraHu3aluil mpu oOpaboTke
M XpaHeHuu uHpopManuu onepaTopa (0bianaTesns), B TOM YUCIIE MOPSAOK YAAJICHUS
uHpopManmy;

nepevyeHb TMoApasfeneHuii (paOOTHHKOB), OTBETCTBEHHBIX 3a KOHTPOJb
BBITIOJTHEHUSI MTOAPSAAHBIMU OpPTraHU3alUAMU TPeOOBaHUM 1O 3auuTe MH(GOpMaLnu, U
MOPSIOK MPOBEACHUS KOHTPOJISL.

TpeOoBaHus K YCHICHUIO:

1) oyKHO OBITH 00ECHEYEHO IEHTPATU30BAHHOE YIPABICHUE YYETHBIMHU
3anmucaMyd  (TpynmamMu  y4YeTHBIX — 3amuced)  MOJAPSAHBIX  OpraHu3alui
U UX ayTeHTU(UKAIIMOHHOW HH(pOpMaLneH;

2) JOJDKHBI ~ IPUMEHATHCS  CPEACTBA, CHCTEMbl  T'€ONO3UIIMOHUPOBAHUS
IIPOrpaMMHO-AMIAPaTHBIX CPEACTB, OOECIEUMBAIOLINE OINpPEACIECHUE MECTa, U3
KOTOPOTO OCYIIECTBIISIETCS YAaICHHBINA JOCTYII;

3) nomxeH ObITh  O0OECIEUEeH KOHTPOJIb  3arpy’kKaeMblX  MOAPSIHBIMU
OpraHm3anusiMi B HMH()OpPMAIIMOHHBIE CHCTeMbl (DalijloB Ha HaIMYMEe B HHUX
BPEIOHOCHOTO TMPOTPAMMHOTO OOECIEYEHHUs, a TaKKEe KOHTPOJIb BBITPYKaeMbIX
NOJPSAHBIMU OpPTaHU3ALUAMHU (DaNIIOB.

3.17. Obecnevyenue 3a1UTHI 0T KOMIIBIOTEPHBIX ATAK,
HaNpaBJEeHHbIX HA 0TKa3 B 00cay:;kuBanuu (00)

Heab: HUckmouenne BO3MO>KHOCTH OJIOKMpOBaHUS JOCTyma K
MH(OPMAIIMOHHBIM CUCTEMAaM U (KUJIM) coliepKalleics B HUX MHPOpMalluy BCIEICTBHE
BO3JCHCTBUIA Ha WHTEPQENCH, K KOTOPHIM JOJDKEH OBITh OOCCIICUeH MOCTOSHHBIMA
noctyn u3 cetu « TaTepHe™ .

TpeboBanusa k peaauzanmum: ObecrieueHrne 3amUThl  WHOOPMAITMOHHBIX
CUCTEM OT aTaKk, HampaBJCHHBIX HAa OTKa3 B OOCIY)XHUBAaHUHU, JIOJDKHO
MpeayCMaTpUBaTh:

onpejeneHre nHTepdercoB U CEpBUCOB MH(DOPMAIMOHHBIX CHCTEM, KOTOpbIE
JOJIKHBI OBITh TMOCTOSIHHO JOCTYNHBI W3 cetu «VHTepHeT», W ompelneneHue Hux
MPUHAJJICKHOCTH U HA3HAUYCHMUS,

BBISIBJICHHE MYOJIMYHBIX CETEBBIX  aJPECOB, 3apPETMCTPUPOBAHHBIX 32
oneparopoM M (WIM) MOJYYEHHBIX OT NPOBAiiepa XOCTHHIA, U JOMEHHBIX HMEH,
UCIOJIb3YEMBIX JIJIs1 oOecrieueHus] (PyHKIMOHUPOBAHUS MH(POPMAILIMOHHBIX CUCTEM, U
onpeereHre UX Ha3HAUYCHUS,
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OrpaHUYEHHE I0CTyIa K UHTepdeiicam U cepBrucaM HHPOPMALIMOHHBIX CUCTEM,
JIOCTYNHBIX U3 ceTH «HTepHeT», MyONIUUYHBIX CETEBBIX aAPECOB U JOMEHHBIX UMEH,
HE MCIOJNb3YyEMbIX Ul SKCIUTyaTaluud U (Wiau) odOecriedeHus] (PyHKIIMOHUPOBAHUS
MH(GOPMALIMOHHBIX CUCTEM;

OTpEe/IeTICHNEe CETEBBIX aJpecoB, C KOTOPHIMU JOJKHO OBITH OOECHEYeHO
B3aUMO/IEHCTBIE HHPOPMALIMOHHBIX CUCTEM, H (POPMUPOBAHUE CIIHMCKA PA3PEIICHHBIX
CETEBBIX aJPECOB B YCIOBUSX pealu3allyd KOMIBIOTEPHBIX aTakK, HAIPABJICHHBIX Ha
OTKa3 B 00CITyKHBaHUH;

VCITOJIb30BAaHUE IIPOTPaAMMHBIX, IPOrPaMMHO-AINIAPATHBIX CPEICTB,
o0ecneunBaloIIUX aHajdu3 U (QUIBTPALUIO BXOJAIIET0 Tpaduka B COOTBETCTBUHU
C MaTpulled KOMMYHHUKalMii HHPOPMALMOHHBIX CUCTEM C ceTblo «HHTepHET»,
U BO3MOKHOCTh OJIOKMPOBaHHS BXOJSLIEr0 Tpaduka, 00JaJarollero npu3HaKaMmu
KOMITBIOTEPHBIX aTaK, HAIPaBJIEHHBIX HAa OTKAa3 B OOCIYXMBAaHWUU, OT CETEBOTO 0
MPUKIIATHOTO YPOBHS MH()OPMALIMOHHBIX CUCTEM;

UCIIOJIb30BaHUE JTaHHBIX MH(POPMAIIMOHHON CHCTEMBI OMPEEIICHUs CTPaHOBOU
IIPUHAJIEKHOCTH CETEBBIX AJPECOB LIEHTPA MOHUTOPUHIA W YIIPABICHUS CETAMU
cBs131 oomiero nons3oBanus’ (GeolP);

oOecrieueHue XpaHeHuss uHPopManuu O (akTax peanu3aluu — aTak,
HaIpaBJIEHHBIX HA OTKa3 B OOCIYy)XMBaHWU, B COOTBETCTBUU C BHYTPEHHHUMH
CTaHAApTaMH U PErJlaMEHTaMH I10 3aluTe HHPOPMALIHH;

aHalIM3 JIOTMYECKOM CXEMbl CETH C LEJbI0 BBISBICHUS CETEBBIX Y3JIOB
(cerMeHTOB) Ha MYTU MPOXOXKJEHUS TpapuKa ISl BBIABICHUS HU3KOW MPOIYCKHOU
CIIOCOOHOCTH.

Mepsl MO 3amuTe OT KOMIIBIOTEPHBIX aTaK, HAaNpPABJICHHBIX Ha OTKa3
B 00CITY’KMBaHUH, TPUHUMAIOTCS B OTHOIIIEHUH WH()OPMAIIMOHHBIX CUCTEM, HMEIOLIUX
MHTEpP(ENCHI U CEPBUCHI, KOTOPBIE TOJKHBI OBITh JOCTYIHBI U3 ceTH «IHTEpHET».

JlomxHO oOecneunBaThCsd B3aWMOJEHCTBUE C TOCYJApPCTBEHHOM CHCTEMOM
oOHapy>KeHHUsI, MPEAYNPEKICHUS U JTUKBUAALMKU MOCIEACTBUN KOMITBIOTEPHBIX aTaK
Ha wuH(opmarmoHHbie pecypcbl Poccuiickoit ®deneparuu. Takxke TOKHO OBITH
obecrieueHo B3auMoieiicTBrue ¢ L[eHTpoM MOHUTOpPUHTA M YIIPABJICHUS CETHIO CBS3U
OOIIIETO MOJIL30BAHUSA® TPU HAJUYUH TAKOM BO3MOKHOCTH.

" Tlonosxenus o 1[eHTpe MOHMTOPHHIA M YHPABJIEHHUs CETHIO CBA3M OOIIETO TOJIb30BAHMS,
yTIBEpXKJAECHHOro mnpukazoMm Pockomnam3opa ot 31 wmrons 2019 r. Ne 225 (3apeructpupoBaH
Muntoctom Poccun 22 Hos6ps 2019 r., peructpanronssiit Ne 56583), ¢ u3MeHeHUSIMHU, BHECEHHBIMU
npuka3zom Pockomuamzopa ot 24 ampens 2024 r. Ne 73 (3apeructpupoBan Munioctom Poccun 6
ntoHs 2024 r., peructpanoHHbiii Ne 78486).

8 IIyukt 5 Tlonoxenus o lleHTpe MOHMTOPHHTa M YHPABIEHHS CETHIO CBS3M OOIIETO
MOJIb30BaHUs, YTBEPKACHHOrO TmpuKkazoM Pockomuamzopa ot 31 wurwons 2019 1. Ne 225
(3apeructpupoBan MunioctoM Poccun 22 nHosO6ps 2019 r., perucrpaunonssiii Ne 56583), ¢
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Mepomnpusitus 10  0O€CMEYEHHUI0 3alllUThl OT KOMIIBIOTEPHBIX  aTak,
HampaBJCHHBIX Ha OTKa3 B OOCITY)KMBaHUHM, PEAIU3YIOTCS CAMOCTOSITEIBHO
ornepatopoM (obsamareneM uHboOpMalu), U (WIK) ¢ MPUBICUESHUEM IPOBaNICPOB
XOCTHHIra, W (WJIM) OpraHu3aluii, NpPEeAOCTaBIAIOMIMX YCIYTd CBSI3H, U (WJIM)
OpraHM3aIlfii, OKa3bIBAIOIIUX YCIYTH MO KOHTPOIIO, GUIBTPAIIMN U OJOKHPOBAHUIO
CETEBBIX 3aMPOCOB, 00JAAAIOIMX TPU3HAKAMU KOMIIBIOTEPHBIX aTaK, HAIIPABJIECHHBIX
Ha OTKa3 B 00CIIy)KBaHUHU.

C uenbto OJIOKMpPOBaHUS BXOHAIIEro Tpaduka, o0Jaaroliero Mpu3HaKaMu
KOMITBIOTEPHBIX aTaK, HAIpaBJICHHBIX Ha OTKa3 B OOCIY)XMBaHUU, C Y4YaCTHUEM
OpraHu3alyi, IPEIOCTaBISIOMINX YCIYTH CBSI3H, WIM OPraHWU3alMi, OKa3bIBAFOIIMX
YCIYIM MO KOHTPOJO, (UAbTpalud ¢ OJOKUPOBAHHMIO CETEBBIX 3aMpPOCOB,
oOnafaronMx TMpU3HAKAMH KOMIBIOTEPHBIX aTaK, HAlpaBJICHHbIX HAa OTKa3 B
oOcnyKMBaHUM, pa3zpadaTbiBaeTCs MWAOJOH (QUIbTpAllMK aTak, a TaKXKe MOPAIOK
B3aUMOJICUCTBUSA
[0 COBMECTHOMY OJIOKHPOBAHHMIO KOMITBIOTEPHBIX aTaK, HAIpaBJICHHBIX HAa OTKa3 B
00CITy’kKMBaHUH, B TOM YHUCJIE HA OCHOBE OIpENEICHHs] CTPAaHOBON MPUHAMJIEHKHOCTH
CETEBBIX a/IPECOB, U pa3rPaHUUYEHUIO 30H OTBETCTBEHHOCTH MPY TAKOM OJIOKHUPOBAHUH,
a TaKke coAepKaluMil MopsAIoK (OpMUPOBaHHS NEPEUYHEW CETEBBIX AAPECOB, C
KOTOPBIX UAET KOMIIbIOTEpHAs aTaka, HaNpaBJICHHAs Ha OTKa3 B OOCITYXUBaHUU, WU
MHBIX IPU3HAKOB aTakK, ONPEEIICHHE U epeaya «OebIX» CIUCKOB CETEBBIX aIpeCOB.

TpeOoBanuss K  JOKYMEHTHPOBAHHMIO: BO  BHYTpEHHEM  CTaHIapTe,
yCTaHaBIMBAWOIIEM  TpeOOBaHUS K  HENPEPBIBHOCTH  (PYHKIIMOHUPOBAHUS
MH(OPMALIMOHHBIX CUCTEM, YCTaHABIMBAIOTCSI:

NepeueHb Mopa3esieHnii (paOOTHUKOB), Ha KOTOPHIX BO3JI0KEHBI ()yHKIIMH 110
00€eCreyeHn0 3alMThl OT KOMIBIOTEPHBIX AaTak, HAMpaBJICHHBIX Ha OTKa3 B
00CITyKUBaHWH;

MOPSAOK IEUCTBUM MoIpa3iesieHuil (paOOTHUKOB) MpU 00€CTICYEHUH 3aIUTHI OT
KOMITbIOTEPHBIX aTak, HAIIPABJICHHBIX HA OTKA3 B 00CITyKUBaHUU;

HOPSAZOK B3aUMOJCHUCTBUS ONepaTropa MH(OPMALMK C MPOBAMIEPOM XOCTHUHTA
WY OpraHu3anued, MPeIOoCTaBILAIOIIEH YCIyIM CBS3M, WIM OpraHu3aluen,
OKa3pIBaIOUIeH yCIyrdn MO KOHTPONIO, (UIbTpAlMU MU OJOKHPOBAHUIO CETEBBIX
3aMpocoB, 00JaAarOIMX MPU3HAKAMHU KOMITBIOTEPHBIX aTak, HAalpPaBJIEHHBIX Ha OTKa3
B 00CTy>KMBaHUH;

BpeMsl BOCCTAaHOBJICHUS] (DYHKIIMOHUPOBAHUS B CIy4yae HApPYIICHHUS IITATHOTO
pexuma (YHKUIMOHUPOBAHUS BCIEACTBUE peald3allid KOMIBIOTEPHBIX aTak,
HAIPaBJICHHBIX HAa OTKa3 B 00CITy>KUBAHUU.

TpeGoBaHus K yCHICHUIO:

W3MEHEHUSIMM, BHECEHHbIMU TNpukazoM PockomHaazopa ot 24 ampens 2024 1. Ne73
(3apeructpuposan Muntoctom Poccun 6 utons 2024 r., peructpaimonsbiil Ne 78486).
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1) Hannune cUCTEMBI MOHUTOPUHIA PECYPCOB U METPUK MPOU3BOAUTEILHOCTH
CEPBEPOB, CPEACTB CBS3U U CPEACTB 3aIUTHI MHPOPMALIUU, UCTIOJIB3YEMbIX Ha MYTH
NPOXOXKJIeHUS TpaduKa OT TOUKU MyOJIMKAIIMHU 3aIIUIIAEMOTO pecypca J0 KOHEUHOTO
X0CTa BHYTPH UH(GOPMAIIMOHHON CUCTEMBI.

3.18. O0ecnevyenue 321U THI HHPOPMALMH NPU UCIIOJIH30BAHNH
HCKYCCTBeHHOTr0 nHresuiekra (M)

Heanb: ckmoueHne  BO3MOXKHOCTH ~ HECAHKIIMOHUPOBAHHOTO  JOCTYyIa
K UHQOPMALMOHHBIM CHCTEMaM M UHGPOpPMalMU TPU HCIOJIB30BAHUU CHCTEM
MCKYCCTBEHHOTO WHTEIIJICKTA.

TpeOoBanusa k peaausaumu: [locpencTBOM MNPOBENECHHS MEPONPHUITUH 11O
00EeCNeUeHNI0 3auThl WH(OOPMALIUK TIPU MCIOJIB30BAHUU CHCTEM HCKYCCTBEHHOTO
MHTEIUIEKTa®  JO0/DKHA  OBITh UCKJIIOYEHA  BO3MOYKHOCTb HapylIEeHUs
KOH(UIEHIIMAIBHOCTH, LIEIOCTHOCTH U IOCTYITHOCTU HH(pOpMaIuu, 00padaTbiBaeMoi
B CHUCTEME MCKYCCTBEHHOT'O MHTEIJIEKTA, 3a CUET JEHCTBUI BHEIIHUX U BHYTPEHHHUX
HApPYLIUTEIIEH.

[Tpu co3mannm cucTeM HCKYCCTBEHHOTO MHTEIJIEKTa ONIepaTopoM (o01anarenem
nH(popmMaluu) A0JKHA OBITH MTPOBEJIEHA OlEHKA yrpo3 0e30macHOCTH MH(OpMaIuH,
CBSI3aHHBIX C pa3pabOTKON M dKCILTyaTalreld CHCTeMbl HCKYCCTBEHHOTO MHTEIIICKTA.
Ceenenust 00 yrpo3ax ©0e30macHOCTH HMH(GOPMALMK CUCTEM HCKYCCTBEHHOIO
MHTEJUIEKTa COojiepKaTcs B OaHKe JaHHBIX yrpo3 6e3onacHocty nunpopmanuu GCTIK

Poccun.

[To pe3ynpTaTam OLIEHKM yrpo3 0€30macHOCTH HMH(OpMalMM JOKHO OBITH pa3paboTaHo
TEXHUYECKOEe 3aJjaHue, cojeprkaliee TpeOOBaHUS K pealu3allMd Mep 3alluThl MHPOpPMALUU B
CHCTEME UCKYCCTBEHHOT'O MHTEIUIEKTA.

[Ipu pa3paboTke CcHUCTEMBl HMCKYCCTBEHHOTO WHTE/UIEKTa JOJDKHA OBITh
obecrieyeHa 3aIuTa CIeayoInuX 00bEKTOB:

O0OBEKThl  MHPOPMAIMOHHON  HMH(PPACTPYKTYpHl  pa3padOTKH  CHCTEMBI
MCKYCCTBEHHOTO MHTEIIJICKTA;

nmporpaMmMHOe  oOecrieueHne, oOecreunBaroiee  pa3pabOTKy  CHCTEMBI
MCKYCCTBEHHOTO MHTEJUICKTA (IMOATrOTOBKA HAOOPOB OOYYAIOMINX JaHHBIX, O0yUeHUE
Y TECTUPOBAHUE MOJIEICH NCKYCCTBEHHOTO MHTEIUIEKTA), B TOM YHCJIC BXOISIIHAE B €TO
coctaB GperMBOpPKHU, OUOIMOTEKH, HHBIE MHCTPYMEHTHI;

nporpaMMmHoe obecrieueHue, ooecreunBaroniee pa3padborky API-unrepdeiicos,
areHTOB, CUCTEMbI QUIHTPAIIMHA BXOAHBIX M BBIXOJIHBIX TAHHBIX;

BXOJIHAsI MOJIEJIb HCKYCCTBEHHOTO MHTEJUICKTA, UCIIOIb3yeMast JIJIsl pa3padOoTKu
(oOy4deHust) BBIXOTHOM MOJIETTH CKYCCTBEHHOTO MHTEJUICKTA (IIPU HAIMYWN );

9 TToamyHKT «a» myHKTa 5 HallMoHaIbHOM CTPaTeriuy pa3BUTHS HCKYCCTBEHHOTO HHTEIUICKTA.
YH YH Y
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Ha0OpBI 00YUYAIOITUX TAHHBIX;

BBIXO/IHAsl MOJIEIb UICKYCCTBEHHOI'O MHTEIUIEKTA U €€ IIapaMeTphl (Beca);

IpPOrpaMMHOE OO€ecleueHue, OOECIIEUNBAIOLIEE peATU3ALUI0 TEXHOJIOTUN
MCKYCCTBEHHOTO HWHTEJIEKTa (MOAEIM HWCKYCCTBEHHOIO HWHTEJIEKTa), a TaKxKe
areHTOB HCKYCCTBEHHOTo WuHTe/uiekTa, API-unrepdeiicoB, cucrem QuapTpanuu
(KOHTPOJIS1) BXOAHBIX U BBIXOJHBIX JaHHBIX.

B undopmanonHoil H”HPpAacTpyKType pa3pabOTKH CUCTEMbI UCKYCCTBEHHOI'O
MHTEJJIEKTa JIOJKHBI OBITh peaIn30BaHbl MEPHI 10 3alIUTE UHPOPMAIUU 110 KJIaccy
3alUIICHHOCTH HE HIDKE Kiacca 3alllUIIEHHOCTH HMH(MOPMAIMOHHON CHUCTEMBI
oneparopa (obnagaTens UHPOpPMaIIUK).

JIonoaHUTENBHO B MH(DOPMAMOHHOW HHPPACTPYKTYpE pa3paOOTKU JIOTKHBI
OBITh 00ECIICUEHBI:

BbIJICICHHE HWH(OPMAIMOHHOW HWH(QPACTPYKTYphl pa3pabOTKH  CHCTEMBI
HCKYCCTBEHHOI'O MHTEJUIEKTa OT MHOW MHPPACTPYKTYpPhI pa3paboTurKa, HE CBSI3aHHOU
C pa3pabOTKOM TaHHOM CUCTEMBI, B OT/I€IbHBIN N30JINPOBAHHBII CETMEHT;

OTKa3 OT HCIIOJIb30BaHUSA HEOE30MacHbIX (opMaToB 00OpabOTKHM M XpaHEHUs
naHHbIX (Harpumep, pickle) u npumenenne 6e3onacHbIx GopmaToB gaHHBIX (ONNX,
protobuf u npyrue dhopmartsi);

LEJIOCTHOCTh MPOrPaMMHOTO OOECHEeYeHHMs, pealu3yroulero pa3zpaboTKy
CUCTEMBbI HICKYCCTBEHHOTO MHTEIIEKTA.

B unpopmaiimoHHol UHPpACTPYKTYpe pa3pabOTKU CHUCTEMBbI HCKYCCTBEHHOTO
MHTEJJIEKTA HE JOIYyCKAeTCs PELEHUE 3a]1au, HE CBSI3aHHBIX C Pa3pabOTKON CHUCTEMBI
HCKYCCTBEHHOI'O MHTEJIJICKTA.

B oTHOmEHNn HaOOPOB 00YYAIOITUX TAHHBIX JOJKHBI OBITH 00ECTICYEHBI:

NPUMEHEHHE B TPUOPUTETHOM TIOPSAKE HAOOpOB OOYYArOMIMX JaHHBIX
U3  JIOBEPEHHBIX  HCTOYHHKOB  (Hampumep, HMHPOPMAIMOHHBIE  CHUCTEMBI
rOCy/IapCTBEHHBIX OPraHOB, OPTaHHW3AIMi M YUYPEKICHHUH, 3HAUMMbIE OOBEKTHI
KpuThyeckoi nuHpopmanmonHon nuudpactpykrypsl Poccuiickoit deneparun);

aHTUBHPYCHasl MpoBepKa OOydYaloIMX JaHHBIX Ha MpPEeIMET HajJuuus B HHUX
BPEJOHOCHOTO IPOrPaMMHOTO 0OecTIeueHUs;

XpaHeHue 00y4aroux JaHHBIX B 000CO0JIEHHOM XpaHWIIUIIIE;

[[EJTOCTHOCTh 00YYaroIIMX JaHHbIX.

[Ipu ucnonb30BaHUKM BXOJHOM MOJENHM UCKYCCTBEHHOTO MHTEIJIEKTa JOJIKEH
OBITH TTPOBEJICH aHAIN3 CBEACHHUI 00 ySI3BUMOCTSIX YKa3aHHOW MOJEIH, TIOTy4aeMBbIX
W3 BHEIIHUX WCTOYHUKOB (0a3bl JAaHHBIX M3BECTHBIX YSA3BUMOCTEH, O(QHUIIMAIBHEIC
pecypchl pa3paboTYUKOB MPOTPaMMHBIX CPEICTB, CIICLIMATU3UPOBAHHbIE Ty OIHKAIUH,
dbopymbl, HHBIE HCTOYHHKH). B  OTHOIIEHHWH BBISIBICHHBIX  YA3BUMOCTEU
pa3pabOTUYNKOB CHCTEMBI HCKYCCTBEHHOTO MHTEIJIEKTA JOJKHBI OBITh MPUHSATHI MEPHI,
HAIPAaBIICHHBIC HA HEUTPAIU3AINIO BBISABICHHBIX YSI3BUMOCTEH.

B oTHoOmIEHNN nMporpaMMHOro o0ecredeHus, 00eceunBaroLIEro pa3paboTKy 1



53

AKCIUTyaTallMl0 CUCTEMbl MCKYCCTBEHHOTO HWHTEJUIEKTAa, JOJDKEH OBITh MPOBEICH
aHaIM3 ySI3BUMOCTEM MPOrPaMMHOIO OOECTedYeHHs] Ha OCHOBAHMM JIaHHBIX,
MOJIy4aeMbIX W3 BHEIIHUX HCTOYHHKOB (0a3bl JAHHBIX HW3BECTHBIX YS3BUMOCTEM,
oduIMaTbHbIC pecypchl pa3paboOTINKOB IPOTPAMMHBIX CPEICTB,
CHeIaIn3upOBaHHBIC TyOIMKAINK, (OPYMBI, HHBIC HCTOYHUKH ), ¥ IIPUHSATHI MEPHI TI0
WX YCTpaHEHHUIO.

[Ipu sKcruTyaTaluyu CUCTEMbI HCKYCCTBEHHOTO UHTEIIJIEKTa B MH(GOPMAIIMOHHON
cUCTeME J0JKHa ObITh 0OecIieueHa 3aluTa CIeIyIoIUX 00BEKTOB:

OOBEKTHI HH(pOpMAITMOHHOM UH(PPACTPYKTYPHI, obecrieunBaroIIci
AKCIUTyaTaII0 CUCTEMbI HICKYCCTBEHHOTO MHTEIUICKTA;

nporpaMMHOE oOecrieueHre, OO0eCTeUnBAIONIee peaTn3alui0 TEXHOJIOTUN
MCKYCCTBEHHOTO HMHTEIUIEKTa (MOJENM WCKYCCTBEHHOTO WHTEJIEKTa), a TaKkKe
areHTOB HCKYCCTBEHHOro wuHTeiuieKkTa, API-untepdeiicoB, cucrem ¢uapTpanuu
(KOHTPOJIs1) BXOJHBIX M BBIXOJAHBIX JTAHHBIX;

oOy4eHHas ¥ TOTOBAas K UCTOJIb30BAHUIO MOJIENIb HCKYCCTBEHHOTO UHTEIUICKTA,
ee pacmupenus (LoRA, RAG u apyrue pacuupenus (nmpyu He0OXO0AUMOCTH).

B cnydae ecnam nmns KCIUTyaTallMl CUCTEMbl MCKYCCTBEHHOTO HHTEJUICKTA
UCTIONB3YyeTCsl MHPPACTPYKTypa, HE BXOAsmas B HWHPOPMAIMOHHYIO CHCTEMY
orepaTopa, TO B TaKOH HHAPACTPYKType JOIHKHBI OBITH PEaIM30BaHbI MEPHI O 3AIIUTE
uHPOpMAllMM 1O KIJIAcCy 3allMIIeHHOCTH He HWXKe Kiacca 3allUIIeHHOCTH
nH(pOpPMAITMOHHOM cUCTEMBI omiepaTopa (obJsanarens uHpopmalun).

B ciywyae mpuMeHeHHs TEXHOJOTHM HMCKYCCTBEHHOTO WHTEUIEKTa B COCTaBE
MH()OPMAIMOHHON CUCTEMBI OTiepaTopoM (001agarernemM HHPOPMAaIIUK) JOIKHBI ObITH
NPUHATHI MEphl 3alUThl HHGOPMAIMKM, HAMpPABJICHHbIE Ha MPEIOTBPAILCHUE
HECAaHKIIMOHUPOBAHHOTO JOCTyMa WM BO3JCHCTBUS HA CHUCTEMY HCKYCCTBEHHOTO
WHTEIJICKTa, B COOTBETCTBUM C TpeOOBaHUSAMU TIO 3amuTe HHOpMAUU
(oOecnieueHunIo0 0€30MACHOCTH), B TOM YHCIIE MEPHI T10:

UACHTUGUKAIIMY ¥ ayTEHTU(OHUKAITIN TI0JIb30BaTENICH CHCTEMBI HICKYCCTBEHHOTO
WHTEJUICKTA,;

YIPABJICHHUIO JIOCTYTIOM TOJIh30BaTEIEH CUCTEMBI HCKYCCTBEHHOTO MHTEIIICKTA;

KOHTPOJTIO ((DUIIbTpaIiii) BXOAHBIX U BRIXOAHBIX TAHHBIX;

00EeCTICUCHHUIO U30JISINH CUCTEMBI NCKYCCTBEHHOTO MHTEIJICKTA;

3aIATe JAHHBIX CUCTEMbI HCKYCCTBEHHOTO MHTEIUICKTA,

3alUTe OT BPEJOHOCHOTO MPOTPAMMHOTO O0ECTICUCHHUS;

BBISIBJICHHUIO YS3BUMOCTEH B CICTEME MCKYCCTBEHHOT'O MHTEIIJICKTA,;

OrpaHNYEHUIO N KOHTPOJHO d)yHKLI,VIOHaﬂbHOCTVI CNCTEMDbI MCKYCCTBEHHOIO UHTENINNEKTA.

B wHbOpManmoHHON cHUCTeME MpU AKCIUTyaTallud CUCTEMbI HCKYCCTBEHHOTO
MHTEJJIEKTa JIOMOJHUTEIBHO J0HKHBI OBITh pEaTu30BaHbI CIEAYIONINE MEPhI 3aLTUThI
uHopMaruu:

obecnieueHue GuUIbTpauK (KOHTPOJISI) BXOAHBIX JAHHBIX (3aIIPOCOB) CUCTEMBI
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MCKYCCTBEHHOI'O MHTEJUICKTA;

obecnieueHue GuabTpanuu (KOHTPOJISI) BBIXOAHBIX JAaHHBIX (OTBETOB) CUCTEMBI
MCKYCCTBEHHOT'O UHTEJUICKTA;

MOHHUTOPUHT ¥ KBOTUPOBAHKE KOJMYECTBA 3aIIPOCOB K CUCTEME UCKYCCTBEHHOTO
WHTEJIEKTA;

o0ecrieueHrne perucTpanui coObITHII OE30MacCHOCTH, CBSI3aHHBIX C 3alpPOCaMU
K CHUCTEME HCKYCCTBEHHOTO MHTEIJIEKTA U €€ OTBETaMU;

oOecrieyeHre MEJIOCTHOCTH IMapaMeTpoB (BECOB) MOJEIU HMCKYCCTBEHHOTO
UHTEJUIEKTa U KOHPUTYpAIIMU CUCTEMbI HCKYCCTBEHHOTO UHTEIUICKTA.

B oTHOmIEHMM NPOrpaMMHOIO OOECHEYEHHUs, PEATU3YIOIIET0 TEXHOJOTHIO
MCKYCCTBEHHOTO HWHTEJUIEKTa, ONEPATOpP COBMECTHO C pPa3padOTYUKOM CHUCTEMBI
HMCKYCCTBEHHOTO  MHTEIUJIEKTa  JIOJDKEH  MpPOBOAWTH  aHAIM3  YSI3BUMOCTEH
MPOrPaMMHOTO OO€cCIieYeHHs] Ha OCHOBAaHHMM JAHHBIX, MOJYYaeMbIX W3 BHEITHHX
UCTOYHUKOB (0a3bl JaHHBIX HU3BECTHBIX YA3BUMOCTEH, O(UIMaAIbHBIE PECYPCHI
pa3pabOTUYMKOB MPOTPAaMMHBIX CPEJACTB, CIELHUAIU3UPOBAHHbIE MyOIMKAIUH,
(GhopyMbl, HHBIE UCTOYHUKH ), U IPUHUMATH MEPHI 110 UX YCTPAHECHHUIO.

[Ipu npenocraBieHUU TMOAPSTHOW OpPraHU3alMM CUCTEM HCKYCCTBEHHOTO
MHTEJJICKTa B Ka4eCTBE BHEIIHErO CepBHCa, B MHGOPMAIMOHHON HH(PPACTPYKTYpe
MOJAPSATHON OpraHU3ally, ¢ UCTOIb30BAaHUEM KOTOPOU (PYHKIMOHUPYET YKa3aHHBIM
CEPBHC JIOJDKHBI OBITh PEATU30BaHBI MEPOTIPUATHS U MEPHI 110 3aIIuTe WH(OpMaInY,
YCTaHOBJICHHbIE ~ TpeOOBaHMAMHM 1O  3ammTe HHpopMauuu  (0OecreyeHuIo
0€30MacHOCTH) M0 KJAcCy 3allMIIEHHOCTH He HW)XKE Kiacca 3allUIEeHHOCTH
nH(}OPMAIMOHHON CUCTEMBI oriepaTopa (o0aaarens nHGopMaIun).

BzaumopeiictBue uHGOPMAIIMOHHON CHCTeMBbI —omeparopa (oOsamarens
uHpopmanuu) ¢ UHPOPMALMOHHON HWHEQPACTPYKTYpPOH MOAPSIAHON OpraHU3alluH,
UCIIOJIB3YeMOM ISl TPEIOCTaBICHUS CUCTEMbl HMCKYCCTBEHHOTO MHTEIJIEKTa B
KAauecTBE CEpBUCA, JOHKHO OCYIIECTBISTHCA C y4eTOM TpeOOBaHMI MO 3alIUTe
uHpopmanuu (o6ecredyeHnIo 6€30MacHOCTH).

B cnyyae ecnu B cucTeMe HCKYCCTBEHHOIO HHTEIUIEKTAa OCYLIECTBIISETCS
00paboTKa MEPCOHANBHBIX JaHHBIX TpaxnaaH Poccuiickoii ®enepanum, HHOM
uH(pOpMallMM OrPaHUYEHHOTO JOCTyna U (WiIM) C TNPUMEHEHHUEM CHUCTEMBI
MCKYCCTBEHHOTO HWHTEJIEKTa OOeCrevYnBaeTCsl peanu3aius 3HAYMMbBIX (QyHKIHN
oreparopa, He0oOXOAUMO:

oOecreyuTh peajau3aluio  MepomnpusaThuii 1o  Oe3omacHol  pa3paboTke
MpOrpaMMHOr0  oOecrieyeHusi,  OOECIEUYMBAIONIETO  pPEATU3ALMI0  CUCTEMBI
MCKYCCTBEHHOI'O HMHTEJUIEKTa, MPEAYCMOTPEHHBIX HAllMOHAIBHBIMU CTaHJApTaMU B
o0ractu pa3zpaboTKu 0€30MacHOTO MPOTrPAMMHOT0 OOECIICUEHNS;

IPOBECTH CEepTU(UKALKIO MPOrPaMMHOTO OOecreueHusi, 00eCreunBarOIIero
pealin3alni0 CUCTEMbl HCKYCCTBEHHOTO MHTEIJIEKTa, M0 TpeOOBaHUSIM O€30MacHOCTH
uHdopmaruu, yrepxkaeHHbIM OCTOK Poccun B COOTBETCTBUM C TMOJMYHKTOM 4
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nynkTta 8 [lonoxenus o denepanbHON CayKOE MO TEXHUYECKOMY U AKCIIOPTHOMY
KOHTPOJIIO, yTBepkaeHHOoro YkazoMm Ilpesumenta Poccuiickoit denepanuu ot 16
aBrycra 2004 r. Ne 1085.

TpeOoBanus Kk JOKYMEHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeOoBaHusA K YCHIICHUIO:

1) nomxHO OBITH OOECTIEUYeHO BblAeIeHUE HH(DOPMAIMOHHOW HHPPACTPYKTYPHI
pa3pabOTKH OT MHOW MHMPACTPYKTYPHI pa3paboTynKa, HE CBSI3aHHOU C pa3pabOTKOM
JAHHOM CUCTEMBI, B OT/IETbHBIN (PU3UUECKH U30JIMPOBAHHBIN CETMEHT;

2) TOJDKHO OBITh 00€CIEYeHO XpaHeHHEe HaOOpOB OOydYaromMX JaHHBIX
B 3allIM(POBAHHOM BHJI€ C UCIIOJIH30BAHUEM MIU(POBAIBHBIX (KPUOTOrPAPUIECKUX )
CPEZICTB 3alMThl HH(OPMAIIH;

3) B OTHOLIEHHWH BBIXOAHOM MOJEIH HCKYCCTBEHHOTO MHTEIUIEKTA M €€
napaMeTpoB (BECOB) OJAKHBI ObITh 0OECIICUEHBI:

a) IPUMEHEHUE  METOJIOB  COCTA3AaTENbHOTO  OOy4yeHUs  (BKJIIOYECHUE
COCTA3ATENIbHBIX IPUMEPOB B 00YYAIOIIYIO BEIOOPKY);

0) BHEJpEHUE MEXaHU3MOB OTPaHUYEHUS JOIYCTHUMBIX JUANa30HOB JIaHHBIX,
CAHWTHU3ALUH BXOJHBIX IAHHBIX;

4) NOJKHO OBITh PEATM30BAHO TECTHPOBAHHWE HA YCTOMYMBOCTH K IPOMIIT-
aTakawm;

5) 1OMKHO OBITH 00ECTICUEHO BBIICJICHUE CUCTEMbI HICKYCCTBEHHOTO MHTEJICKTA
B MH(POPMALIMOHHOM CUCTEME B  OTICJIbHBIA  HM30JIMPOBAHHBIM  CETMEHT
UH()OPMAITMOHHOW CUCTEMBI;

6) nokHa  OBITh  oOecredyeHa LEJIOCTHOCTh MOJENU  HMCKYCCTBEHHOI'O
WHTEJUIEKTa C WCIOJb30BaHUEM MIM(GPOBAIBHBIX (KPUNTOTPAPUUECKUX) CPEICTB
3aIUThl UH(POPMAITUH.

3.19. IlpoBeneHne NepuOANYECKOT0 KOHTPOJISA YPOBHS 3a1MIEHHOCTH
uHopmanmu, cogep:kaueicsa B uHGpopmaunoHHbix cucremax (I1K)

Heab: CBoeBpeMeHHasi OIEHKAa BO3MOXKHOCTEH HapylieHusi 0e30MacHOCTU
uHpopManuu U (WIK) HapylIeHUs (YHKIMOHUPOBAHUA HH(DPOPMALMOHHBIX CUCTEM
BHEIIHMMH U BHYTPEHHUMU HapYLIUTEISIMU.

TpeboBanus k peasuzanum: KoHTposb ypOBHS 3alMILEHHOCTH WH(OpMAIIUU
IIPOBOAMTCS C UCIIOIB30BAHUEM CIICAYIOLIUX METO/I0B:

BBISIBJICHUE YSA3BUMOCTEH HMH()OPMALMOHHBIX CHCTEM M SKCHEpTHAas OLICHKa
BO3MOKHOCTH HMX HCIOJb30BaHUsl HapyLIUTENEeM i HapylIeHUs: 0e30MacHOCTH
uHbopMaluu U (WiIK) HapylIeHUs] PYyHKIMOHUPOBAHUS MH(POPMAIIMOHHBIX CUCTEM;

TECTUPOBAHUE MHPOPMAIIMOHHBIX CHUCTEM IyTeM MOJCIMPOBAHMS peaTU3aliu
aKTyaJbHBIX YIpO3 C LEJbI0 OLEHKM BO3MOXHOCTEH IPOHUKHOBEHUS B HHUX
VJIU TIOBBILLIEHUS IPUBWIIETUH C YYETOM PEAJTM30BAHHBIX MEP U IPUMEHSEMBIX CPEJICTB
3aIUThl UHPOPMaLIUK.
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[TeproaruHOCTh U METOABI KOHTPOJISL YPOBHS 3allMIIEHHOCTH HH(OpManuu
YCTaHaBIIMBAIOTCS ONIEPATOPOM BO BHYTPEHHUX PETJIAMEHTAX 110 3allUTe HH(popMauu
B COOTBETCTBUHM C HMMEIOIIMMUCA y HEro CWJIAMHM U BBIICJICHHBIMU Ha 3TU LEJIU
cpenctBamu. [lpu 3TOM IpoBeZieHHE KOHTPOJISL YPOBHS 3aIUIICHHOCTH HH(GOPMAIIUU
OJTHUM U3 METOJIOB JOJKHO MTPOBOAUTHCS HE PEKE YEM OJIMH Pa3 B TPH T'OJa HIIU MOCIIE
KOMIBIOTEPHOTO  HHIMJACHTA, MNPOM3OLIEANIero y omneparopa (oOnamarens
uHpopManuu). MeToapl KOHTPOJISL YPOBHSA 3allUMIIEHHOCTH HH(pOpManuu U
NEPUOANYHOCTh €r0 TMPOBEACHUS OIpPENEsAoTCs omepaTtopoM (oOsagaTeneM
MH(pOpPMaIMI) BO BHYTPEHHEM PErVIaMEHTE MO 3alUTe UH(POPMALIUH.

B cnyuyae BbIsSBIEHMS MO pe3ysibTaTaM KOHTPOJSL YPOBHS 3alUILEHHOCTU
MH(pOpMaMU BO3MOXXHOCTH pEAM3AlMM aKTyaJbHbIX yrpo3 M (WIM) NPHU3HAKOB
peain3alii aKTyaJbHBIX YIPO3 CTPYKTYPHBIM MOApA3JEICHUEM, CIEeIHaTUCTaMH
no 3ammre WHGOpPMAlMKU COBMECTHO C TMOJAPA3JeieHHuEM, O0eCneUNBAIOIINM
(GyHKIMOHUpOBaHHE WH(GOPMAIMOHHBIX CHUCTEM, OCYUIECTBIIIETCS pa3padoTka U
peayin3anus Mep, HallpaBJICHHBIX Ha ONEpaTUBHOE UX OJIOKHPOBAHMUE.

TpeOoBanuss K NOKYMeHTHPOBaHWIO: BHYTpeHHUH pErylaMeHT MO MOPSAKY
KOHTPOJISI yPOBHS 3alLMIIIEHHOCTH HH(OpMaLUK, CoJlepKalleiicss B MHPOPMAIIMOHHBIX
CUCTEMaXx, IOJDKEH COIEePKATh:

nepedeHb MH(QOPMAIIMOHHBIX CHCTEM, B OTHOIIEHHUH KOTOPBIX MPOBOAUTCS
KOHTPOJIb YPOBHS 3alIUIIEHHOCTH UH(pOpMaInu;

nepeyeHb nojpasjefeHnii (pabOTHUKOB), OTBETCTBEHHBIX 3a OpPraHU3AIUI0 U
IPOBEJICHUE KOHTPOJIS YPOBHS 3aIIMIICHHOCTH HUHPOPMAIIHH;

OPUMEHSEMbIE METO/Abl KOHTPOJS YPOBHSI 3alllMIIEHHOCTH HH(pOpPMAIIH
U UCTOJIb3yEeMble IIPU UX peaIU3allii IPOrpaMMHBIE CPEICTBA KOHTPOJIS,

COCTaB U COJIEp)KaHUE MEPOTIPUATHH, peai3yeMbIX IPH MPOBEICHUN KOHTPOIIS
YPOBHS 3alTUIIIEHHOCTH UH()OPMAIINY;

ONMHCaHWE ACUCTBUUN MoApaszneneHui (pabOTHUKOB) omepaTopa (oOsagaTesns
uH(GOpPMaIlMK) TPU BBISIBJICHUU IO PE3yJIbTaTaM KOHTPOJIS YPOBHS 3alUIIEHHOCTH
nH(pOpPMaIlMU HEJOCTATKOB U YA3BUMOCTEH B CHUCTEMax 3alllUThl MH(POPMAIIMOHHBIX
CHCTEM.

TpeGoBaHus K yCHICHUIO:

1) mpoBeneHNEe KOHTPOJISE YPOBHS 3alIMIIEHHOCTH HWHMOPMAIMKA TOJKHO
MIPOBOAMUTHCS HE PEIKE YEeM OJIMH Pa3 B TOJI;

2) mpoBeJICHUE TPEHUPOBOK IO OTpaboTKe pabOTHUKaMHM oOrepaTopa
(obnamarenss wHboOpManMu) JEUCTBUM 1O oOecreyeHuto TpeOdyeMoro YypoBHS
3aIUIICHHOCTH WH(pOpMalnu, coaepxkaiieics B HHPOPMAIMOHHBIX CHCTEMax, B
YCIIOBUSIX pean3aliy aKTyalbHbIX YTPO3.

IV. MEPHI T10 3AIIIMTE UTH®OPMAIIMOHHBLIX CUCTEM
U COJIEPKAILENCS B HUX UHOOPMALIMU
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4.1. Unentuduxkanus u ayrentupukanusa (MAD)
HNA®.1 UnenTudpukanms nojab3oBaresien

Hean: Uckmrodenne goctymna Kk nHOOPMAITMOHHON CUCTEME JIHII, HE SBIISTFOIIAXCS
MOJIb30BATESIMU UHPOPMAITMOHHON CUCTEMBI.

TpeboBanusi k peasmsanum: B unHpOpMaIlmoHHOM  cucTeMe  JIOJDKHA
OCYUIECTBJIATHCA  HMACHTUPHUKALMSA  TIOJIb30BaTeliel,  MOJY4alollUX  JOCTYII
K  HMHQOPMALMOHHOM  CHCTEME CO  CpPEICTB  BBIYHUCIUTEIBHOW  TEXHUKH
(B TOM 4HCIie aBTOMAaTU3UPOBAHHBIX PaOOYMX MECT, KOHEUHBIX YCTPOMCTB, MOOMIIBHBIX
YCTPOMCTB) JiS BBINOJHEHUS BO3JIOKEHHBIX Ha TOJIb30BaTeNeld o00s3aHHOCTEN
(byHk1Mi) (Tasee — BHYTPEHHUE MOJIb30BaTEIN ).

Ko  BHyTpeHHMM  mONB30BaTeNsIM  OTHOCATCS ~ PaOOTHHMKM  OIEparopa
(obmamatenst wHGOpMalMU), 3aKa3zudka HWHPOPMAIMOHHOM CHUCTEMbI, a TaKxke
MOJIBEJIOMCTBEHHBIX €MY TOCY/IapCTBEHHBIX OPraHOB M OpPraHM3allMi MpU MX HATUYUAU
(HEMpPUBWJIETUPOBAHHBIE  TIOJIH30BATENH, NPUBWICTHPOBAHHBIE  IOJIB30BATENN,
B TOM YHCJIE TJIaBHBIN aJIMUHHUCTPATOP, aJMHUHUACTPATOPbl MH(POPMAIMIOHHON CHUCTEMBI,
aIMUHUCTPATOPBI 0€30MacHOCTH), BBITTOJTHSIOIINE CBOU 00513aHHOCTH
(pyHKIMM) ¢ MCnOIB30BaHMEM MH(OPMAIMH, MHPOPMALMOHHBIX TEXHOJIOTUN U CPEJICTB
BBIUUCIIUTEIBHON ~ TEXHUKM  HMH(OPMAIIMOHHOM  CUCTEMBI B COOTBETCTBUU
C BHYTPEHHMMHM CTaHJapTaMM W pErJIaMEHTaMH MO0 3almre  HH(popMaImu
Y KOTOPBIM B MH(POPMAIIMOHHON CUCTEME IIPUCBOCHBI YUETHBIE 3aIHCH.

B kauecTBe BHYTPEHHHUX IOJb30BAaTENIEH TAKKE PAaCCMATPUBAIOTCS PAOOTHUKH
MOJPSTHBIX OpraHu3aluii, NPUBJIEKAEMbIE Ha JIOTOBOPHOM OCHOBE
JUIL OKa3aHWsl YCIYr, MpOBENEHUs paboT mo oOpabOoTKe, XpaHEHHIO HH(OpMaIWy,
CO3JIAHUIO (pa3BuTHIO), 00€CTeYEeHU IO AKCILUTyaTaluu MH(POPMALMOHHBIX
CHCTEM, a TaKXKe JJIsl BBIMOJHEHHS paboT, OKazaHWs YCIYT IO 3alldTe UHPOpPMaIUU
(pa3spaboTka W TECTUPOBAaHME  MPOTPAMMHOrO  oOecmeyeHusi,  obOecredeHue
(GYHKIIMOHUPOBAHUS  MH(POPMAIIMOHHBIX  CHCTEM WM  3alllUTa  CoJepKarlieics
B HUX MH(OPMALIUK) M KOTOPBIM B HH(OPMAIIMOHHOW CHCTEME TaKXKe TPUCBOCHBI YUETHbIE
3aIUCH.

[Ipu pocrtyne B HWHDOPMAMOHHYIO CHUCTEMY JIOJKHA OCYIIECTBIATHCS
UJeHTU(UKAIUS TT0JIb30BATENEH, MOTYYaoUX AOCTYN K MHPOPMAIMOHHON CUCTEME
CO CpEJACTB BBIYMCIMTEILHOW TEXHHKH, HE BXOJIIMX B COCTaB HH(OPMAIMOHHOM
CUCTEMBl WM JUIi KOTOPBIX OMNEpPaTopoM HH(OPMALMOHHON CHUCTEMBI HE MOIYT
YCTaHABIMBATHCSI M KOHTPOJIMPOBATHCA TPeOOBAHUS O 3alIuTe MH(pOpMAIMU (anee —
BHEIITHHUE MOJIb30BATEIIN).

[IpumepoM BHEMIHMX [OJIb30BATENEH SBIAIOTCS TPAXKIAHE, HA 3aKOHHBIX
OCHOBaHMIX uepe3 ceTb «MHTepHeT» mojyyaromue IO0CTYN K HHGOpMaIlMOHHBIM
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pecypcaMm EnuHoro nopraia rocyJapcTBEHHBIX U MYHUIIMITAJIBHBIX YCIYT (DYHKIIHIT)
Wik opUIMaNbHBIM caiiTaM B ceTu «/IHTepHeT» opraHoB rocyJapCTBEHHOM BIACTH,
¢bu3nYecKue U IOPUANYECKHE JIMIA, OCYIIECTBISIONINE JOCTYI K HH(DOPMAIMOHHBIM
CHUCTeMaM I MOJydyeHus: HHPOpMaIUU C MIPUMEHEHUEM YUYETHBIX 3amucei nin 06e3
HUX (AHOHUMHBIE TTOJIb30BATEIIN ).

[Tonp3oBarenn  WHGOPMALMOHHOW  CHCTEMbI  JOJDKHBI  OJHO3HAYHO
UACHTU(UIUPOBATHCS JJIS BCEX BUIOB JOCTYyIMa, KPOME T€X BHJIOB JIOCTYIIa, KOTOPHIE
ONpeNEeSIOTCS KakK JeNUCTBUS, pa3pelieHHbIe hi () UACHTU(UKALINH
B COOTBETCTBUU C Mepoi 3amuThl uHGopmanuu YII/1.9.

Unentudukanuss BHEMIHUX TOJIb30BaTeNied B IENIX MPEIOCTaBICHUS
rOCyJAapCTBEHHBIX YCIYT OCYIIECTBIISIETCA B TOM YHCJE C MCHOJIb30BAHUEM E€IUHOU
CUCTEMbl HJICHTU(HKAUMKM W ayTeHTU(PHUKAUWW, CO3JaHHOM B COOTBETCTBUU
¢ noctaHoBienreM IlpaBurensctBa Poccuiickoit @enepaunn ot 28 Hos0ps 2011 r.
Ne 977.

Nnentudukanus moiap3oBaTeNeld JODKHA MPOU3BOAUTHCS B JIBa JTama:
MepBUYHAS U BTOpUYHAS UICHTU(DUKAIIMS.

[lepBuunas uaeHTUUKALMS JODKHA BKIIOYATh MOATOTOBKY, (opMUpOBaHUE
M perucrpauvio MHGOpMalMM O TOJIb30BATENSIX, a TaKXke IPUCBOCHUE
MOJIb30BATENI0 MACHTU(UKATOpAa JOCTyHa M €ro perucrpauyio B TEpeydHe
MPUCBOEHHBIX HAEeHTU(PUKATOpoB. IlepBuuHas wuaeHTU(DUKALIUSA TOJb30BaTEIN
JOJIKHA TPOBOJUTHCA OJUH Pa3 B MOMEHT YCTAHOBJICHUS JIMYHOCTH (PU3UUYECKOIO
JMIIa, 3aMpaliuBaroIero J0CTyl K HH(POPMAIMOHHOMN cucTeMe.

[lepBuunass  umeHTUdUKAIUs  MOJb30BaTENel  JOJDKHA  3aBEPIIATHCS
perucrpanuen UACHTU(UKAITMOHHON uHdopmaruu u IIPUCBOEHHOTO
MOJIb30BATENI0  YHUKAJBbHOTO  HWACHTH(UKATOpPAa  JOCTyHa  HWJIH  OTKa30M.
OcHoBaHuEM [JIs1 OTKa3a B PETHCTPALMU MOXKET ObITh HECOOTBETCTBHUE 3asIBJIEHHBIX
UJICHTU(PUKAITMOHHBIX JIAaHHBIX TPEOOBaHUAM K MEPBUYHON UACHTU(UKAIINH,
OTpULIATEIbHBIN pe3yJIbTaT, MOJYYEHHBIN B IPOLIECCE X BEPUPUKALINH.

WNnentuduxanmonHas uHdopmarus, MOJTy4YEHHAast B npoiecce
MEePBUYHOM  WJAEHTU(UKAIIMK,  JOJDKHA  OOHOBISATHCA  NPU  HU3MCHCHHH
UIEeHTU(UKAITMOHHBIX JTAHHBIX MOJIh30BaTENCH (HarpumMep, npu cMeHe haMuiiuu, npu
M3MEHEHUH  HOMepa  MOOWUIBHOTO  TeledoHa, eciM  OH  HCHOJb3yeTcs
IS 1ieied uAeHTU(UKAIIMKY MOJIb30BaTEeNs).

Bropuunas uaeHTHUKaLMS JOJKHA BKIIOYATh MPOBEPKY MPEIbSIBICHHOIO
M0JIb30BATENIEM uaeHTUUKaTopa no CIIUCKY 3aperuCTPUPOBAHHBIX
UIEHTU(HUKATOPOB B HMH(POPMAIMOHHON CHUCTEME W OIMO3HABAHHUE TOJIb30BATEIS.
Bropuunas uaeHtudukanus sSBISETCS MHOTOKPATHO MOBTOPSIOIIMMCS MPOLIECCOM,
OCYLIECTBJISIOIIMMCS ~ KaXAbld pa3 @OpH  HOBOM  3alpoce  IOJb30BaTelIsd
HAa JOCTyn K HWH(OpPMAIMOHHOW cHCTeMe U pecypcaM (0ObeKTaM 3allHThI)
UH(OPMAITMOHHOW CUCTEMBI.
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[lepBuyHas 1 BTOpUYHAs HICHTU(DUKALKS MOJIB30BATENEH OCYIIECTBISAETCSA C
Y4ETOM TMOJOXKEHUN HanuoHanbHbIX cTaHgaptoB ['OCT P 58833-2020 «3amura
uHopmanuu. Unentudukarus u ayreatudukamnus. Oo6mue nonoxenus» u 'OCT P
70262.1-2022 «3amuta uapopmarun. Mnentudukanus u ayreHTUGUKaLKsA. Y POBHU
JOBEpUS UJICHTU(UKAIIUNY.

B undopmanmonHoii cucrtemMe AODKHA OBITH OOecledeHa BO3MOXKHOCTD
OJIHO3HAYHOTO COTOCTaBJICHUSI MJICHTU(PHUKATOpA TMOIB30BATENS C 3allyCKaeMbIMU
OT €ro UMEHH TMPOIECCaMHu.

B npouecce coopa, nepeaaun, o0pabOTKU U XpaHEHUS UICHTU(DUKAITMOHHONW U
MOATBEp>KIaro1el HHPpOopMaIry (B TOM YHCIIE EPCOHATBHBIX JAHHBIX ) TOJKHBI OBITH
peanu3oBaHbl  Mepbl MO  3ammTe  uHGOpMalMU, OOECIeyuBaIOlIMe  €e
KOH(DHIEHIIMAIBHOCTb, LIEJIOCTHOCTD U IOCTYITHOCTb.

B undopmanmonHoil cucTeMe AOMKHO OBITh pPEAIM30BAHO YIPABJICHUE
ueHTU(UKATOpaMU, BKIIOUYAIOIIIEE:

orpejiesieHre paboTHUKA OIepaTopa, OTBETCTBEHHOTO 3a CO37[aHuE, TPUCBOCHUE
Y YHUUTOKEHUE UICHTU(PUKATOPOB MOJIb30BaTEICH;

dbopmupoBaHrue HUIAECHTU(UKATOPA, KOTOPBIM OJHO3HAYHO HJICHTUPUIIUPYET
MOJIb30BATENS;

IIPUCBOEHUE UICHTU(PHUKATOPA MTOIH30BATEIO;

MPOBEPKY JTMYHOCTH MOJIb30BATENS MPU MPUCBOCHUU €My UACHTU(]UKATOPA;

NpeI0TBpaIIeHUE MTOBTOPHOIO UCHOIb30BAHMS UAEHTU(UKATOPA MTOIb30BATES;

XpaHeHHe ¥  TOAJEpKaHHE  aKTyalbHOTO  COCTOSIHUA  (OOHOBJICHHE)
UJeHTU(UKAITMOHHON NH(OPMAIIUHU TI0JIb30BaTEIICH;

OmoxkupoBaHue UACHTU(PHUKATOpPA TIOJIB30BATENA IIOCIE€ YCTAaHOBJICHHOTO
OMepaTopoOM BPEMEHHU HEUCIIOIb30BAHUS.

Nnentudukanuys monb3oBatesied oOecreunBaeTcsi MPUMEHEHUEM BXOIAIIUX B
cocTaB MH(POPMAIIMOHHOW CUCTEMBI ONEPAIIMOHHONW CUCTEMBI, U (WJIM) CPEICTB 3alUThI
MHPOpPMALIMK OT HECAaHKIMOHUPOBAHHOIO JOCTyHa, W (WIM) CpPEACTBAMM 3alllUThl
uHpOpMaIH, 00ECTICYUBAIOIIMMY IIEHTPATU30BAHHOE YIIPABIICHUE UIICHTU(UKATOPAMHU.

TpeGoBanusi K I0KyMEHTHPOBAaHUIO: B okcrutyaranmonHoi qokymenTanun'® Ha
MH(OPMAIIMOHHYIO CUCTEMY JIOJDKHBI OBITH ONPE/IeIICHBL:

nepeyeHb THUIIOB IMOJb30BaTeliel (MOJb30BaTENM, TJIABHBIM aJIMHHUCTPATOP,
CUCTEMHBIC aIMUHUCTPATOPBI, AIMUHHUCTPATOPHI OE30MACHOCTH, IOJIb30BATEIIN
MOAPSIAHBIX OPraHU3alUi, BHEITHUE TTOJIH30BATENM U IPYTHE TUIIBI MOJIb30BaTENEH );

COCTaB MJACHTU(MUKAIMOHHBIX JaHHBIX MJIA KaXJIO0TO THUIA IOJh30BaTeNeH,
MHHUMAaJIbHO HEOOXOIUMBIN Il OTHO3HAYHON MACHTH(DHUKAIIMK TI0JIb30BaTEIICH;

MEepeUYEHb pPa3PEIIEHHbIX K MOPUMEHEHUIO CPEJCTB, MCIOJb3YEMbBIX IS

10 HarnmonaneHbiii cranmapT Poccwmiickoit ®@eneparuu 'OCT P 51583-2014 «3amuta
uHpopmanuu. Tlopsgok co3maHuss aBTOMATU3MPOBAHHBIX CHCTEM B 3alIUIICHHOM HCIIOTHEHUU.
OO01Me TOJI0KEHUS.
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UJeHTU(PUKAIINK, B 3aBUCUMOCTH OT PECYpPCOB (0OBEKTOB 3aIUThl) MHPOPMAITMOHHOM
CUCTEMBbI, K KOTOPBIM IIOJIb30BaTENIb MOJy4YaeT JOCTYI, U CPEACTB, C KOTOPBIX
OCYIIECTBIISETCS JOCTYII;

NOPSAZOK BepUPHUKAUU (TPOBEPKH M TOATBEPKIACHUS) HIACHTU(UKAIMOHHON
uH(pOpPMaIlMU TOJIL30BATENCH, MOPAIOK ACUCTBUN MPH BBIABICHUU HECOOTBETCTBHIMA,
MpaBuJia IPOBEJICHUS BepU(DUKAIINH;

npaBuia QopMupoBaHusi (CO3[aHMS) YHUKAQJIBHBIX  HMJIEHTU(PHUKATOPOB,
UX  TPUCBOCHUS  TMOJb30BATENSIM,  PErUCTpallMd  UACHTU(PUKATOPOB B
UH(OPMAITMOHHON CUCTEME;

HOPSAZOK BBIJAUYM UIACHTU(PUKATOPOB MOJIb30BATEISAM;

MpaBUJia XpaHEHUsI, MOJJICPXKAHUS aAKTyaJbHOTO COCTOSIHUSI (OOHOBJICHUS)
UJCHTUPUKAITMOHHON HHGOPMAIMU TOJIH30BATENICH, MEPUOIUIHOCTH OOHOBIICHUS
(axTyanu3zanuu) WACHTH(PUKALMOHHON WH(GOpMAIMU T0Jb30BaTeliel U MECT €€
XpaHeHus, OpraHu3aluy JOCTyNna K HEeW, OT3bIBa UJIECHTU(HUKATOpPA IOJIb30BATENS U
yJajieHus UJIEHTU(PUKALMOHHON U MOATBEpKAAtoIIeld nHOpMaIuu.

TpeboBaHus K yCHIICHUIO:

1) B MHQOPMAIIMOHHOM CUCTEME JI0JKHO OBITh pEaIM30BAHO LIEHTPATIM30BAHHOE
YIpaBJICHUE UICHTU(PUKATOPAMH.

Peasmmsauus B uHGoOpMalnOHHOH cucTeme:

Mepa 3amuThI Knacc 3amuiennoctu
uH(popMaIuu K3 K2 K1
NAD.1 + + +
Ycunenne UA®. 1 1 1

HNA®.2 Unentudurkanus yCTpoOucCTB

Hean: Uckmouenne  moakitoueHus K WHQOPMAIMOHHBIM  CHUCTEMam
HEUJEHTU(UIIUPOBAHHBIX YCTPONCTB.

TpeGoBanusi k peanusanuu: B mHQOpMaMOHHON cUCTeME JIOJDKEH ObITh
ONpENESiCH TMEpeYeHb TUIIOB CETEBBIX YCTPOWMCTB (B TOM YHCIE CEpPBEPHI,
aBTOMAaTU3MPOBaHHbIE paboynMe MeCTa, TEJIEKOMMYHHMKALMOHHOE 000pYyI0OBaHUE,
MOOWJIbHBIE ~ YCTPOWMCTBA, CHCTEMbl  XpAHEHUS  JIaHHbIX), HCHOJb3YyEMbIX B
WH(POPMAITMOHHON CUCTEME.

WneHTndrkanyy moajiexar:

CETeBbIE YCTPOICTBA, BXOAALIME B COCTaB UH(OPMAILIMIOHHOM CUCTEMBI (B TOM YHUCIIE
CepBEpbI, AaBTOMATU3MPOBAaHHbIE PA00UHE MECTa, TEIIEKOMMYHHUKAIIMOHHOE 000pYy/IOBaHHUE,
CHCTEMbI XpaHEHUSI IAHHBIX );

MOOMJIbHBIE YCTPOMCTBA BHYTPEHHHX IMOJIb30BaTeNel MH(MOPMAIIMOHHON CUCTEMBI
(TIpu UX MOAKITFOUEHUH K HH(GOPMAITMOHHOM CUCTEME);

YCTPOWCTBA, MpeIHa3HAUYCHHBIE IS YIAIEHHOTO JOCTYIa PAOOTHUKOB MOIPSAHBIX



61

OpraHu3aliii, MHBIX TOCYJAPCTBEHHBIX OpPraHOB, OpraHM3aAlMA K HH(GOPMAIMOHHBIM
cHCTEMaM, coJiepKallieiics B HUX HH(POpMaluK, U (WIH) Tiepeiaund UM MHPOpMAITHIH.

[ponecc uaeHTU(UKAMKM JODKEH OCYIIECTBISITHCS B JBa dTara — IMEepBUYHAS
WIeHTU(HUKALMA ¥ BTOPUYHAs UaeHTU(rKarms' .

B xone nepBuuHOil naeHTH(UKAIIMN B HHOOPMALMOHHOMN CHCTEME JTOJKHBI OBITh
ONpENENICHbl ~ YHUKalIbHbIE  MNpH3HAKK  (aTpUOyThI)  KAXKAOIO  YCTPOWCTBA
(uneHTU(UKAIIMOHHBIC JaHHBIC). B KauecTBe mMpu3HAKOB (aTpHOyTOB) YCTPONCTB MOTYT
UCTIOJIL30BATHCS JIOTUYECKUE MMeHa (uMsi ycrpoiicta u (uim) ID), normueckue aapeca
(manpumep, [P-anpeca) u () pusnueckue aapeca (Hanpumep, MAC-aapeca) ycTpoHCTB
WM X KOMOMHAIIWY.

KaxaoMy ycTpoilcTBy HH(POpPMAIIMOHHONW CHUCTEMBI JOJDKEH OBITh MPUCBOCH
YHUKAQJIbHBINA UACHTUPHUKATOP WIN 170:¢ KOMOUMHAaLs TUTS JOCTYTIA
B MH(DOPMAITIOHHBIE CUCTEMBI.

[lepBuuHass wuaeHTU(UKALMS YCTPOMCTB  OCYLIECTBIISIETCS €IUHOXKABI IPU
PETUCTPALIMU KaXKI0T'0 HOBOT'O YCTPOMCTBA.

OcHoBaHMEM /7151 OTKa3a B IEPBUYHON WAECHTU(UKALIUY SBIISIETCS HECOOTBETCTBHE
3asIBJICHHBIX UJICHTU(PUKAIIMOHHBIX TaHHBIX TPEOOBAHUAM K MEPBUYHON MIECHTU(DHUKALIIH
WM HEBO3MOXKHOCTh UX MOATBEPKACHUS B YCTAHOBIEHHOM MOPSIIKE.

[lo pe3ynbTaraM mNEepBUYHONM HIEHTU(DUKAIUMK Yy oOMeparopa JOJDKEH ObITh
cpopMHpOBaH TMEPEYEHb BCEX MIECHTH(PUKATOPOB  YCTPOMCTB, HCHOJIb3YEMbBIX
B MH(POPMAIIIOHHOM CUCTEME.

B xonme BTOpuuHOM uWAEHTU(UKALMU BBINOIHIETCS TMPOBEpKAa HAIMYUS Yy
YCTPOMCTBA, OT UMEHU KOTOPOTO OCYLIECTBIISIETCS 3alpOC JOCTYTa B UH(OPMALIOHHYIO
CUCTEMY, UICHTU(UKATOpA JOCTYIIA.

[Ipy HaM4MK PEABSABICHHOTO HAECHTH(PHUKATOPA IOCTYTIA B IEPEYHE TPUCBOCHHBIX
UACHTU(PHUKATOPOB  MPOLECC BTOPUYHOM HIACHTU(PHUKALIMM  CUUTAETCS  YCIIEIIHO
MPOIIEHHBIM, 3aT€M MPOBOAUTCS ayTEHTU(UKALMS YCTPOMCTB B COOTBETCTBUU C MEPOI
3anmthl tHPopmar NAD 4.

Bropuunas nneHTHduKays TpoBOAUTCS MPH KaXIOM 3aIpoce Ha MOJKITIOYCHUE
yCTpoicTBa K MH(GOPMAIIMOHHOW cHUCTeMe orepaTopa (MpH Hayajie MH()OPMALMOHHOTO
B3aMMO/ICHCTBH).

WUnentndukanmss  ycTpoilcTB — oOecrieunBaeTcs  MPUMEHEHUEM  CEpBEpHOMU
OTepaIiMOHHON CUCTEMBI U (MJIH) MMPOILITUBKOM CETEBOTI0 YCTPOMCTBA UJIM MHBIX CPEICTBAM.

TpeOoBaHusi K JOKYMEHTHPOBAHMIO: B 3KCIuTyaTallMOHHON JOKYMEHTAllMKM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITH ONPE/IEIIEHBI:

IIEpEYEHb TUIIOB YCTPOMCTB;

NOpSAZOK BepuPHUKAUU (TMPOBEPKH M TOATBEPKIACHUS) HIACHTU(UKALNOHHON

1 HanmonanbHbii  cranaapt Poccuiickoin @epepanuun ['OCT P 58833-2020 «3amura
unpopmanuu. Unenrtudukanus u ayrentudukanus. OO1mme moaoxKeHUsDy
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uH(pOpMAaIIMU YCTPOWCTB, MOpsAKAa JACUCTBUN MNpU BBISIBIEHUHM HECOOTBETCTBUM,
IIPaBUJI €€ MTPOBEICHHUS;

NOPSIIOK  TPUBS3KA  MACHTU(PUKALMOHHON HHPOpMAIlMU K  YCTPOHCTBY
Ui KaXJI0M KOHKPETHOM cpenbl (YHKIMOHMPOBAHMS, YCJIOBHH SKCIUTyaTalluu
1 00CITy)KUBaHUS;

COCTaB WIACHTHU(PHUKAIIMOHHBIX JaHHBIX JUJISI KaXJOro THUMA YCTPOWCTB
MUHUMAJIbHO HEOOXOJIUMBIN ISl OJJHO3HAYHOU MJIEHTU(DHUKAIIMN YCTPOUCTB (00BEM,
COCTaB Y YHHKAJIbHBIC TIPU3HAKH (aTpHOYTHI);

NepeuYeHb HCKIIOYEHUM W TOpAIOK JACHCTBUH B cilydae, €ciu 00beM
UJCHTU(DUKAIIMOHHBIX JAHHBIX YCTPOMCTBA HEJOCTATOUYEH;

npaBuia QopMupoBaHusi (CO34aHMs) YHUKAQJIbHBIX  HJIECHTH(PHUKATOPOB,
UX MPUCBOEHHUS YCTPOWCTBAM, PETUCTPALUU UIECHTU(UKATOPOB B MH(DOPMAIMOHHON
CUCTEME;

HOPSZIOK JIEHCTBUH oneparopa HH(HOPMALMOHHON CUCTEMBI 110 UAEHTU(UKALIUN
YCTPOMCTB.

TpeOoBaHus K yCHIICHHIO:

1) npoBenenue WHBEHTAPU3ALNH UJICHTU(UKAITMOHHBIX TAHHBIX
B MH(POPMALIMOHHON CHUCTEME YCTPOWCTB HE PEXE YeM OJIMH pa3 B JBa roja M
MH(}OpPMAIMOHHBIX CUCTEM | Kilacca 3allMILEHHOCTH;

2) npoBeAeHUE WHBEHTAPU3ALNH UJICHTU(UKAIIMOHHBIX JTAHHBIX
B MH(POPMALIMOHHON CUCTEME YCTPOWCTB HE pEKe YeM OJWH pa3 B TPU rojaa ajs
MH(POPMAITMOHHBIX CUCTEM 2 U 3 KJIACCOB 3alUIIIEHHOCTH;

3) npUMeHEHNE BCIIOMOTaTEJIbHBIX aTpuOyTOB (2JIEKTPOHHBIX
UJCHTU(PUKATOPOB C YHUKAJIbHBIM MAIIMHOYUTAEMBbIM HOMEpPOM, BCTPOEHHBIX
MoAyJiel 0e301acHOCTH, CPEACTB IOBEPEHHOM 3arpy3KH);

4) peanuzanus CUCTEMBI [IEHTPATM30BAHHOIO YIPABJICHUS )KU3HEHHBIM LIUKJIOM
HU(POBBIX CEPTUPHUKATOB, SJIEKTPOHHBIX UJIECHTU(DUKATOPOB, BCTPOEHHBIX MOJYJIECH
0e30I1aCHOCTH;

5) st “HPOPMAIIMOHHBIX CUCTEM C IOMEHHON apXUTEKTYPOU:

HaJIM4Yue y orepatopa WH(GOPMAIMOHHON CHUCTEMBbl LIEHTpa CepTU(UKALNY,
00ecreunBaroIIero PErucTpaluio YCTPOMCTB, a TaKKe BBINYCK, OOCIyKHBaHHE
M BAIMJAIMIO MAIIUHHBIX CcepTU(UKATOB (LUPPOBBIX CEPTUPUKATOB JOCTYyMA),
JIOCTaBKY M YCTAaHOBKY BBITYIIEHHBIX CEPTU(PUKATOB B 0OCITYKUBAEMbIE YCTPONUCTBA
C UCIOJIb30BAaHUEM PA3IIMYHBIX MPOTOKOJIOB;

peanu3anus (BCTpOEHHAas! MOAJIEP>KKa) MPOTOKOJIOB ayTeHTU(DUKAIIMU U PaOOTHhI
¢ UG pOoBBIMH cepTU(hUKATAMU B yCTPONCTBE (TIPU HATTMYNH CETEBBIX (DYHKIIHIA).

Peasmsauust B MuHGpOpMalLlMOHHOH cucTeMe:

Mepa 3amuThI Knacc 3amumennoctu
uHopMaru K3 K2 K1
NAD.2
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VYceunenune MAD.2

HNA®.3 AyrenTudurkanms nojb3oBaresnei

Hean: Uckmrouenne aoctynma K WHGOPMAIMOHHOW CHCTEME IOJIh30BaTeleH,
HE MPOILEAIINX MPOLEAYPY ayTeHTU(DUKAIHH.

TpeGoBanusi k peanmmsanuu: AyTeHTU(DUKAIUS TOJIb30BATENIe  JOJDKHA
MPOBOJUTHCS MOCIIE UX UACHTUPUKALUYA B UHPOPMAITMOHHOM CUCTEME.

[lonb3oBaTen  MHPOPMALMOHHOM  CHCTEMBbl  JOJKHBI  OJHO3HAYHO
ayTeHTU(PUIUPOBATHCS JIJIS1 BCEX BUJIOB AOCTYIAa, KPOME TEX BUJIOB AOCTYyNa, KOTOPbIE
OTIPENICIISIIOTCS KaK JEUCTBUS, pa3peIlICHHbIC 10 UICHTU(UKAIIUY U ayTeHTU(DUKALIUU
B COOTBETCTBUU ¢ Mepol 3amuTthl nHGopmarmu YII/1.9.

AyTeHTu(UKAIUS TOJH30BaTEICH OCYIIECTBISETCS C YYETOM IOJIOKEHUMN
HamMoHAIbHBIX  craHgaproB ['OCT P 58833-2020 «3Bamura wuHbOpPMAIIUH.
Unentudukanus u ayrenrudukanus. O6mue nonoxenusi» u 'OCT P 70262.2-2025
«Mnentudukanus u ayreHTUGUKAIMSA. YPOBHU JOBEPUS AyTEHTUDUKAITUNY.

AyTteHTudUKaUsa sl TOJIb30BATENsl JOJDKHA MPOU3BOJIUTHCS TMPU KaXKIOM
3anpoce Ha JIOCTYNl B MH(QOPMALMOHHYIO CUCTEMY, a TaKkKe K pecypcaMm (0OBbeKTam
3aIuThl) MHQOpMAMOHHOW cucTeMbl. Hampumep, npu Bxoae B MHGOPMAILIMOHHYIO
CUCTEMY TIOJIb30BATENIb MPOXOJUT ayTEHTU(UKAIIUIO B ONEPAIMOHHON CHUCTEME,
a 3aTeM ayTeHTHU(PUKAIUIO MPHU 3aMpoce Ha JOCTYI K pecypcaM UHOOPMAIMOHHON
CUCTEMBI, TIOJl KOTOPHIMH TOHMMAIOTCS CHCTEMBbI YIpaBiieHus Oa3aMu JaHHBIX,
BEO-MOPTaJIbl, CUCTEMBI JIEKTPOHHOT'O IOKYMEHTO000POTa U UHBIE PECYPCHI.

[Ipu nokanbHOM A0cTyne B MH(POPMALMOHHYIO CUCTEMY, a TAKXKE K pecypcam
(oOBexTam 3aILUTHI) UH(OPMAaIIMIOHHON CHUCTEMBI BHYTPEHHETO
HEMIPUBUJIETUPOBAHHOTO TMOJb30BATENS JOJKHA KAK MHUHHUMYM OCYIIECTBISATHCS
npoctas (mapoJibHas) ayTeHTUPUKALINSL.

[Tpu ucmonp30BaHUM TIPOCTOM (MApPOJIbHOM) ayTeHTU(UKAIIMKN TTOIh30BaTeICH
JUTSL TOCTyna B WH(POPMAIMOHHYIO CHCTEMY M K pecypcaMm (OOBEKTaM 3aIllvThl)
WH()OPMAITMOHHOW CHUCTEMBI JIJIMHA TApoJisi JOJKHA ObITh HE MeHee 12 CHMBOJIOB.
Andasut maposeit He MmeHee 70 CUMBOJIOB, MAKCUMAaJIbHOE KOJUYECTBO HEYCIEIIHBIX
MOMNBITOK BBOJIa HEMPaBWJIBHOTO Mapoyist [0 OJOKUPOBKM YUETHOM 3amlucH
MOJIb30BaTeNs — 5, OJOKMPOBKA MPOTPAMMHO-TEXHHMUECKOTO CPEJICTBA WIIM YYETHOU
3aMMCH TOJB30BaTENsl B Cllydyae JOCTHXKEHMSI YCTAHOBJIEHHOTO MaKCHUMAaJIbHOTO
KOJIMYECTBA HEYCIEIIHBIX MOMBITOK ayTeHTU(UKAIMU Ha 15 MUHYT, CMEHA MapoJien
He Oonee yem depe3 90 mHeit. 3ampemaeTcsi MOBTOPHO HCIOJIB30BATh MApOJb IS
JAocTyna B HWH(MOPMALMOHHYIO CHCTEMY M K pecypcaMm (0ObEeKTaM 3aIlMThl)
UH(OPMAITMOHHOW CUCTEMBI.

3amura OOpaTHOW CBS3M «CUCTEMA-IOJIb30BaTENIb» B IPOILECCE MPOCTON
(mapoJsibHOM) ayTeHTH(UKAIMA O0ECIIEUMBACTCS HWCKIIFOYEHUEM OTOOpaKeHUs s
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[I0JIb30BATENsl JIEUCTBUTENBHOIO 3HAYEHUS] ayTEHTU(UKALMOHHOW HMH(pOpMaLUU U
(um) KoNMYecTBAa BBOJMMBIX IIOJB30BAaTEIEM CHMBOJIOB ayTEHTU(UKALMOHHON
uHpopManuu. BBoaumble CHMBOJBI Maposii MOTYT OTOOpaXaTbCs YCIOBHBIMHU
3HAKAMU «*», «*» WIA UHBIMU 3HAKaMHU.

Ycunennas ayreHTU(UKAIMs TOIb30BaTeNIed MOJKHA OCYIIECTBIATHCS MpU
CJIEIYIOIIUX YCIOBUSAX:

IpU yAAJIEHHOM JIOCTyIl€ B MH(OPMALMOHHYIO CUCTEMY, a TaKKe K pecypcam
(oObexTaM 3aIUTHI) uH(pOpMaITMOHHOM CHUCTEMBI BHYTPEHHETO
HENPUBUIIETUPOBAHHOIO NIOJIb30BATENS;

IPU JIOKAJIBHOM JIOCTYyINE€ B MH(OPMALMOHHYIO CUCTEMY, a TaKXKe K pecypcam
(oOBexTaM 3amKThl) THPOPMALIMOHHOM CUCTEMbI BHYTPEHHETO MPUBHIIETUPOBAHHOTO
MOJIb30BATENS;

IpU yJAJIEHHOM JOCTyNe B MHPOPMALMOHHYIO CUCTEMY, a TaKKe K pecypcam
(0ObexTaM 3aUThl) MHHOPMALIMOHHON CUCTEMBI BHYTPEHHETO PUBUIIETHPOBAHHOTO
II0JIB30BATEIIS.

[Tpu noctyne B MHPOPMAIIMOHHYIO CUCTEMY, a TakKe K pecypcaM (0O0beKTaM
3alUThl)  MH(GOPMALMOHHOW  CHUCTEMbl  BHEIIHEr0  HENPHUBWIETHPOBAHHOTO
MOJIB30BATENS IOJKHA OCYILIECTBIIATHCS MPOCTas (MmaposibHasi) ayTeHTU(DUKALHUS.

[Ipu goctyne B MH(GOPMAIIMOHHYIO CUCTEMY, a TaKKe K pecypcaM (0ObeKTaM
3alIUThI) HWHPOPMALMOHHON CHUCTEMBl BHYTPEHHErO  HENPUBHIECTUPOBAHHOIO
MOJIb30BATENSl ¢ MOOMJIBHBIX YCTPOMCTB, BXOISIIMX B COCTaB HH()POPMALMOHHON
CUCTEMBI, U C JINYHBIX MOOWJIBHBIX YCTPOMCTB JOJKHA OCYUIECTBIIATHCS YCHIICHHAs
ayTeHTU(PUKALIUS.

VYnaneHusld 10CTyNn B MH(GOPMAIIMOHHYIO CHCTEMY, a TakKkKe K pecypcam
(oOBexTaM 3auUThl) HMHPOPMAIMOHHOW CHUCTEMBbI BHYTPEHHUX NPHUBUIETHPOBAHHBIX
MOJI30BATENEH C TUYHBIX MOOUJIBHBIX YCTPONCTB HE JOMYCKAETCS.

B Tabnuue omnpeneneHbl BUIbI ayTEHTH(PUKALIMK, MUHUMAIBHO HEOOXOIUMbIE
JUTSL pa3HbIX TUIOB MOJb30BATENEH U YCIOBUHN JOCTyNa B UH(OOPMAIIMOHHYIO CUCTEMY
B 3aBUCUMOCTH OT KJIAcCa 3aIUIIEHHOCTH.

Bun
Tumn nonb3oBarens | Tum mocrymna [IpaBa nocrtyna ayTeHTU(PUKAINH

K3 | K2 | Kl
BuyTrpennun Jloxaneubi | HempuBuiierupoBaHHbIN 11 Yy Y
T0JIL30BaTElIb Ynanéunein | HempusuierupoBaHHbIN Y Y Yy
BuyTrpennun Jloxanbubi | [IpuBHIIErMpOBaHHBIN Y Y Yy
TOJIL30BATCIIb Vnanéunsii | [IpuBHIETHpOBAHHBIN Y Y | Y
Bryrpennun VYnanennsi | HenpuBunernposanneii | 11 Yy Yy
[10JIB30BATEIND C




65

MOOHJIBHOT'O
YCTPOWCTBA

Buemnuin Ynanéunein | HempuBunernpoBaHHbIM I Yy Yy
M0JIb30BATENh

[TpuHsATHIE 0003HAYECHMUS:

[T — mpocras (maponpHas) ayTeHTHPUKAIUS;

VY — ycunennas (aByxpakTopHas) ayTeHTU(DUKAIIHSL.

AyTeHTU(UKAIMS BHEUIHMX TMOJb30BaTeNied B UEMSIX MPEAOCTaBICHUS
rOCyIapCTBEHHBIX YCIYT OCYLIECTBISAECTCA B TOM YHCJE C HUCIOJIB30BAHUEM €IWHOM
CUCTEMBbl HJICHTU(UKAIIMK U ayTeHTU(HUKAIMU, CO3JaHHOM B COOTBETCTBUU
¢ nocranoBieHueMm IIpaButenbctBa Poccuiickoii ®@enepanuu ot 28 Hosa0ps 2011 r.
Ne O77.

B uHpOpManmoHHo#l cuctemMe JOMKHA 00eCreunBaThcs OJOKUPOBKA JOCTYIIA
K MHGPOPMAIIMOHHON CHCTeME Ui TOJb30BaTENCH, HE MPOUICAIINAX MPOUEAYPY
ayTeHTH(PUKALIMH.

B undpopmanmoHHOil cucTeMe AOMKHO OBITh pPEATIM30BAHO YIPABJICHUE
ayTeHTUQuKatopamMu  (ayTeHTU(GUKAIIMOHHOW  MHOpMaIlMeil)  MoJib30oBaTeleH,
BKJIIOYAIOIIIEE:!

U3MEHeHHe  ayTeHTU(uKanmoHHOW  uHoOpManu  (ayTEHTH(PUKATOPOB),
3aJIaHHON TPOM3BOAUTEISIMU W (WJIM) WCIOJB3YEMBIX TPH BHEAPCHHH CHUCTEMBI
3alUThl UHPOPMAIUU HHPOPMAITMOHHON (aBTOMATU3UPOBAHHOMN) CUCTEMBI;

TCHEPAINIO U BhIJIaYy ayTeHTU(GUKAITMOHHON HH(OPMAITUH;

OysiokupoBaHue  (MpeKpalieHue  JEeWCTBUS) U 3aMEHy  YTEPSHHBIX,
CKOMITPOMETHPOBAHHBIX UJTU TTOBPEKIEHHBIX ayTeHTU(HUKATOPOB;

OOHOBJICHUE ayTeHTU(PUKAIMOHHON HHPOpMaINK (3aMEHY ayTEHTU(HUKATOPOB)
C MEPUOIMYHOCTBIO, YCTAHOBJIEHHOM ONEpaTopoMm;

3alUTy ayTeHTU(PUKAMOHHOW WH(POPMAIMA OT HEMPABOMEPHOTO OCTYIa K
Hel U MoIU(UKaALUU.

AyteHTuduKaIus MoJib30BaTeNiell 00eCreunBacTCs MNPUMEHEHHEM BXOJISIIMX
B cOCTaB MH(OPMAITMOHHOW CUCTEMBI OTIEPAIIMIOHHON CUCTEMBI, U (WJIM) CPEICTB 3alUThI
uHPOpPMAIIMK  OT HECAHKIIMOHMPOBAHHOTO JIOCTYyNa, W (WJIM) CPEACTB 3alllUThI
uHpOpMaIK, 00ECTICUNBAIOIINX YIIPaBICHUE ayTeHTU(DUKAITMOHHON WH(POPMAIIHEH.

TpeGoBanus K JOKYMEHTHMPOBAaHHUIO: B dKCIUTyaTallMOHHON JOKYMEHTAlUM Ha
MH()OPMAIIMOHHYIO CUCTEMY JIOJDKHBI OBITh ONPE/IeIICHBL:

TpeOOBaHUS K ayTeHTU(UKAIINN TIOJIB30BaTENICH MPU OCYIIECTBICHUH IOCTYIIA B
WH()OPMAIIMOHHYIO CUCTEMY M pecypcaM (0ObEeKTaM 3aliuThl) HWH(OpMAIMOHHOMN
CUCTEMBI, BKJIIOYAIOLIME BUJ ayTEHTU(PUKAUMU JUIsI KaXJAO0rO THUIA IMOJIb30BATENIEH,
TUMA JIOCTyIa, PECYpCcOB (OOBEKTOB 3alUThI), K KOTOPHIM IOJIB30BATENb MOTyYaeT
J0CTYTI,
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COCTaB ayTEeHTU(UKAITMOHHON HHGOPMALIMH JUTSl KXKIOTO THIIA MOJIb30BaTENeH;

npaBuia QopMupoBaHus (CO3JaHUSI) YHUKAIbHBIX ayTEHTU(PHUKATOPOB,
UX  TPUCBOEHUS  TOJB30BATENIIM,  PETUCTpallMd  ayTEHTU(PHUKATOPOB B
WH(POPMALIMOHHON CHUCTEME;

MOPSATOK MPUBA3KY ayTeHTU(PUKAINOHHON HHPOPMAITUH K TIOJIB30BATEINIO;

NOPSAZOK  ayTeHTHU(PHUKAIMU, TOPSAOK  JCHCTBHI  NpU  BBISIBICHUU
HECOOTBETCTBUI, MpaBUiia €€ MPOBEICHNUS,

NepeuYeHb HCKIIOYEHUH W TOpAIOK JACHCTBUH B cilydae, e€ciu o0beM
ayTeHTU(PUKAIIMOHHBIX JAHHBIX HEJOCTATOYCH;

IpaBUJia XpaHEHUs, MOAJEP)KAaHUSA aKTyaJIbHOTO COCTOSIHUSI (OOHOBJICHMS)
ayTeHTU(DUKAIIMOHHOW HMH(pOpPMAIMU TOJIH30BATENICH, MEPUOJUYHOCTH OOHOBIICHUS
(akTyanu3aiuu), MecTa €e XpaHeHHUs, OpraHu3alliK J0CTyIa K HEll.

TpeOoBaHus K YCHICHUIO:

1) mpu peanuzanuu yCUJICHHOW ayTEeHTH(PUKAUUU NPUBHIECTHPOBAHHOIO
MI0JIb30BATENS MPU yJIAJI€HHOM JO0CTYIIEe TPeOyeTCsl HAJIMYKME Y N0JIb30BaTENsl BTOPOTO
¢dakTopa ayTeHTU(PHUKAUU — OJHOPA30BOr0 MapoJisl, CO3/1aBa€MOro ¢ MPUMEHEHUEM
yCTpOMCTBA ayTeHTU(UKAIINY, HAXOSAIIETO BO BIa/ICHUU MOJIb30BATEIS;

2) mpu peanu3alyyd YCUJIEHHOM ayTeHTU(UKALMH MPUBUIETHPOBAHHOTO
MOJIH30BATENS MIPU YAAICHHOM JIOCTYIE TpeOyeTCsl HAJIMYUE y MOJIb30BaTEINs BTOPOro
(dakTopa ayTreHTU(UKAIUU — BIaJeHUd (U3MYECKUM (aIapaTHbIM) YCTPOMCTBOM,
3HAHUE CEKpEeTa, TMOJTBEPKAAIOUIEr0 MpaBO BiaJACHUS (PACHOPSIKEHUS) HSTUM
YCTPOUCTBOM U (WJIN) €r0 OMOMETPUYECKUE JTAHHBIC,

3) pu JOKaJIBHOM JOCTYyIE B UHPOPMAIIMOHHYIO CUCTEMY, a TaKXKe K pecypcaM
(oOBekTam 3aIUThI) uHGOPMAIIMOHHON CHUCTEMBI BHYTPEHHETO
HEMPUBUJIETUPOBAHHOTO  MOJI30BATENsl  JIOJDKHA  OCYIIECTBIISITBCS  YCHIICHHAS
ayTeHTUUKaIus;

4) npu goctyne B ”HGOPMAIIMOHHYIO CUCTEMY, a TaKKe K pecypcaM (00beKTaM
3alIUThI)  WH(POPMAIIMOHHOM  CHUCTEMBbI  BHEIIHEro  MOJb30BaTeNls  JIOJHKHA
OCYILIECTBISITHCS YCUJICHHAS ayTeHTU(PHUKAIHS;

5) npu ylajJeHHOM JI0CTyIe B MH(POPMAIIMOHHYIO CUCTEMY, a TAaKXKe K pecypcaM
(o6bexTam 3aILNTBHI) UH(POPMAIIMOHHOM CUCTEMBI BHYTPEHHETO
HEMIPUBUJIETUPOBAHHOTO  MOJB30BATENsl  JIOJDKHA  OCYLIECTBISITBCA  CTpOTas
ayTeHTU(PUKALINH;

6) npu yAaJICHHOM JIOCTyIe B MH(OPMAIMOHHYIO CUCTEMY, a TaKXKE K pecypcam
(oOBexTaM 3amMThl) THGOPMALIMOHHOM CUCTEMbI BHYTPEHHETO MPUBUIIETUPOBAHHOTO
MOJIb30BATENS IOJKHA OCYILIECTBIISATHCS CTporasi ayTeHTU(UKALIUS;

7) B nH(OPMAITMOHHON CHUCTEME JOJIKHBI HCIIOJIb30BaThCS
aBTOMATHU3HPOBAHHBIE CPEICTBA, 00ECMEUMBAIOIIME KOHTPOJb MPaBHJ TE€HEpaluu
Y CMEHBI IapoJIeH MOIb30BaATEIEH;

8)B  uH(MOpPMAMOHHOW  CHUCTeME JIOJDKHBI  NPUMEHSThCS  CPEIcTBa
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LEHTPAIIM30BAaHHOTO  yMNpaBJIeHUs] ayTeHTU(UKaTOopaMu (ayTeHTU(DUKAMOHHON
uHdopMalueit) mosb3oBaTesnei;

9) ycTpolictBa ayTeHTHU(UKAIIMM HE JOJDKHBI BXOJUTH B COCTaB OOBEKTa
noctyna (B TOM YHCIE CPEJICTBO BBIYMCIUTEIBLHON TEXHUKH, KOHEYHOE YCTPOMCTBO,
MOOWMIJIBHOE YCTPOMCTBO) U JOJDKHBI OBITh (DM3UYECKHU OTIEICHBI OT HETO;

10) mpu peanuzanuu CTporod ayreHTU(UKanuu TpedyeTcss HaIuyue Yy
MoJIb30BaTeNsl BTOpOro (Qakropa ayTeHTU(DHUKAMKU — BIAJAEHUS (QUINYECKUM
(anmapaTHBIM) YCTPOMCTBOM C TOJJEPKKOM Kpunrorpaduu, HEU3BICKAEMbIM
3aKPBITHIM  KIIFOUOM, DHEPrOHE3aBUCHUMOW MaMsThIO JUIsl XpaHEHUs UU(PPOBBIX
ceprudukaroB, a Takke 3Hanue cekpera ([IMH-xoma yctpoiicta). Cpok nencTBus
nM(ppoBbIX ~ cepTU(PUKATOB  IPU  HUCIOJIB30BAHUM  aANlapaTHbBIX  CPEICTB
ayTEeHTU(PUKALUKA C HEU3BIEKAEMBIM 3aKPBITHIM KIFOUOM HE JOJDKEH MpPEBBIIATH 3
JEeT, B OCTAJIbHBIX ciy4yasx - He Oomee | roma. [Jlns peamusanmu  CTpoOroit
ayTeHTU(UKalUK B UHQOPMALIMOHHON CUCTEME C JJOMEHHOM apXUTEKTYpOH JIOJIKHBI
OBITb Pa3BEPHYTHl KOPIIOPATHUBHBIM IEHTP BBIMYCKA, OOCITYXKHUBAaHUS W BaJMJAlUU
nudpoBeIXx  ceptudukaToB  jgoctyna  (LEHTp  cepTUdHUKAIMH),  CHUCTEMa
[EHTPAIIU30BAHHOTO YIPABJICHUS KU3ZHEHHBIM IIUKIJIOM ITU(MPOBBIX CEPTUPUKATOB U
cpeactB ayreHtudukanuu. Ha KIMEHTCKONW CTOpOHE JOJDKHA ObITh oOecredeHa
MOJAJIEP)KKAa HEOOXOAUMBIX KpPUNTOTpaUUECKUX MPOTOKOJIOB ayTeHTU(PHUKALUU
(manpumep, Kerberos, TLS) ¢ ucnosibzoBanuemM uu@poBbIX cepTUPHUKATOB U CPEICTB
cTporoit ayreHTudukanuu. [Ipu oTcyTCcTBUM (MM HEBO3MOKHOCTH) B3aUMOICCTBUS
C LIEHTPOM CepTU(UKALINH, BBIMOTHIIOMMNM (PYHKIUIO TPEThEN TOBEPEHHON CTOPOHBI,
MH(pOpPMaLlMOHHAsT CHCTEMa MOXKET HCIIOJIb30BaTh CIHUCKH JIEUCTBUTENBHBIX U
AHHYJIMPOBAHHBIX (OTO3BAHHBIX) CEPTU(MUKATOB WU JIPYTM€ METOJBI MPOBEPKU
ayTeHTUPUKaUMOHHON uHpopMauuu. i1 MH(GOPMAIMOHHBIX CHUCTEM, B COCTaB
KOTOpbIX BXOAMT MeHee S50 pabouux MecT, B KOTOPBIX OTCYTCTBYET JOMEH
0€30MacHOCTH U LIEHTP cepTU(PUKALNU, 1JI1 BHYTPEHHUX MOJIb30BaTENEH I0IyCKAeTCs
MPUMEHEHUE YCWICHHOW ayTeHTU(UKALMK C HMCIOJb30BaHUEM KOMIIEHCHUPYIOIIMX
Mep 3alIUThl HH(OPMAIIUH, YCUITUBAIOLIUX MPUBSI3KY MOJIb30BATENS K HCIIOIb3yEMOMY
uM  (QusnueckoMy (ammapaTHOMy) cpeactBy ayreHTudukamuu. Hampumep,
WCIIOJIb30BaHNE OMOMETPUU WM MOOWIIBHOTO TenedoHa TOJIb30BaTeNisi B KauyecTBE
BTOpPOro (akrtopa ¢ YCTAaHOBJICHHBIM MPUIOKEHUEM-TEHEPATOPOM OAHOPA30BbIX
naposiei, monydeHueM SMS, push-yBegomiienuii;

11) B uHbOpManMOHHOW cHUCTEME JOJKHBI OBITb OIpEAENIEHbl MEpbl
M0  HUCKIIOYEHHIO  BO3MOXKHOCTHM  HUCIOJB30BAaHUA  TOJB30BATENISIMH X
UIECHTU(UKATOPOB M aAyTCHTH(PUKANMOHHON  WHbOpMAM B JPYTHUX
WH(POPMALIMOHHBIX CHUCTEMAX.

Peasmmsauust B uHGpopMalmoOHHO# cucTeMe:

Mepa 3amuTh Knacc 3ammmenHoctr
uHpopMaru K3 K2 K1
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NAD.3 + + +
VYceunenne MAD.3 1

NA®D.4 AyrenTnpukanus ycTpoicTs

Hean: Uckmouenue JOCTYyTIa K uH(OPMAIMOHHBIM cucTeMam
U cojepkalieics B HUX HUHGOpMAIMK YCTpoHcTBaM (IIpOrpamMMHO-anmapaTHbIX
CpelcTBam), He MPOIIEIINM MPOLEAYPY ayTeHTU(UKAIUY.

TpeGoBanusi k  peanmm3zanum: AyTeHTU(PUKAUWA  YCTPOMCTBA  JOJDKHA
IPOBOAMTHCA TOCIE WIACHTU(PHUKAIUU YCTPOWCTBA W €ro PErucTpalud B
MH()OPMAIMOHHON CHUCTEME.

AyTeHTU(UKAMSA U1 KaXJ0ro YCTPOHCTBA JOJDKHA MPOU3BOAMUTHCS IpU
Ka)KJOM 3aIlpoce Ha €ro MOAKIIYEHHE K MH(POPMAIMOHHOM CHUCTEME U /10 Hayaia
MH(})OPMATMOHHOTO B3aUMOJEHCTBUSA C HEH.

[ToaxntoueHne K WHOOPMAUMOHHOW CHUCTEME YCTPOWCTB, HE MPOILIEAIINX
MpoLENypy ayTeHTU(PUKALUU, HE JOITYCKAETCS.

B uHdopmanmoHHOW cucTteMe JOJKHBI  OBITh  ONpPENENEHBl  CHOC00
ayTeHTU(UKALUA YCTPOWCTB U IpPUMEHSEMbIE MNPOTOKOJBl ayTeHTU(uKanuu. B
npouecce ayTeHTU(UKAIMU YCTPONUCTB JTOJIKHBI MCTIONB30BAaThCs MOAACPHKUBAECMbIE
MU TIPOTOKOJIBI ayTeHTuukamu (nanpumep, EAP, 802.1x, CMP, EST, ACME, MS-
WSTEP, TLS, DTLS u apyrue npoToKOojbl ayTEHTU(PUKALINN).

AyteHTH(UKaIUs YCTPOUCTB 00ECIEUMBAETCS TPUMEHEHUEM BXOJISIIMX B COCTAB
MH(POPMALMOHHOW CUCTEMBI ONIEPALIMOHHON CUCTEMBI, CPEJCTB 3aILMThl HHPOPMALIUU OT
HECaHKIMOHUPOBAHHOTO JIOCTyma. Peamu3aimss Mepbl 1Mo ayTeHTU(UKAMH YCTPOWCTB
JOCTUrAeTCsl MIPUMEHEHUEM OJIHOIO MJIM COBOKYITHOCTH ITPOrPAMMHBIX, IPOTrPaMMHO-
anrnaparHbIX CPEACTB.

TpeGoBanusi K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON JTOKYMEHTAllMM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITH OMPEIEIIECHbI:

MecTa pa3MEUIeHUs] YCTPOWCTB, HAXOIALIUXCS BHYTPU HH(POPMALMOHHON
CUCTEMBI U 3a €€ IIEPUMETPOM;

Croco0bl ayTeHTU(UKAIIMN YCTPOUCTB;

JNEHCTBUS aJMHUHHCTpATOpa IO HACTPOMKE U KOHTPOJIO (YHKIIMOHUPOBAHUS
CHoco00B ayTeHTU(UKALIUU YCTPOUCTB;

JNEUCTBUS aAMUHUCTPATOpa B CIIy4ae yTEpH, MOJIOMKH, BBIBOAA YCTPOMCTB M3
JKCIUTyaTallul W (WJM) KOMIIPOMETAlMu ayTeHTU(UKAIMOHHOW HH(POpMALIMU
YCTPOWCTB;

IpaBUJIa U MPOLIETYpPbl YIPABIECHUS CPEICTBAMU ayTEHTU(UKALUU YCTPOUCTB;

NOPSIOK OCYILECTBIICHUS MEPONPUATHIA 110 MOHUTOPUHTY U ayIUTy JACUCTBUI
aAMUHUCTPATOPOB U IOJIb30BATENEH, CBSI3aHHBIX C OOCIYKUBAHUEM M YKU3HEHHBIM



69

LIUKJIOM ayTeHTU(UKALMOHHOW NH(OPMALIUU U CPEACTB ayTEeHTU(PUKAIINH;

IPOLEAYPHI SKCIUTyaTallU CUCTEMBI LIECHTPAIM30BAHHOTO YIIpaBJieHUs (TIpU ee
HaJUYuN).

TpeOoBaHus K YCHIICHUIO:

1) cMeHa ayTeHTHU(UKAIIMOHHBIX JAaHHBIX YCTPONCTB HE pexe ueM OJIMH pa3 B
rof;

2) peasnnzanus ayTeHTU(UKALUU YCTPOMCTB C UCII0JIb30BaHUEM
KpUNTOrpauyeCKuX MPOTOKOJIOB ayTEHTU(PUKALIUY;

3) peanu3anusi ayTeHTU(QUKALKUU C HCIOJIb30BAHUEM TPEThEW JOBEPEHHOU
CTOPOHBI (KOPIOPATUBHOIO LIEHTPa CEPTUDUKAIINN);

4) UCIIONIB30BAHUE CHUCTEMBI LEHTPAJIM30BAHHOTO YIIPABICHUS KW3HECHHBIM
LUKJIOM LHU(PPOBBIX CEPTU(PHUKATOB, JIEKTPOHHBIX HIACHTHU(PUKATOPOB, BCTPOECHHBIX
MOJTyJie 0€30MaCHOCTH.

Peanusanusi B ”H(pOPMALIMOHHOM cUcCTEMe:

Mepa 3anmThl Krnacc 3amuieHHocTu
uHbopMaIuu K3 K2 K1
NAD.4
Ycunenne UAD® .4

4.2. Ynpasiaenue gocrynom (YIII)
YIIA.1 Peanusanusi MoJe/ I YIPABJICHHUS 10CTYIIOM

Hean: Onpenenenue U peaau3anusi MOJACIN YIPABICHUS TOCTYIIOM CYObEKTOB
K 00BbEKTaM JI0CTyIa B HH()OPMAITMOHHON CUCTEME.

TpeboBanus k peanusanuu: B undopmanmonHoii cucteme M0KHA OBITh
peann3oBaHa MOJIENb YIPABICHUS JOCTYIOM, (JOpMaTU3yIOIlas METOIbI YIIPABICHUS
JIOCTYTIOM, THIIBI JIOCTyHa CyOBEKTOB K OOBEKTaM JIOCTyIla W MpaBuiia yIpaBJIeHUS
JOCTyTa CyOBEKTOB JIOCTyIa K 00bEKTaM JIOCTYTa, peajiu3yemMblie B HH(OPMaIlMOHHON
CUCTEME.

Pa3paboTka Mojenu ynpaBiieHHs AOCTYIOM OCYUIECTBISIETCS C Yy4E€TOM
MOJOKEHUM  HaruoHalbHBIX cTaHgaptoB ['OCT P 59453.1-2021 «3amura
uHpopmaruu. DopmanbHas Mojeiab ymapasieHus poctynoMm. Yacte 1. OOmue
nonoxeHus», [OCT P 59453.3-2025 «3amurta uadopmainmu. GopmanpHas MOETb
yropasieHus noctynoM. Yacte 3. PekoMmenganuu no pa3padoTKe».

B undopmanronHoii cucteme J0JKHBI ObITh peagTu30BaHbl OJIMH U HECKOJIBKO
METOJIOB YIIPABJICHUSI IOCTYTIOM, K KOTOPBIM OTHOCSITCSI:

JUCKPELMOHHBIN METOJ] YIIPABIEHUS JOCTYIIOM;

POJIEBOI METOJ1 YIIPABICHHUS TOCTYIIOM;

MaHJIaTHBIA METO]T YIIPABJIEHUS JI0CTYIIOM;
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aTpUOyTHBIM METOJ YIIPaBICHUS JOCTYIIOM.

B wundopmanmoHHol cucTeME B 3aBUCMMOCTH OT pEAIU3yeMbIX METOJIOB
yIOPaBJICHUS] JOCTYIIOM HEOOXOJUMO OIpPEACNUTh HECKOJIbKO M3 YKa3aHHBIX
KPUTEPHUEB:

THUIIBI CYOBEKTOB U OOBEKTOB JIOCTyMa (HAIpPUMEp, MOIL30BaTEIN, YCTPOUCTBA,
MPWIOKEHUS (TIPOIECChI), DAkl U UHBIE CYOBEKTH U OOBEKTHI JIOCTYTIA);

TUMBI YYETHBIX 3amuced (posie) CcyObeKTOB JocTyna (BHYTPEHHETO
M0JIb30BaTels, BHEIIIHETO MOJI30BATES; HENPUBUJIETUPOBaHHAS,
NPUBUJIETUPOBAHHAS; IOCTOSIHHAS, BpEMEHHas!, TOCTeBast U (MJIM) UHBIE THUIThI YYETHBIX
3anucel CyObEKTOB JIOCTYIA);

TUIBI JOCTYIa CYOBbEKTOB K 00BbEKTaM JoCTyma (IpaBa gocTyna) (Hampumep,
ofepaly MO YTEHUIO, 3aIlMCH, yNaJCHHUIO, BBINOJHEHHUIO, aIMUHUCTPUPOBAHUIO,
AKCIIOPTY/UMIOPTY JTaHHBIX, CO3JAHUIO PE3EPBHBIX KOMWUW, M3MEHEHHIO IOJHUTHK
0€30MacCHOCTH U UHBIE TUIIBI JOCTYIA CyOBEKTOB IOCTYIA K 00BEKTaM J0CTYIIA);

npaBuia pasrpaHUuEHUs] JOCTyIMa CYyOBEKTOB JOCTyHa K OOBEKTaM J0CTyra
B MH(QOPMAIIMOHHOM CHCTEME B COOTBETCTBUU C 33JIaHHBIMU METOJAMH YIIPABICHUS
JOCTYIIOM.

Mogens ynpaBieHus JOCTYIIOM JIOJDKHA IIEPECMATPUBATHCA €KETOTHO WK TIPU
BHECEHUU W3MEHEHUN B METOJBI M THUIMBI CYOBEKTOB M OOBEKTOB JOCTYIA, a TAKXKe
THUIIBI TOCTYTA CYOEKTOB K 00bEKTaM JIOCTYTIA.

B urdopmamonHoii cucteme 10bKHA OBITH peann30BaHa MOJENb YIPaBICHHS
JIOCTYIIOM 3a CUeT MPUMEHEHHS B UH(POPMAITMOHHOUM CHCTEME OTEePAIlMOHHBIX CUCTEM,
CUCTEM yIOpaBjieHHs 0a3aMHM JaHHBIX, CpPEJICTB BUPTYyaJU3allMH, CPEJCTB
KOHTEWHEPU3alluh, CPEJACTB JOBEPEHHOW 3arpy3k, WHBIX CPEICTB 3allUThI
nH(popmanuu.

Tpe0oBaHUs K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON TOKYMEHTAIIMM Ha
MH(OPMAIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTIPE/ICTICHBI:

UCTIONIb3yeMbI€ METO/IbI YIPABIECHUS TOCTYIIOM;

NepeyHu CyObEKTOB U OOBEKTOB JIOCTYIIA;

mpaBujia yIpaBieHUs JOCTYIIOM CYOBEKTOB JOCTyIa K 00bEKTaM J0CTYTIa;

CpeIcTBa 3alMThl MHGOPMAINK, peaTu3yIoNue TpaBWwiIa YIPaBICHUS
JTOCTYIIOM.

TpeOoBaHus K yCHIICHUIO:

1) Mogens ympaBieHHUs JOCTYIIOM JAOJDKHA OBITH COTJIACOBaHA C MOJCISIMU
J0CTYyTIa, IPUMEHSIEMBIMH B OTICPAIIMOHHBIX CUCTEMAaX, CHCTeMax yrpaBlieHus 0azamu
JAHHBIX, CPEJICTBAX BUPTYAIH3aIlMU, CPEICTBAX KOHTCHHEPU3AINN, HHBIX CPEICTBAX
3a1uThl HUHGOPMAIIUY;

2) MOeNb  YTIpaBJICHHUST JIOCTYIIOM JOJDKHa OOECIeuuBaTh peaau3aluio
yIOpaBIEHUS JOCTYIIOM MEXIY CyOBeKTaMu U OOBEKTaMH JIOCTYIA, SIBISIOIIMMHUCS
yCTPOUCTBaMHU U (W) MIPUIIOKEHUSIMU;
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3) MoZieNib  YOPABJIECHHS] JOCTYIOM JIOJDKHA PEaNM30BBIBATHCS Ha YPOBHE
CErMEHTOB HMH(pOPMALIMOHHON CHUCTEMbl (MUKPOCEIMEHTOB, HH(POPMAIMOHHBIX
pPECypCOB, TMPUJIOKEHUN) TIyTEM TMPUMEHEHHS MEXKCETEBbIX JKPAaHOB YpPOBHS
MPWIOKEHUH, MHOTODYHKITMOHATBHBIX MEKCETEBBIX IKPAHOB YPOBHS CETH, CPEIICTB

BUPTYaJU3aLUU.
Peanu3anusi B MH(pOPMAILMOHHOM CHCTEMe:
Mepa 3anmTsl Kitace 3amuimeHHocTu
uHopMaru K3 K2 K1
VIIIA.1 + + +
Ycunenne YIIJI.1 1,2 1,2

VII/I.2 PasrpanuyeHue ¥ KOHTPOJIb MPAaB 10CTyna

Henb: Peanuzanys NpuHIKUIIOB MUHUMHU3ALHN [IPAB TOCTYIIA U pa3srpaHUYCHUS
IIpaB JOCTYIIa PU peaanu3aliyi MOJIETU YIPABICHUS JOCTYIIOM CYObEKTOB K OOBEKTaM
JOCTyTa B UH(POPMALIMOHHOW CHUCTEME.

TpeOoBanuss k peanuzanum: PasrpaHndeHHe W KOHTPOJIb IMpaB JOCTyNa
pean3yroTCsl Ha OCHOBE MOJENIM YIpPaBJCHHUS AOCTYNOM M JOJKHBI 00€CIeYrBaTh
YIPABJIEHHE JOCTYIIOM MOJIb30BATENEHN U 3aITyCKAEMBIX OT UX UMEHU IPUIIOKEHUH NTPU
aoctyne (Bxoze) B MHPOPMAIIMOHHYIO CUCTEMY U Pa3JIMYHbIX THUIAaX MOCIEIYIOIIETO
J0CTyTa B UHPOPMAIIMOHHOW CUCTEME:

K [POrpaMMHO-aINapaTHbIM CPEICTBAM, MAIIMHHBIM HOCHUTEISIM MH(OpMaLun
U yCTPOMCTBAM;

K 00BbeKTaM (PaitIoBBbIX CUCTEM;

K 3aIlyCKaeMbIM U UCIIOJIHSAEMBIM (paiiiaM MpUI0KEHUH;

K MH(GOpMaIH B CUCTEMaxX yNpaBieHUs Oa3aMH JaHHbBIX;

K ITapaMeTpaM HaCTPOMKHU CPEACTB 3alUThl HHPOPMAaIIUH;

K CHCTEeMHBIM JKypHajaM, >KypHajlaM TMpHJIOKEHUH, >KypHaisaMm COOBITHI
0e301acHOCTH;

K JOCTYIIHBIM MOJIb30BAaTENsIM, YCTpPOWCTBAaM M IpwioxeHusaMm, API-
uHTepPeiicam;

K Cpe/ICTBaM YJaJICHHOI0 aIMUHUCTPUPOBAHUS;

K 00BEKTaM J0CTyna B BHPTyaJIbHOM HMH(pacTpykType (Hampumep, oOpazam
BUPTYaJIbHBIX MAaIlIMH, CPEACTBAM BHPTyalIU3allMM, 3alylICHHbIM BUPTYaJIbHBIM
MalllHaM);

K 00BEKTaM J0CTyIna B KOHTEHHEpHOW MH(MpacTpykType (Hampumep, oOpazam
KOHTEHHEPOB, CpeACTBaM KOHTEWHepu3aluu (OpKecTparopam), 3amyleHHBIM
KOHTEHUHEpaM);

K MHBIM ONPEJEICHHBIM B MHPOPMAIMOHHON CHUCTEME CyObEeKTaM U O0ObEKTaM
JOCTYTIA.
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B undopmarimonHoi cucteme A0KHbI ObITh 00€CTICUCHBI:

pasrpaHuYeHue MpaB AOCTYIAa HENPUBWIECTMPOBAHHBIX M MPUBUIIETUPOBAHHBIX
[OJIb30BaTeNei, B TOM 4YMCJIE aJMUHUCTPATOPOB, aIMUHUCTPATOPOB O€30MAaCHOCTH,
o0ecrnieunBarOUX (QPyHKIMOHUPOBAHHE HH()POPMALMOHHONW CHUCTEMBI TEXHUYECKHX
CHELUAIHNCTOB;

MUHHMH3AIHS TIPaB TOCTYIa CyObEKTOB JAOCTYIA K 00BEKTaM JOCTYTIA.

B undopmanronHoi cucreMe 10JIKEeH ObITh YCTAHOBJIEH 3aIIPET UCTIOIb30BAHUS
[0JIb30BAaTENSIMU MH(OPMALITMOHHON CUCTEMBI I'PYNIOBBIX (OOIIMX) YUYETHBIX 3alIMCEN
U YYETHBIX 3aIIUCEH, 3a/1aHHBIX 10 YMOIYaHHIO, IOCPEICTBOM OTKIIIOUEHHUS (YAAJICHUS)
JAHHBIX YYETHBIX 3alKcell B MHPOPMAIIMOHHOW CUCTEME.

B unbopMaimoHHo#l cucTeMe MODKHBI OBITH TEPECMOTPEHBI OTPAHUYCHUS
W 3anpeThl JCUCTBUU ISl TOJB30BATENIEM C UENbI0 AaKTyalu3alud IPaBUII
pasrpaHUYeHUsT ¥ MHUHUMHU3ALMU TpPaB JOCTyNa €XKEroJHO WIM TpPH BHECECHUH
M3MEHEHUI B METO/Ibl U TUIIbI CyOBEKTOB U OOBEKTOB JOCTYIIA, @ TAK)KE THUIIBI IOCTyIa
CYOBEKTOB K 00BbEKTaM JOCTYIIA, U MIPU CYLIECTBEHHOM U3MEHEHUH YMCIIa U COCTaBa
rpymni cyObeKTOB U OOBEKTOB JOCTYTIA.

TpeOoBanus K TOKYMEHTHPOBAHMIO: B SKCIUTyaTallMOHHOW TOKYMEHTALUM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBbITh ONPE/IEIIECHBI:

00s13aHHOCTH ((PYHKIIMU) MOJIB30BaTENEH (posieil) UHPOPMATMOHHON CUCTEMBI;

npaBa JOCTyNa, MUHAMAJIbHO HEOOXOAMMBIE MJisi BBHIMOJTHEHUS OOS3aHHOCTEH
(pynkumit) monws3zoBaTenen (poseil) nHGOPMAIMOHHON CUCTEMBI;

paBa I0CTyna, MUHUMaJIbHO HEOOXOAUMBbIE AJ1s1 (PYyHKIIMOHUPOBAHUS YCTPOICTB
Y IPWIOXKEHUN B MH()POPMAITMOHHON CUCTEME;

OPUHLMIBL  pa3rpaHUYEHHUs  OpaB  JOCTyNa  HENPUBWIECTMPOBAHHBIX
Y TPUBUJIETUPOBAHHBIX MOJIb30BaTenel (poseil), B TOM 4YHUCle aJIMUHUCTPATOPOB,
aIMUHUCTPATOPOB 0e30MacHOCTH, o0ecreunBarOIINX (YHKIIMOHUPOBAHKE
WHGOPMAITMOHHON CUCTEMBI TEXHUYECKHX CIICIIUAINCTOB,;

OTpaHUYEHHUS U 3aMpeThl ISl KaXA0ro cyOobekTa (poju) U 0O0bEeKTa JIOCTYIa,
HCIOJIb3yEeMbIX B MH(OPMAIIMOHHOI CHUCTEME.

TpeGoBaHusi K yCHICHHIO:

1) B mHpOpMAaIIMOHHONW CHCTEME JIO/DKHA OBITh OOccIedeHa peaau3aus
OTPaHWYCHUU W 3alPETOB COBMEIICHUS OJHUM TIOJb30BaTeNleM WH(POPMAIIMOHHON
CUCTEMbl HENPUBUJIIETMPOBAHHBIX O0OsI3aHHOCTEM 1O 00paboTke MHpOpMaLUU
¥ TIPUBUJICTUPOBAHHBIX OO0S3aHHOCTEH TIO AJAMHHHUCTPUPOBAHUIO, O00ECIIECUYECHUIO
0€30MacHOCTH, 00ECTIEUEHNIO (PYHKITMOHUPOBAHUS UH(OPMAIIMOHHON CUCTEMBI;

2) B nH(OpPMAIIMOHHON CHCTEME JIOJDKHA OBITh 0OecIieueHa MUHUMM3AIINS TIPaB
CYOBEKTOB M OOBEKTOB IOCTYTIA, SIBISIOIIMXCS YCTPOMCTBAMU U MPUIIOKEHUSIMHU, B TOM
YHCIe CPEACTBAMH 3aIIMThl MHPOpPMAIMH, a TAKXKE TEXHUYECKUMH KOMIIOHEHTaMHU
MH(POPMAIIMOHHON CHCTEMBI, TAKUMU KaK CpEICTBAa YIpaBlIeHUS Oa3aMH JIaHHBIX,
KOHBEHephl pa3pabOTKU, TECTUPOBAHUS U JOCTaBKU IPOrPAaMMHOIO 0OECIIEYEHHs,
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XpaHWINLIA CEKPETOB, AJIEMEHTBl CETEBOM MH(PPACTPYKTYphl, 00JayHbIE CEPBUCHI U
CpeICTBa aJMUHUCTPUPOBAHMSI, B TOM YMCJIE Ha YPOBHE TUIIOB JOCTyNa K (paiimam u
nporeccaM IPWIOKEHUH B ONIEPALIMOHHON CUCTEME;

3) B uHQOPMAIIMOHHON CHCTEME JO0KEH ObITh OMpeIesieH MPUBUIICTUPOBAHHBIN
I10JIb30BAaTeb (IJIABHBIA aIMUHUCTPATOP ), UMEIOIINN PaBa M0 Mepeaayde MOJTHOMOYHMA
[0 aJIMUHUCTPUPOBAHUIO HH(POPMAIMOHHOW CHUCTEMBI W CHUCTEMBI 3allUTHI
UHpOpMAIMM IPYTMM JIMIAM U OCYLIECTBISIOUIMI KOHTPOJb 32 HCIOJIb30BAaHHEM
NIEPEIaHHBIX ITOJIHOMOYHH.

Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
VIIIA.2 + + +
Ycunenune YII/.2 1 1,2

YII/1.3 YupasiieHHe y4eTHBIMH 3aIIUCAMHA

Henanb: YnpapieHne >kM3HEHHBIM LUKJIOM YYETHBIX 3aIIMCEN CyOBEKTOB TOCTYIIA
B NH(OPMALITMOHHOM CHCTEME.

TpeGoBanus k peanusanuu: YNpaBieHUE YYETHBIMU 3alUCAMU CYOBEKTOB
JOCTyIa B HH(POPMAIIMOHHOM CUCTEME JTOJDKHO 00SCIICUnBaTh:

CO3/1aHUE, HAa3HAuYeHHe, aKTUBAIMIO, OJOKUpPOBAaHHE U YAAJCHUE YUYETHBIX
3ammcei;

YYET YUETHBIX 3aIHCEM;

BepU(pUKALMIO TMOJdb30BaTeNell (MPOBEPKY JMYHOCTH TOJb30BATENs, €ro
(YHKIMOHAIBHBIX 00S3aHHOCTEN ) TPH 3aBEICHUN YYETHOU 3aIHCH;

BepU(PUKALIMIO KOMIOHEHTOB HWH(OPMAIIMOHHOW CHCTEMBI, TaKHMX Kak
YCTPOWCTBA, MPWIOKEHUs, Ui KOTOPBIX CO3/aeTcsl (TEXHOJOTHMYecKas) ydeTHas
3aIHCh;

Ha3Ha4YeHHe, U3MEHEHUE, YaJIeHUEe TIPABUJI IOCTYIIa YYETHBIX 3aluCei;

OOBbEIMHEHHWE YUYETHBIX 3amMceid B TPYNIbl YYETHBIX 3amuceil (mpu
HEOOXOIUMOCTH);

NEePECMOTp MPaBWJI JOCTYIA YUETHBIX 3allMCEN U TPYII YYETHBIX 3aIHcei;

PETUCTpAINIO COOBITHII O€30MacHOCTH, CBA3AHHBIX C YIPABICHUEM YYETHBIMU
3aMHACAMH.

B undopmanmonHoil cucreme AOKHBI HCTIOIb30BaThCS CPEACTBA YIPABICHHUS
YUETHBIMM 3aIIUCSIMU MOJIb30BATEIIEH.

TpeGoBanus K JOKYMEHTHPOBAaHHUIO: B dKCIUTyaTallMOHHON JOKYMEHTAallUM Ha
MH()OPMALIMOHHYIO CUCTEMY JIOJKHBI OBITh ONPEIEIICHBL:

MOPSIIOK  Bepu(UKAIIMM W AKTUBAIIMM YYCTHBIX 3alUCed IOJh30BaTEeleH,
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YCTPOMCTB, NPWIOKEHUH MpU CO3JaHUU YYETHOM 3amucu B HHOOpPMAIMOHHOU
CUCTEME;

NOPSAJIOK  CO3JaHMs, AaKTUBAllMK, OJIOKUPOBAHMS, YIAJICHUS, Ha3HAYCHUS,
MEPECMOTPa, U3MEHEHHSI BUAOB, TUIIOB U MIPABWII JOCTYIA YUETHBIX 3aIIUCEH;

MOPSAZOK BEIEHUs >KypHala peanu3anuu (QyHKUUNA (aIMUHUCTPATUBHBIX
JeNCTBHIN) 3aBe/ICHNS, aKTUBAIIMH, OJIOKUPOBAHUS U YAaJCHUS MPUBUICTUPOBAHHBIX
YUETHBIX 3alUCEN;

MOPSAOK YBEAOMIIEHUS aAMUHUCTPATOPOB, OTBEYAIOIIMX 34 YIPABICHUE
U KOHTPOJIb HAaJl YYETHBIMHM 3alUCSIMU TMOJIb30BATENCH, 0 peanu3auuu (GyHKIUNA
10 YNPABJIECHUIO YYETHBIMU 3aIIUCAMU;

NpOLEIYypbl aHadu3a >KypHAJIOB O€30MACHOCTU [JIsl BBISBIICHUS HapyLICHUI
1 cOOBITUI 0€30MaCHOCTH U MPOLIEIYPbl pearnpoBaHusl HA HUX;

TpeOOBaHUSI K JOTOBOPHBIM JIOKYMEHTAM U COTJIAIIEHUAM 00 HHPOPMAIIMOHHOM
B3aUMOJECUCTBUM IIpM IOJAKIIOYEHUM BHEIIHUX II0JIb30BATENIEH, YCTPOMWCTB,
MPWIOKEHUHN K HH(DOPMAITMOHHON CHUCTEME.

TpeboBaHus K yCHIICHUIO:

1) B MUHQOPMAIIMOHHOM CUCTEME IOJKHO OBITh PEAIN30BAHO LIEHTPATU30BAaHHOE
YIPABJICHUE YYETHBIMH 3aIUCSIMH MOJIb30BaTENIEN C UCIOIB30BAHUEM ITPOrPAMMHOIO
oOecreyeHus HEHTPAIN30BaHHOTO YIIPABJIEHUSI YUETHBIMU 3aMUCSIMU;

2) B uH(OPMAIMOHHON CHUCTEME JOJIKHO OBITh PEaTM30BAHO LIEHTPATIN30BaHHOE
VIOPABJICHUE YYETHBIMU 3alMCSIMU YCTPOMCTB, MPUIOKEHUH C HCIOJIb30BAHHEM
MIPOrpPaMMHOT0 O0ecTeueHus IIEHTPAIM30BAHHOTO YIIPABICHUS YUETHBIMU 3aITUCSIMHU.

Peasmzanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
VIIJI.3 + + +
Ycunenune YII/.3 1 1,2

YII/1.4 Orpanunyenue HeyCIEUIHBIX M HEPerJiaMeHTHPOBAHHBIX
NONbITOK A0CTYNIA B MH(POPMALHOHHYIO CHCTEMY

Heanb: 3amura “HGOPMALIMOHHON CUCTEMBI MOCPEICTBOM OrPAHUYECHUN TMpaB
J0CTyna CyOBEKTOB JOCTYIA, MPEBBICUBIIMX YHUCIO HEYCIEUIHBIX MOMBITOK AOCTYIIa
B HMH(POPMAIMOHHYIO CHCTEMY JHOO OCYHIECTBISIOIIUX MONBITKH JOCTYIa
B MH(OPMALIMOHHYIO CUCTEMY B HEPETJIAMEHTHPOBAHHOE (HEUITATHOE) BPEMSI.

TpeboBanus k peasmsanmu: B nHopMannoHHONW cucTeME JOJDKHO OBITh
o0ecreueHo orpaHMyYEHuUeE MpaBa JocTyna CyObeKTOB JOCTYIa, IPEBBICUBIINX YUCIIO
HEYCIEUIHBIX MOMBITOK JOCTyNa B MH()OPMALMOHHYIO CHUCTEMY 3a YCTaHOBICHHBIN
B MH(OPMAILIMOHHON CHCTEME MEPHOJ] BPEMEHHU.
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OrpaHuueHue npas A0CTyNa JI0HKHO PEAIM30BbIBATHCS B OTHOIICHUU:

CyOBEKTOB JOCTyNa, SBISAIOMIMXCA TIOJIb30BATENISIMU W YCTpOWMCTBaAaMU
UH(OPMAITMOHHON CUCTEMBI,

CyOBEKTOB JocTyna (HapylIIUTENeH), OCYIECTBISIONINX MOMBITKH MOJy4YeHHUs
HECAaHKIIMOHUPOBAHHOTO JIOCTYMa K MH()OPMAIIMOHHOW CHUCTEME C HCIOIb30BAHHEM
B3aMMOJICHCTBYIOIUX ¢ HH()OPMALIMOHHON CUCTEMON YCTPONUCTB U MPUIOKECHHI.

OrpandueHue TmpaB JIOCTyma B HHMOPMALMOHHYIO CHCTEMY JOJIKHO
BBITIOJIHATHCS TTOCPEJICTBOM aBTOMATHYECKOTO aHaliu3a COOBITHI MOMBITOK JOCTYyIa
B MH(POPMALIMOHHYIO CHUCTEMY B COOTBETCTBHU C MEpaMU 3allUThl MHPOpMALUU
NAD.1 -NAD 4.

OrpaHvyeHue TpaB  JIOCTyNa  JOJDKHO  BBIOJHATBCA  MOCPEICTBOM
OJIOKMpOBaHUsI YYETHOM 3alllCH IMOJIb30BATENsl, YCTPOWCTBA WM NPUIOKEHUS B
MH()OPMAIMOHHOW CUCTEME, a TAKKE MOCPEACTBOM OJIOKHMPOBAaHUA AOCTYIIa HA OCHOBE
COBMAJICHUSI TEXHUYECKUX MpPU3HAKOB (Hampumep, IP-anpec, curnarypsl cBeieHuit o
M10JIb30BATEIBCKOM areHTe).

TpeGoBanus K JOKYMEHTHPOBAaHHUIO: B dKCIUTyaTallMOHHON JOKYMEHTAllUY Ha
MH()OPMALIMOHHYIO CUCTEMY JIOJKHBI OBITh ONPEIEIICHBIL:

YCTaHOBJICHHOE B MH(OPMALMOHHON CHCTEME 3HAY€HUE JOIYyCTUMOIO YHUCIa
HEYCIHEIIHbIX MOMBITOK BX0/1a;

NEPHUOJI BpEMEHH, B TEUEHHE KOTOPOTO YUUTHIBAIOTCS MOMBITKH BXO/a;

TAMBl  OOBEKTOB  OJOokMpoBaHus  (YUETHBIE  3alKCH,  YCTPOMCTBA,
XapaKTeprU3yeMble TEXHUYECKUMU MPU3HAKAMHU MMPUIIOKEHUSA);

IIEPUOJIbl BPEMEHH CYLIECTBOBAHMS Pa3jJUYHBIX THUIIOB BPEMEHHBIX YYETHBIX
3amucei;

NEPUOJIbl JAOMYCTUMOTO BPEMEHH HEAKTMBHOCTH PA3IUYHBIX TUIIOB YYETHBIX
3ammncei;

periaMeHTUpPOBaHHOE (IITaTHOE) BpeMsl BXOJa U (WJIM) KOHKPETHBIC THUIIbI
JOCTyTa CyOBEKTOB JOCTYIAa K 00bEKTaM JOCTYTIA;

NOpsAZ0K OJOKHPOBAHUS CYObEKTOB JIOCTYTIA;

yCIIOBUSL pa30JIOKMpPOBAHHUS YYETHOM 3alucu WM YCTPOMCTBa, HampuMep,
MHTEpBaJIbl BPEMEHU AaBTOMATHYECKOTo pa30JIOKUpOBaHMs, pa30JIOKUPOBAHHE
B pe3ynbTare MOATBEPKIACHUS MPUBUIIETUPOBAHHBIM M0JIb30BATEJIEM
(aAMHHHCTPATOPOM).

TpeOoBaHus K yCHIICHUIO:

1) B umHpOpMAaIIMOHHOW cuUCTeMe JOoKHA OBITh obOecredeHa peaau3aius
aBTOMATUYECKOTO OJIOKUPOBaHMS U (WJIM) YJAJICHUS BPEMEHHBIX U HEUCIOJIb3yEeMbIX
YUETHBIX 3alHCcel, a TaKKe OMOBEIIEHUE O TAaHHOM COOBITUU MPHUBHIETHPOBAHHOTO
MOJIb30BaTENs  (aAMUHUCTPATOPA), OTBEYAIOUIEr0 3a YIPABIECHUE M KOHTPOJIb
HaJl YYETHBIMU 3aIIMCIMH [10J1b30BaTEIEH;

2) pa30I0KMpOBaHUE JAOCTyNa MPUBUIETUPOBAHHBIX CYOBEKTOB JOCTYIIA,
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MPEBBICUBIIMX YHCIIO HEYCIEITHBIX MOMBITOK IOCTyNa B UHPOPMAIMOHHYIO CUCTEMY,
MOYKET BBITOJHATHCS TOJIBKO TJIABHBIM aJIMUHUCTPATOPOM.
Peanu3auus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammuThI Knacc 3amuiennoctu
uHbOpMaIuu K3 K2 K1
YII/g.4 + + +
Ycunenue YIIJ1.4 1,2 1,2

VII/L.S Ilpeaynpe:kaeHue mojib30BaTelis P €ro J0CTyIe
K MH(OPMALHOHHOM CHUCTEMe

Heab: UndopmupoBanre mosb30BaTele o pealu3allud MeEp  3alluThl
uHbOpMallMu M 00S3aTEIIBHOCTH COOJIOJEHUS YCTaHOBJIEHHBIX MpaBuil paboThI
¢ uH(oOpMaImen mpu 1ocTyne K THPOPMAIMOHHON cucTeMe.

TpeGoBanus k peanusanuu: B mHbopMalMoOHHON cHCTEME AOHKHO OBITh
o0ecreyeHo  MpEeayNpexIEHUE  MOJb30BaTeNii JO  MOMEHTa  BbINOJHEHUS
UIEHTU(UKAIIMY U Ay TEHTU(DHUKALUYA B COOTBETCTBUU C MEPAMU 3aIUThl THPOPMALIMH
NA®.1 — UAD.4 B Buae coobuieHUs («OKHa») O TOM, YTO B MH(YOPMAaLMOHHOU
CUCTEME pEalM30BaHbl MeEpbl 3alluThl HH(POpMALMK, a TakKXke O TOM, YTO
M0JIb30BATEIEM JOJKHBI OBITh COOJIIOJIEHBI YCTAHOBJIEHHBIE B HH(DOpPMaMOHHON
CUCTEME TIpaBuUjIa U OrpaHUYEHUs Ha PaboTy ¢ nHpopMmaIuei.

Joctyn nosib3oBaTens B MHPOPMALIMOHHYIO CUCTEMY OCYILECTBIISIETCS TOJIBKO
MOCJIE MOATBEPKICHUS MOJIH30BATEIEM O3HAKOMIIEHUS C IPEyIPEKICHUEM.

TpeOoBanus Kk JOKYyMeHTHPOBaHMIO: He npenbsaBistoTCs.

TpedoBanus k ycuienuro: He nmpeabsaBisitoTcs.

Peasmszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmaIuu K3 K2 K1
VIIA.S
Ycunenune YIS

YII1.6 Onosenienne nojib30BaTesas 0 NpeAbLIyLIEeM
BX0/¢ B HH(POPMALMOHHYI0 CHCTEMY

Hean: OnoBenieHre MoJb30BaTENsI O MOMBITKaX BX0Jda B MHPOPMALMOHHYIO
CUCTEMY, OCYIIIECTBICHHBIX paHee OT MIMEHHU €ro YYETHON 3aIliCH.

TpebdoBanus k peasmsaumu: B nHdopMannoHHOW cucTteMe TOKHO OBITH
o0ecreyeHo OMNOBEUIEHHE TIO0Jb30BaTeNsd O IOCIEIHEM  YCIEUIHOM BXOJe
B HH(POPMAIIMOHHYIO CHCTEMY, OCYILIECTBJICHHOM paHee OT HWMEHU €ro Y4YeTHOM



77

3aMKCcH, MOCJIE YCIEIIHOTO BBIMOJHEHUS M0JIb30BaTeIeM BX0/1a B MH(GOPMAIIMOHHYIO
CHUCTEMY B COOTBETCTBUHU ¢ MepaMH 3antuThl nHGopMmanuun MAD.1 — NAD 4.

OnogenieHne AOHKHO COAEpKaThb MHPOPMALUI0 KaK MHUHUMYM O JaTre |
BPEMEHU NPEAbLAYLIEr0 BX0Ja B MH(POPMALMOHHYIO CUCTEMY OT UMEHU YYETHOU
3allUCH  TOJb30BaTeNsi, a Takke UWHYI HWHOOpPMAaLNIO, OINpEAeICHHYI0 B
UH(POPMALIMOHHON CHCTEME.

[Tonb3oBaTens WHGOPMAIMOHHOW CHCTEMbI, YCTAHOBUBLIMN Ha OCHOBAaHUU
onoBelleHus (akT HECAaHKIIMOHUPOBAHHOTO JOCTYIa B UHPOPMALMOHHYIO CUCTEMY
OT MMEHHU €ro Yy4YeTHOM 3alucH, AOJKEH He3aMeUIMTENIbHO MNPOMH(OPMHUPOBATH
PUBWIETHPOBAHHOTO I0JIb30BATENS (aAMUHUCTpATOpa OE€30M1aCHOCTH).

TpeOoBaHus K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON JTOKYMEHTALIMHA HA
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITh ONPE/IEIIEHBIL:

o0beM cBefieHUM O (hakTe MPEeAbIAYIIEro BXojJa OT UMEHU YUYETHOW 3alucu
M0JIb30BaTeNsl B HMH(OPMALIMOHHYIO CHCTEMY, HalpuUMep, JAaTa, BpeMs, PETUOH,
[P-anpec, ycTponcTBO;

UCITOJIB3yEMbIE€ KAaHAJIBI U aJJpeca OCHOBHOI'O M aJbTEPHATHUBHOIO ONOBEUICHUS
MOJIb30BATEJSI, HAIPUMEP, OKHO Opay3epa, e-mail, SMS, push-yBegomienue;

NOPSJIOK HACTPOMKHA M MOJATBEPKACHUS IMOJIb30BATEIEM KOHTAKTHBIX JAHHBIX,
UCIIOJIb3yEMBIX JJIS ONIOBEIICHMUS;

MOPSA0K UH()OPMUPOBAHUS MPUBUIIETHPOBAHHOTO M0JIb30BaTES
(apmuHucTpaTopa Oe30macHOCTH) O (akTax HECAHKIMOHUPOBAHHOIO JOCTYyINa B
MH(OPMALIMOHHYIO CUCTEMY OT UMEHHU YYETHOW 3alHCH MOJIb30BaTENs.

TpeboBaHus K yCHIICHUIO:

1) mocine yCHemHoro BbIOJHEHUS M0JIb30BATEIEM BX0/1a B MH(OPMALMOHHYIO
CUCTEMY JOJKHO 00ECeYMBATHCS OMOBEUICHUE MOJIH30BATENS O YHCIIE HEYCIEIIHBIX
MOMNBITOK BX0Jla B MH(POPMALMOHHYIO CUCTEMY OT MMEHHU €ro YYETHOW 3amlucw,
3a()UKCUPOBAHHBIX C MOMEHTa MOCJEAHEr0 YCIEIIHOTO BXOJa II0JIb30BaTels
B NH(OPMAIITMOHHYIO CUCTEMY;

2) mociie yCHelHOTO BBIIIOJHEHHS MMOJIb30BaTEIeM BX0/1a B MH(OPMALMOHHYIO
CUCTEMY JIOJKHO 00€CIIeYrBaThCs OMOBEILIEHUE MOJIH30BATENS O UUCIIE BCEX MOMBITOK
BXOJla B HMH(POPMAIMOHHYIO CHCTEMYy OT MMEHHM €ro Yy4YeTHOW 3aIucH,
3a(pMKCUPOBAHHBIX B HEIITATHOE (HEPErJIaMEHTUPOBAHHOE) BpEMS;

3) mocJie yCIenHoro BIMOJIHEHUS MOJIb30BaTeIeM BX0a B HH(OOPMAIIMOHHYIO
CUCTEMY JTOJKHO 00ECTIEYMBATHCS OMOBEILIEHUE TTOJIB30BATEINSI O YHUCIIE BCEX MOMBITOK
BX0/Ja B MHQPOPMAIMOHHYIO CHUCTEMY OT HWMEHHM €ro YYEeTHOW 3ammucH,
3a(pUKCUPOBAHHBIX 32 MEPUOJ BPEMEHH HE MEHEE 7 JTHEH;

4) mociie yCHeIHOTO BBITIOJHEHUS M0JIb30BATEIEM BX0/1a B MH(OPMALIMOHHYIO
CHUCTEMY JOJDKHO OOECIeuMBaThCS OIOBEIICHWE MOJb30BaTeNlsi 00 W3MEHEHUU
CBEJICHUM, OTHOCAILMXCS K YYETHOM 3aIIMCH TOJI30BATENS (B TOM YKCIIE NOBBIILICHUN
npaB JOCTyNa), MPOU3BEJIEHHBIX 3a IMEpPUOJ BPEMEHHM HE MEHee, YeM C MOMEHTa
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NpeabIAYLIEro yCHeHOro BXoAa B MHPOPMAIIMOHHYIO CUCTEMY;

5) o6beM cBefeHU 0 (akTax MONBITOK BXOJla OT MMEHHM YYETHOW 3alucu
M0JIb30BaTeNsl B ”HGOPMAIIMOHHYIO CUCTEMY JIOJDKEH BKIFOUATh HH(DOPMAIUIO O TOM,
OoTKyza (Hampumep, peruoH unu [P-aapec) u ¢ Kakoro yCcTpoicTBa WU MPUIIOKEHUS
(HampuMep, CUTHATYphl CBEJICHUM O TMOJIb30BATEJIbCKOM areHTe) OCYIIECTBIISIACH
TMOMBITKA BXO/1A;

6) Moap30BaTENL JOJHKEH MOJYy4aTh YBEAOMIIEHHSI O KPUTHYECKHM BayKHBIX
COOBITHSIX  (M3MEHEHHE Mapoys, BXOJ W3 HOBOIO  PErHOHA/YCTPOMCTBA)
10 aJIbTEPHATUBHBIM KaHaJlaM CBSI3H.

Peaquszanusi B uHGOPMALIMOHHOU CUCTEMeE:

Mepa 3ammThI Knacc 3amumennoctu
uH(popmManuu K3 K2 K1
YIIA.6
Ycunenue YII.6

YIII.7 OrpanuveHue 4ncJjia Napajjie/ibHbIX CEAHCOB H0CTYyIA

Heab: OrpannueHune ynciia napauieIbHbIX CEAHCOB JOCTYNA OT UMEHH YYETHOM
3anucH K ”HQOPMAIIMOHHON CUCTEME.

TpeGoBanuss k peaausauuu: B  uHPOpManMoHHON cHCTEME JTOJDKHBI
o0ecreunBaThCs:

BO3MOXKHOCTh 3a/1aBaTh OTPAHWYCHHUSI HA YKCJIO MapauvieIbHBIX CEaHCOB
JIOCTYTIa, OCHOBBIBAsICh HAa UJICHTU(UKATOPAX YUETHBIX 3alUCEH;

ABTOMATUYECKHUM yUYET aKTUBHBIX CEAHCOB IOCTYTA JJISl KaXK/1I0M YUETHOM 3aliUCU
MOJIb30BATENEH, YCTPOUCTB U MPUIIOKEHUN NH(HOPMAILITMIOHHON CUCTEMBI;

ABTOMATUYECKOE OTPaHUYECHUE YHUCIIa NapauIeIbHBIX CEAHCOB JOCTyIla JJIs
KaXJOM  Yy4YEeTHOW  3alMCH  IOJIb30BAaTENIe, YCTPOMCTB W NPUIOKECHUU
UH()OPMAITMOHHOU CUCTEMBI;

YBEIOMJIEHHUE MOJIb30BATENS MPU MPEBBILICHUN YKCIAa TapajjIeIbHbIX CEaHCOB
OT UMEHHU €ro YUYeTHOW 3amucu JIMOO aJMUHUCTPUPYEMBIX WU KOHTPOJIUPYEMBIX
I10JIb30BATEJIEM YCTPOMCTB U IIPUIIOKECHUM.

B undopmarmonHoii cucreMe B ciydyae TMOIBITKA BXOJa OT UMEHHU YYETHBIX
3anucell HENPUBWICTUPOBAHHBIX WM TMPUBUJIETUPOBAHHBIX MOJB30BATENICH, IS
KOTOPBIX JTOCTUTHYTO MAaKCUMaJIbHOE 3HAYECHHE JOIYCTUMBIX MapaJUIEIbHBIX CEAHCOB,
MpU  YCHENIHOM ayTeHTHU(HUKAIMK TOJB30BATEIs] WM aJIMUHUCTpATOpa JOJDKHO
BBIJIaBaThCsI COOOIIEHHE O TIPEBBIMICHUH YHCIIa MapaJIeTbHBIX CEAHCOB JIOCTYIIA, MECTE
(MecTax) MX MpeapyIylIero BxoAa (MpeAblAylIMX BXOJOB) C aKTUBHBIMU CECCHUSIMU U
NPEUI0KEHUEM OTKITFOUEHUS 3TOU CECCUU (ITUX CECCU).

B uHbopMalMoOHHON cHUCTEME YUCIO MapajlyIesIbHBIX CEAHCOB JOCTYIAa MOXKET
OBITH 3a7aHO NJIs1 MH(MOPMAITMOHHOW CUCTEMBI B IIEJIOM, JIJISi OTAEIBHBIX CETMEHTOB
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MH(OPMAIITMOHHOW CUCTEMBI, JIJIsl TPYMI MOJIb30BaTeNeH, OTIEIbHBIX MOJIb30BaTeNIeH
WIK UX KOMOUHAIUH.

TpeGoBanus K JIOKYyMEHTHPOBAaHUIO: B dKCIUTyaTallMOHHON JOKYMEHTAIlUK Ha
MH()OPMAIIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTPE/ICTICHBL:

3HAYEHUSI MAKCUMAJIbHO JOITyCTUMOTO YMCIIa NapAJUIEIbHBIX CEaHCOB IOCTYyIA IS
pa3IMYHBIX TUIIOB YYETHBIX 3aIMCEH;

MOPSZIOK yUeTa M PErUCTPallii aKTUBHBIX CEaHCOB JIOCTYTIA JUISl KaXKIOM y4eTHOU
3aIlnCH;

MOPSZIOK AaBTOMAaTUYECKOI0 y4yeTa aKTMBHBIX CEAHCOB M pealiM3allii 3aJaHHBIX
OrpaHUYCHUM;

NOPSAOK YBEJAOMIJIEHHUSI MOJIB30BATENsl NPU MPEBBIICHUN YKCIa MapajlieIbHbIX
CEaHCOB,

NOPSZOK OIMOBEIICHUSI aJIMUHUCTPATOPOB O MPEBBIIICHUN JIMMUTOB AKTUBHBIX
CEaHCOB YUETHBIX 3aIHCEH;

00beM CBEJICHUI B OMOBEILIAIOIIEM COOOLICHUH, HAIpUMEp, J1aTa, BPEMs, MECTO
Y YCTPOMCTBO MPEABIIYIINX BXOJI0B, IPEUIOKEHUE 3aBEPIINTH AKTUBHBIE CECCUU.

TpeOoBaHus K yCHIICHUIO:

1) B uH(pOpMaMOHHOW cHCTEME Ul YYETHBIX 3alMced MPUBUIETMPOBAHHBIX
MoJib30Bateie (aAMUHUCTPATOPOB, AJMUHUCTPATOPOB OE30MACHOCTH) KOJUYECTBO
napajuieNibHbIX  (OJHOBPEMEHHBIX) CEaHCOB (CECCHil) HE JIOJDKHO IPEBBIIIAThH
CJIEIYIOIINX 3HAYCHUI:

a) He Oonee 2;

0) He Ooree 1.

Peasmszanusi B uHGOPMALIMOHHOU CUCTEMeE:

Mepa 3amuThbI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
VIIJ.7 + +
Ycunenne YIIJI.7 la

YII/I.8 buoknpoBaHue ceaHca J0CTYNA MOJIb30BaTE sl IPU HEAKTUBHOCTH

Hean: O6ecneuenue 3aIIUTHI UH(OPMAITMOHHON CUCTEMBI
OT HECAaHKIMOHUPOBAHHOTO JIOCTYIA B CIy4asX, KOTJa CyObEKT JOCTyIa OCTaBIISET
aKTUBHBIN ceaHc (ceccrio) 6e3 KOHTPOJIA.

TpeboBanus k peanusauuu: B  wHbOpMAIIMOHHON CcHUCTEME JIOJDKHO
oOecnieunBaThcsi OJIOKMPOBAHUE CeaHca JocTymna cyObekTa aoctyna (Mojab30BaTels,
YCTPOMCTBA, NMPUIIOKEHMSI) MOCJIE YCTAaHOBJIEHHOTO B HMH(QOPMAILMOHHOM CHCTEME
BpPEMEHHM €ro 0e37eiicTBUS (HEaKTUBHOCTH), @ TAKXKe IO 3arpocy CyObeKTa J0CTyIa
WIN OIlepaTopa.

Jlnst  3a0JIOKMPOBAHHOTO Ce€aHCa JOJDKHO OCYIIECTBISTHCA OJIOKMPOBAHUE
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J0OBIX JEHCTBUH 1O J0CTYyNy K MHGOpMaAUU U (WJIM) YCTPOUCTBAM OTOOpaKeHUS,
KpoMe HEOOXOIUMBIX JIJIs1 pa30JIOKUPOBAHUS CEaHCa.

PazbnokupoBanue ceaHca joctyna cyObekTa JocTyna B HMH()OPMAIMOHHYIO
CUCTEMY  JIOJDKHO  OCYIIECTBIISAITbCA ~ IOCJAE  TMOBTOPHOM  ayTeHTU(UKALNU
B COOTBETCTBUU C Mepoi 3amuThl nHpopmanmu NAD.3.

B un(popmaImonHoii cucteme Ha yCTpOHUCTBE OTOOpakeHUsI (MOHUTOPE) MOCIIE
OJIOKMpOBaHUsI CeaHca He JOJDKHA OToOpakaThcsi MHMOpMaIusi ceaHca cyObeKTa
J0CTyIa.

TpeGoBanus K TOKYyMEHTHPOBAaHUIO: B dKCIuTyaTallMOHHON JOKYMEHTAIlUK Ha
MH()OPMAILIMOHHYIO CUCTEMY JIOJKHBI OBITh ONPEIEIICHBL:

3HAYEHHs] JOMYCTUMOTO BPEMEHH O€37CHCTBHS ISl Pa3iMYHBIX KaTerOpui
MOJIb30BaTEIICH;

NOPSJIOK ~ peanu3aludyd  aBTOMAaTUYECKOro  OJIOKMpOBaHMS CeaHca IpHU
IPEBBILICHUH JOIYCTUMOI'O BpEMEHH O€3/1eHCTBUS;

HOPSZIOK BOCCTAHOBJIEHUsI pabOThl CyOBEKTa AOCTYyNa IOcie OJOKUPOBAHUS
ceaHca;

NOPSAZOK PETUCTPALUN COOBITUH IMPEBBILIEHUS! YCTAHOBJIEHHOTO OINEPaTOPOM
JOIYCTUMOTO YHCIIa HEYCIEIIHBIX MOMBITOK pa30J0KHPOBAHUS TOCTYIIA.

TpeOoBaHus K yCHIICHUIO:

1) B uHQOpPMALIMOHHON CHUCTEME TOJKHO OCYIIECTBIISITHCS 3aBEPIICHHUE CeaHca
JOCTyTa TOCJ€ TMPEBBINICHNs YCTAaHOBIEHHOTO OMEPAaTOpoM BpeMEHH Oe31erCTBUSA
(HEaKTUBHOCTH) CyOBEKTA TOCTYIIA;

2) B ©HGOPMAILITMOHHOMN CHUCTEME JOJIKHO OCYILECTBIISATHCS 3aBEpPLICHUE CeaHca
JOCTyINa IOCJI€ MPEBBILICHUS YCTAHOBJIEHHOTO ONEPAaTOPOM YHCIa HEYCHEIIHbIX
MOMNBITOK Pa30JI0KMPOBAHUS CEaHCa TOCTYIIA.
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Peanu3zauus B uHPOPMALIMOHHOM cCUCTEME:

Mepa 3ammThl Kiacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
VIII.8 + + +
Ycunenue YII.8

VYII1.9 KontpoJb geiicTBHii Cy0bEeKTOB J0CTYIA
10 uaeHTH(UKANNH U ayTeHTUPUKATUN

Hean: ObecrieueHne KOHTPOJS M OTPAHUYEHUS JIEHCTBUH CyOBEKTa J10CTyIa
B HMH(QOPMAIMOHHOW CHCTEME JO TMPOXOXKACHUS TMpoUeayp HICHTU(DUKAIUN
U ayTeHTU(UKAIUH.

TpeboBanus k peanusanum: B uHpOpManmoHHOW cUCTeME JIOKEH ObITh
YCTaHOBJICH MepeueHb JCUCTBUIM CYOBEKTOB JIOCTYIA, PA3pEIICHHBIX J0 MPOX0XKICHHS
MMHU TIpoLEAYp HUACHTU(DUKAIMU U ayTeHTHU(PUKAIMM B COOTBETCTBHUM C MEpaMu
3aumrthl nHPopmarun MA®D.1 — MAD.4, u 3anper neiicTBuil CyObEKTOB AOCTyIa, HE
BKJIFOUEHHBIX B TEPEUEHb PA3PEHICHHBIX JIEHCTBUM, O MPOXOXKICHUS UMH MPOILECITyp
UACHTU(PUKAIIMH U ayTEHTU(PUKALHH.

B undopmanmonHoi cucreMe MODKEeH OBITh ONpECNieH TepeveHb JACHCTBUM
MIPUBUJICTUPOBAHHBIX CYOBEKTOB JIOCTyNMa (aJIMUHHCTPATOPOB, aJMUHUCTPATOPOB
0€30MacHOCTH, TEXHUYECKUX CHEIUAINCTOB), OCYIIECTBICHHE KOTOPBIX IOIMYCKaeTCs
B 00X0/1 YCTAaHOBJIEHHBIX MPOIEYp UACHTU(DUKAIIMY U ayTeHTU(PUKAITUN, HEOOXOTUMBIX
JUI. BOCCTAHOBJICHUS! (DYHKIIMOHUPOBAHUSI MH(POPMAITMOHHOW CUCTEMBI B CiIydae cOOEB
B pa0OTe WJIM BBIXO/A U3 CTPOS OTACTBHBIX TEXHUUECKUX CPEACTB (YCTPOMICTB).

Bce nelicTBusi, BhIMONHAEMbIE 0€3 TPOXO0XKACHUS MPOLEAYPhl UICHTU(DUKAIIMN 1
ayTeHTU(UKAIMKU, JTOJHDKHBI PETHCTPUPOBATHCS B IKYpPHAlIaxX PETHCTPALUU COOBITHIA
0€30MacHOCTH, 32 UCKIIFOUEHHEM JIOCTYTIA K OOIIETIOCTYITHBIM CBEJICHUSAM, TIOICKAIITUM
OITyOJIMKOBAHUIO B OTKPHITOM JIOCTYIIE HA KOMITOHEHTaX HHPOPMAIMOHHON CUCTEMBI.

[lepeuennr paeicTBUl CyOBEKTOB JOCTYIA, Pa3pelICHHBIX J10 HACHTU(UKALUN
1 ayTeHTU(UKAIIMHU, JOJDKEH IepecMaTpuBaThCs He pexe 1 pasa B roj1 v mocjie u3sMeHeHU!
MOJIETIH JIOCTyTa B MH(OPMAIIMOHHON CHCTEME.

TpeOoBaHUsA K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON TOKYMEHTALIMM Ha
MH()OPMAILIMOHHYIO CUCTEMY JIOJDKHBI OBITh OMPE/IeIICHBI:

MepeYeHb PECYpPCOB M KOMIIOHEHTOB WH(MOPMAIIMOHHON CHCTEMBI, JIOCTYII
K KOTOPBIM TMPEIOCTaBISICTCS CyOBEKTaM JIOCTyma 10 WIACHTU(DUKAIUN |
ayTeHTU(pUKaIny;

nepeveHb JEHCTBUI MOJb30BaTelel, pa3pellieHHbIX 10 IPOXO0KIEHUS POLELYP
UJIeHTU(PUKAIIMY U ayTeHTU(DUKALINH;

OINMCaHUE TOPsIKA PErMCTpali JCHCTBUM, BBINOMHIEMBIX 0€3 MPOXOXKICHHUS
poreyp uaAeHTU()UKAINY U Ay TeHTU(DUKAITIH.
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TpeboBanus k ycwiienno: He npeabsaBiistoTcs.
Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammuThI Knacc 3amuimennoctu
uHbOopMaIuu K3 K2 K1
YIIA.9 + + +
Ycunenue YII/.9

4.3. Peructpauus coobiTuii 6e3onacuoctu (PCB)

PCB.1 Onpenenenne co0ObITHI 0€30IACHOCTH
U JAHHBIX 0 HHUX, MOAJICKALUX PErHCTPALMHI

Hean: Onpenenuts cOCTaB U copepikanue WHGOPMALIMU O COOBITUSAX, CBSI3aHHBIX
C  BO3MOXHBIM  HapylleHHeM  Oe3omacHocTh  MHGOpMAllMK,  HapylICHUEM
(YHKUMOHMPOBaHUS WH(POPMALIMOHHBIX CHUCTEM, pealn3auueil yrpo3 0e30MacHOCTH
nHpopMaiun  (nagee — COOBITHSI OE30MAaCHOCTH), TMOMJISKAIIUX PErHCTpaliy
B MH()OPMAIIIOHHOM CHUCTEME.

TpeooBanusi k peanuzammu: B unHpopmalmoHHON cucTeME IOKEH OBITh
OTIpE/IeSiCH TIepeueHb MPOrPAaMMHBIX, MPOTPAMMHO-AIMIIAPATHBIX CPENICTB, CPEICTB
3alUThl UH(OPMAITMH, KOTOPhIE 00ECIeUYnBalOT BO3MOXKHOCTh PETHMCTPAIlUN COOBITUI
0€30I1aCHOCTH.

Peructparniyst coobITH 6€301MacHOCTH UH(POPMAIIUU T0JKHA POBOUTHCS:

B CPEJICTBAX 3aLUTHI HH(OPMAIIMH, YCTAHOBJIEHHBIX B HH(POPMAIIMIOHHON CUCTEME;

B [IPOrPAMMHO-AIIAPATHBIX CPEJICTBAX (CEPBEPAX M ABTOMATU3UPOBAHHBIX pab0OUMX
MecTax, B CHCTEMax XpaHEHWs JaHHbIX, CPEICTBAaX 3alllUThl HH(OpPMAIUY,
TEJIEKOMMYHHUKAIIMOHHOM 000pyI0BaHHN), HaXOAALIUXCS Ha MIEPUMETPE
WHPOPMAIMOHHOW CUCTeMbl U (WiM) WHGOPMAIIMOHHO-TEICKOMMYHHUKAITMOHHOM
UH(DPaCTPYKTYpPHI, Ha 6a3e KOTOPOr PYHKITMOHUPYET MHDOPMAITMOHHASI CUCTEMA,;

B [IPOrPaMMHBIX, IPOTPAMMHO-aIapaTHBIX CPEACTBAX HHHOPMAITMOHHOM CUCTEMBI
(cermenTax WHGOPMALMOHHOW CHUCTEMBbI), TMpEeJHA3HAYEHHBIX Uil  00pabOTKH
nHpOopMaIK, KOTOpasi OTHECEHA K HHGOPMAITUK OTPAaHUYEHHOT'O JIOCTYTIA,

B [IPOIPaMMHBIX, IPOTPAMMHO-aIapaTHBIX CPEACTBAX HHGOPMAITMOHHOM CUCTEMBI
(cermenTax MHMOOPMAITMOHHON CUCTEMBI), PETHA3HAYCHHBIX JIJISI peaTU3aIlii 3HAYUMBIX
GbyHKIMH UHHOPMAITMOHHON CHCTEMBI;

Ha Cpe/ACTBaX, OOECHEUMBAIOUIMX YAAICHHOE MOJKIIOYEHHE TMOJb30BaTeneil K
WH(POPMAITMOHHON CUCTEME.

CocraB u coaepkaHue cCOObITUH O€30MacHOCTH, a TaKKe THUIbl COOBITUI
0€30MacHOCTH, MOJUIeXkKAIIUE PErUCTpaIiMi B MH(OOPMAIIMOHHON CUCTEME, OIIPEIEIISIOTCS
OIepaTopoM MH(POPMALMOHHOW CUCTEMBI B COOTBETCTBUU C HAIIMOHAIBHBIM CTaHIAPTOM
['OCT P 59548-2022 «3Bammra nnpopmauuu. Peructparms coObITuii 6€30MacHOCTH.
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TpeOoBaHus K perucTprupyeMon HHPpOpMAaII».

CocraB u copepkanue MHGOPMALIMU O COOBITHSX OE30MaCHOCTH, BKIHOYaEMOU
B 3aIICH PETUCTPALIMU O COOBITUSX 0€30MaCHOCTH, JOKHBI, KAK MUHUMYM, 00€CIICUUTh
BO3MOXHOCTh MJICHTU()UKAITH THTIA COOBITUS O€30ITaCHOCTH, TaThl U BPEMEHU COOBITHS
0€30macHOCTH, WACHTU(PUKAIIMOHHON MH(OPMAIIMKA UCTOYHUKA COOBITHS O€30MaCHOCTH,
pe3yibTaTa COOBITHS O€30MacHOCTH (YCIENIHO WJIM HEYCHENTHO), CYOBeKTa IOCTyIa
(Tomp3oBaTelts U (WIIK) Mpoliecca), CBSI3aHHOTO C JJAHHBIM COOBITHEM O€3011aCHOCTH.

B nndopMaioHHoil cucreme Kak MUHUMYM TOJUIeXKAT PErUCTpaliiy CIeyIOIIIe
COOBITHS:

BXOJ1 (BBIXOJI), @ TAKKE TOMBITKU BX0JIa CYyOBEKTOB JJOCTYIA B MHPOPMAITUOHHYIO
CHCTEMY;;

TIOJKITIOUEHUE MAIIMHHBIX HOCUTENIeH WH(OpPMAIMK W BBIBOA HH(DOpMAIH
Ha HOCUTENN NH(pOpMaLIUK;

3aIyCK (3aBepiiicHUE) porpaMm u TIPOIIECCOB, CBSI3aHHBIX
¢ 00paboTKOI 3aIurIaeMoi HH(popMaIuu;

MOTBITKA JIOCTYMA MPOTPAMMHBIX CPEJICTB K ONpPEAETsIeMbIM  OIepaTopoM
3alMIIAeMbIM O0OBEKTaM JIOCTyNa (TEXHUYECKHM CPEICTBAM, Y3JIaM CEeTH, JIMHHUSM
(kaHayam) CBSI3M, BHEITHUM YCTPOMCTBaM, Mporpammam, karajoram, (aiiaam, 3ammcsm,
TOJISIM 3amKcet) U UHBIM OOBbEKTaM JOCTYTIA;

TIOTIBITKH yJAJICHHOTO JIOCTYTIA;

COOBITHS, PETUCTPHPYEMbBIC CPEIICTBAMH 3AIIUTH HH()OPMAITHH.

TpeOoBaHusi K JOKYMEHTHMPOBAaHHUIO: B SKCIUTyaTallMOHHON AOKyMEHTAllMM Ha
MH(POPMAIIMOHHYIO CUCTEMY JIOJDKHBI OBITH OIpEeNieHbl TPEOOBaHUS K OIMPEIEIICHUIO
COOBITHIA O€30TTACHOCTH U TAHHBIX O HUX, MOJICKAIIUX PErUCTpaIiy B HHOOPMAITMOHHON
CHCTEME, TIPEeTyCMaTPUBAIOIINE OTIPEICTICHHUE:

MIPOTPAMMHBIX, TPOTPAMMHO-AMTAPATHBIX CPEJICTB, C KOTOPHIX OCYIIECTBISICTCS
peructpaius u cOop coObITUM OE30MaCHOCTH;

CoCTaBa M cojepaHusi MHPOpMAIUKM O COOBITHSX O€30MacHOCTH, TOJJICIKAIINX
peTuCTpaIumy,

THIIOB COOBITHI O€30ITaCHOCTH, TIOIJICIKAIIMX PETUCTPaAIlii B HH(GOPMAITMOHHOK
CUCTEME.

TpeOoBaHusI K yCHIICHUIO:

1) B uHpOpManMoOHHOM cucTteMe OOECIeYnBaeTCS 3alUCh JOMOJHUTEIBHOM
MHPOpPMALIMU O COOBITHSX OE30MacHOCTH, BKJIFOYAIOUIAs 3alKCh MPUBUIIETUPOBAHHBIX
KOMaH]I (KOMaH/1, YIPaBJISIFOIIMX CUCTEMHBIMH (DYHKLIUSMH );

2) B nHGOPMAIIMOHHON CHCTEME 00ECTICUNBACTCS IIEHTPATM30BAHHBI MOHUTOPUHT
COOBITHI1 0€30MaCHOCTH B PAMKaX CErMEHTOB MH(POPMAIIMOHHON CHCTEMBI, OTIIPEACIAEMBIX
oreparopoM, U (1ir) HGOPMALIIOHHOM CUCTEMBI B LIEJIOM;

3) B uHGOPMAIIMOHHOW CHCTEME OOECIICUMBACTCS PETHCTpaIus MH(OPMAIMUA O
MecTe (B YacTHOCTH CETeBOM ajapec, reorpaduyeckas MNpuBsS3ka U (W) apyras
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uH(popMaLus), ¢ KOTOPOro OCYHIECTBISETCS YAAIECHHbBIM JOCTYNl B MH(POPMAIMOHHYIO
CHCTEMY;
4) 3aperucTpupoBaHHas HMHGOpPMaLMsl O COOBITUSX OE30IACHOCTH JI0JDKHA
HIepeIaBaThCsl B CPEICTBA YIIPABIEHUS COOBITHI MH(OPMAIIMOHHOM 6€3011acHOCTH.
Peasmmsauust B uHGoOpMalMOHHOH cucTreMe:

Mepa 3ammThI Knacc 3amumennoctu
uHopMaru K3 K2 K1
PCb.1 + + +
Vcunenne PCB.1 1 1,2 1,2,3

PCB.2 Ananau3 coObITHIi 0€30NMaACHOCTH U PearupoBaHue HA HUX

Hesb: CBOEBpEMEHHOE BBISIBICHUE IPU3HAKOB KOMIIBIOTEPHBIX aTaK U MHLIACHTOB
0€30IaCHOCTH.

TpeOoBanus k peanusauuu: AHAIN3 3aMACEN PETUCTPALIMH JOIKEH TPOBOAUTHCS
JUIL BCEX COOBITHI, MOUICKAIMX PETUCTPAllMM B COOTBETCTBUM C MEPOH 3allUThI
uapopmaumun  PCB.1, ¢ nepHOAMYHOCTBIO, YCTAaHOBJIEHHOM  ONEpaTopoM U
o0ecreurBaroield  CBOEBPEMEHHOE BBISIBIICHUE TPU3HAKOB KOMIIBIOTEPHBIX aTaK M
MHIWAECHTOB O€30MaCHOCTH.

B ciydae BbIABICHHS NPU3HAKOB KOMIIBIOTEPHBIX aTaK M HWHLWACHTOB
0€30MacHOCTH B HHPOPMAIIMOHHOW CHCTEME OCYIIECTBIISIETCS TPOBEJICHUE MEPOIPHSITHI
0 PEarupoOBaHMIO Ha BHISIBIIEHHBIE KOMITbIOTEPHBIE aTaKU U MHIIUJIEHTHI O€30I1aCHOCTH.

TpeOoBaHusi K JOKYMEHTHPOBAHMIO: B 3KCIulyaTallMOHHON JOKYMEHTAllMM Ha
MH(POPMALMOHHYIO CUCTEMY JOJDKHBI OBITh ONpPEAETCHbl MEPUOAUYHOCTD MPOBEACHUS
aHaiM3a COOBITUM OE30MacHOCTH, a TaKKe MOPAIAOK pPEardpoBAHUS HA BBISIBICHHBIC
NPU3HAKA KOMIIBIOTEPHBIX aTaK U UHLIMAECHTHI O€3011aCHOCTH.

TpeOoBaHus K yCHIIEHHIO:

1) B mH(OpMAIIMOHHON CHUCTeME JOJDKHBI OOECTIeYMBaTHCS COOp pe3ysIbTaToB
aHaJM3a 3anMceil PerucTpali M3 Pa3HbIX MCTOYHUKOB (KYpHAJIOB, XPaHUIIUII
MHPOpPMALIMK O COOBITHSX O€30MacCHOCTH) M HMX KOPPEALMS C LEIbI0 BbBISBICHUS
MHIIUJICHTOB O€30IIaCHOCTH U pearnpoBaHus Ha HUX;

2) B MHPOPMAITMOHHON CHUCTEME JIOJKHA 00ECTIeUMBATHCS MHTErpalysl IPOLIECCOB
aHalM3a Pe3yJIbTaTOB PETHCTPAIMU COOBITHH 0OE30MacHOCTH C pe3ysbTaTaMy aHajn3a
VSI3BUMOCTE M pe3yJibTaTaMd  OOHApYKEHUs BTOPKEHUH C LENbI0  YCHJICHUS
BO3MOKHOCTEH IO BBISIBJICHHUIO MPU3HAKOB UHIUICHTOB 0€30MaCHOCTH;

3) B uH(GOPMAITMOHHOM CUCTEME JIOJDKEH 00CCIICUMBATHCS TIOJTHOTSKCTOBBIN aHATN3
NPUBUJIETUPOBAHHBIX KOMAHI;

4) ornepaTopoM JIOJDKEH OOECIeUMBAThCSl aHAIN3 3aITMCAHHBIX CETEBBIX MOTOKOB
(1amrioB);
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5) pearnpoBaHrE€ Ha KOMIIBIOTEPHbBIE HWHIMIEHTHI JODKHO OCYILECTBISITHCSA C
yuerom ['OCT P 59712-2022 «3amuta uHopMarmu. YnpaBieHHE KOMITBIOTEPHBIMU
MHIMIEHTaMU. PYKOBOJICTBO IO PearupoOBaHUIO Ha KOMIIbIOTEPHBIE UHLIUIEHTHD.

Peasmmsauust B uHGpoOpMalLlMOHHOM cucTeMe:

Mepa 3ammuThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
PCb.2 + + +
Ycunenne PCB.2

PCB.3 I'enepanusi BpeMeHHbIX METOK
IPU PerucTpauvu cOObITHIT 0€30IIACHOCTH

Heab: ®opmupoBaHue HAIEKHBIX METOK BpPEMEHHM M (WJIM) CHHXPOHM3ALMS
CHCTEMHOI'O BPEMEHU.

TpeGoBanusi k peasmsammu: B uHpOpMaUMOHHOW  cHCTEME  JOJDKHO
o0ecreurBaThCA MOTyYEHUE METOK BPEMEHH, BKITIOYAIOIIUX ATy U BPEMSI, UCIIOIb3YEMbIX
IIPY FeHepalvy 3alKUCcel PEruCTpaly COOBITHI O€30MaCHOCTH.

B uHpopmalMoHHONW cucTeMe JOIDKEH OBbITh ONpPEAESIeH HWCTOYHHUK HAJAECKHBIX
METOK BpPEMEHM M JOJDKHA BBIIOJNHATHCS CHUHXPOHM3ALMS CUCTEMHOIO BPEMEHH C
NEPUOJUYHOCTBIO, OITPEAEIICHHOM OIEPaTOPOM.

TpeOoBaHusi K TOKYMEHTHPOBAHUIO: B SKCIUTyaTallMOHHOM JOKYMEHTALMM Ha
MH(POPMALMOHHYIO CHUCTEMY JOJDKHBI OBITh OIpeaesieHbl TpeOOBaHMS K TeHEpaluu
HAJI©KHBIX ~ METOK  BPEMEHM TMpPU  PETHCTpAalMM  COObITHMHA  O€30MacHOCTH,
MPEAYCMaTPUBAIOLIME OINPEESICHUE MPaBU U MPOLEAYpP TeHEpalUy HAJAECKHBIX METOK
BPEMEHH.

TpeooBanus k ycuienuro: He npeabsasisitorcs.

Peanusanust B TH(POPMALIMOHHOM cUCTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popMaIuu K3 K2 K1
PCB.3 + + +
Ycunenne PCB.3
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PCbB.4 TpeooBanusi K cO0py, XpaHEHHIO U 3alI[UTe
JAHHBIX 0 COOBLITHAX 0€30IIACHOCTH

Hean: O6ecrieueHre XpaHEHUST W 3aIUTHI JAHHBIX O COOBITHSX 0€30MacHOCTH OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

TpeboBanusi Kk peammsanuu: B uHPOpMAIMOHHONW  CHCTEME  JIOJDKHBI
OCYILECTBISITECS COOp, 3alUCh U XpaHeHHe HH(GOpMAIMKA O COOBITUSIX O€30MaCHOCTH
B TEUCHUE YCTAaHOBJIEHHOTO OINEPAaTOpPOM BPEMEHU XpaHEeHUs MH(POpMaIK O COOBITUSX
0€30MacHOCTH.

Cbop, 3amuch U XpaHeHHE HMHPOPMAIMU O COOBITUSIX OE30MaCHOCTH JIOJDKHBI
MpeTyCMaTpUBaTh:

BO3MOKHOCTb BBIOOpA aIMUHHUCTPATOPOM OE30MACHOCTH COOBITHI 0O€30MacHOCTH,
MOJISKAINX PETUCTPAIMU B TEKYIIUH MOMEHT BPEMEHH, U3 TEPEUHsI THIIOB COOBITHIA
0€30MacHOCTH, OIPE/ICIEHHBIX B COOTBETCTBUHU ¢ Mepoil 3ammuThl nHpopmaimu PCh.1;

dbopmupoBanue (cOOp, 3amuch) 3alMcell THMOB COOBITHI  0€30MacHOCTH,
TIOJISKAIINX PETUCTPAIIUY;

XpaHeHne HUHPOpMalMM O COOBITUSX OE€30IaCHOCTM B TEYEHUE BPEMEHH,
YCTaHOBJICHHOTO OTIEPaTOPOM MH(POPMAITMOHHON CUCTEMBI.

OObeM mamsaTH Ui XpaHeHus: HHpopMalMu O COOBITUSX OE30MacHOCTH
JOJDKEH OBITh PACCUMTaH M BBIACICH C YYETOM THIIOB COOBITHIA O€30IacHOCTH,
cocTaBa M cojepxaHus HHPOpMaIUM O COOBITUSIX O€30MacHOCTH, MMOAJISKAIIX
pEeTUCTpallii, a TaKKe CpoKa XpaHeHHUs UWHPOPMAIUM O 3apErUCTPUPOBAHHBIX
COOBITUSIX O€30IaCHOCTH.

B undpopmanmonHoil cucreme J0DKHA OOecTieurBaThCs 3aliuTa HMH(QOpMAIH
0 CcOOBITUSIX O€30MacCHOCTH, PErHCTPUPYEMBIX B HMH(OPMAIIMOHHON CHCTEME B
COOTBETCTBUM C HACTOSIIIUM METOTUUECKAM IOKYMEHTOM.

TpeOoBaHusi K JOKYMEHTHPOBAHMIO: B 3KCIuTyaTallMOHHON JOKYMEHTAllMM Ha
UH(OPMAIMOHHYIO CUCTEMY JIOJDKHBI OBITH OTPE/ICIICHBI:

THUIBI COOBITUN 0€30MacHOCTH, MOAJISKAIE PETUCTPAllMU B 3aJaHHBIA MOMEHT
BPEMEHH, U3 MEPEUHsI TUIOB COOBITHI 0E30MacHOCTH, OIMpPEAETICHHBIX B COOTBETCTBUU
¢ mepoii 3arutel nHGopmarun PCh.1;

TIOPSZIOK XPAHEHHS CBEICHHI O COOBITHSIX O€30MaCHOCTH, B TOM YHUCIe TpeOOBaHUS
K MECTaM XpaHEHHs CBEJICHUHN O COOBITHSIX OE30MaCHOCTH U TIEPHOY BPEMEHH XPaHEHHSI
MH(POpPMALIUH O COOBITUSIX 0€30MAaCHOCTH.

TpeOoBaHusI K yCHIICHUIO:

1) B uH(pOpMAITMOHHON CHCTEME JTOKHO OBITh 00€CTIEUeHO EHTPATU30BAaHHOE
aBTOMATHU3HPOBAHHOE YIpaBlIEHUE COOPOM, 3alHUChI0 U XpaHEHHEM HH(POpPMAIUH
0 COOBITHSIX O€30IIaCHOCTH;

2) B mHGOPMAIIMOHHON CHCTeME JOHKHO OBITh 00ecnedeHo OoO0beIuHEeHHEe
uHpopMalMK U3 3aluceldl PerucTpaluu COOBITHM 0€30MacHOCTH, MOJYYEHHOU OT
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pPa3HbIX TEXHUYECKUX CpeacTB (YCTpPOMCTB), MPOrpaMMHOr0  oOecreyeHus
UH(OPMAIIMOHHOM CUCTEMbI, B €IMHBIA JIOTUYECKUN WIU (UBHMYECKUN KypHaI
ayuta ¢ KoppeJsuuend nHGopMaliy 1Mo BpeMEHH I CBOEBPEMEHHOTO BBISBICHHUS
WHUUJEHTOB U pEarupOBaHMs HA HUX;

3) B uH(pOPMAITMOHHOW CHUCTEME JOJKHO OBITh OOECTICYCHO XpaHEHUE KOMHUH
3amuced CHUCTEMHBIX JKYpHAJOB W 3alMucel O COObITUSAX O€30MacHOCTH B
000c00JIEHHOM XpaHWIHIIE, (PU3UUYECKU OTJICJICHHOM OT UHBIX TEXHHUYECKUX CPE/CTB,
BXOJIAIIMX B COCTaB MH(POPMAIIMOHHON CHCTEMBI;

4)B UWHPOPMAIMOHHOW CHCTEME JODKHO ObITh 00ECHeueHO Ppe3epBHOE
KOIMPOBAHUE 3aIUCEH PEruCTpaLuy (ayIuTa);

5) B uH(OpMAIMOHHON CcHCTEME JUId O00ECHEeYeHHs LEIOCTHOCTH HH()OpMaIu
0 3apETUCTPUPOBAHHBIX COOBITUSIX OE30MACHOCTH JIOJDKHBI IPUMEHSATHCSI B COOTBETCTBUH
C 3aKOHOAATeNbCcTBOM Poccuiickoil @enepaiy KpUnTorpapuuecKue METO/Ibl.

Peanusanus B ”H(pOPMALIMOHHOM cUCTEMe:

Mepa 3anmThl Krnacc 3amuieHHocTu
uHbopMaIuu K3 K2 K1
PCbh.4 + + +
Ycunenue PCh.4

PCB.5 PearupoBanue Ha cOOM NPHU PerucTpPanuu COObLITHI 0€30IIACHOCTH

Hesn: OcyliecTBieHne pearupoBaHus Ha COOM TPU  PETHCTPALUM  COOBITHIA
0€30MacHOCTH, B TOM YHCJIE allapaTHbIE U MPOrpaMMHBIE OIIMOKH, COOM B MEXaHU3MaX
coopa uH(OpMaIMU U JOCTIDKEHUE Tpefesia WIA TMEepernoyHeHus: oobema (€MKOCTH)
MaMsITH.

TpeGoBanus k peanuzauum: PearnpoBanue Ha cOOU MPU PErUCTPAIA COOBITUIA
0€30MacHOCTH AOJDKHO MPETyCMaTpUBaTh:

npeAynpexaeHne (CUTHAIM3aIus, WHAWKAIWS) aJIMUHUCTPATOPOB O COOSX
(anmapaTHBIX U MPOTPaAMMHBIX OIIMOKaX, COOSIX B MEXaHU3Max cOopa MH(popMaIK WIn
nepenoaHeHust 00beMa (EMKOCTH) TTAMSATH ) TIPY PErUCTpaliii COObITHI O€30MaCHOCTH;

pearupoBaHue Ha COOM TIpU PErucTpaluyd CoObITUI O€30MacHOCTU IMyTeM
M3MEHEHUS aJMUHUCTpATOpaMH lapaMeTpoB cOOpa, 3alucu U XpaHeHus: nHpopMaliu o
COOBITHSIX 0OE30MacHOCTH, B TOM YHCJIE€ OTKIIFOUYEHHE 3alHCU MH(OpMAIMU O COOBITHSX
0€30MacHOCT OT YacTH KOMIIOHEHTOB HMH(OPMALMOHHOM CHCTEMbI, 3aluCh MOBEpX
YCTapeBIIHNX XPAaHUMBIX 3aiCcel COOBITHIT OE30MTaCHOCTH.

TpeGoBaHusi K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON JTOKyMEHTAallMM Ha
MH(QOPMAIIMOHHYIO CUCTEMY JOJDKHBI OBITH OIpeNeNieHbl TpeOOBaHUS K MpaBWiiaM U
NpolLIeypaM pearupoBaHusl Ha COOU MPU PETUCTPALIMU COOBITHI OE30MaCHOCTH.

TpedoBaHusi K yCUJICHUIO:

1) B uHpOpPMAIMOHHOW  CHCTEME  JODKHa  OOecrieumBaThCsi — BblAaya
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HpeayNpeXxICHUs] aJMUHUCTPATOpy B MaciuTabe BpeMeHHU, OJM3KOM K pealbHOMY, MpH
HACTYIUIEHMM KPUTHYHBIX COOEB B MEXaHHM3Max cOopa MH(pOpMAIUH, ONPEICICHHBIX B
MH(OPMAIIMOHHOM CHUCTEME;

2) B uH(GOPMAIIMOHHOW CHCTEME JOJDKEH OO0eCHeurBaThCs 3ampeT 00paboTKH
uH(OpMAIIMU B CIydae anmapaTHBIX WM MPOrpaMMHBIX OIIMOOK, COOEB B MEXaHM3Max
cOopa nH(popMaIMK WK JOCTHXKEHUS Ipesiesia WM HepenoHeHusT oobeMa (EMKOCTH)

TIaMSITH.
Peanusamust B uHGoOpMaIlMOHHOM cUCTEMe:
Mepa 3amuThI Knacc 3amuineHHoCTH
uH(popmManuu K3 K2 K1
PCB.5 + + +
Vcunenne PCB.5

4.4. 3amura BUPTyaau3anuu 1 00JauyHbIX BeiuncjeHuii (3CB)

3CB.1 /loBepeHHas1 3arpy3Ka CpeACTB BUPTYaJIU3alu
U BUPTYaJbHbIX MAIIMH

Hesb: KOHTPOaIb LETOCTHOCTH CPENCTB BUPTYAM3AlMA M BUPTYalIbHBIX MallWH
Ha JTaIle UX 3arpy3KHu.

TpeooBanus k peanusanuu: [Ipy npruMeHeHNN CPEJICTB BUPTYATU3AUH TOJDKHbI
o0ecre4rBaThCA:

JIOBEPEHHAsl 3arpy3ka XOCTOBOM OMNEpAIMOHHOM CHCTEMbI (MPU €€ HaIUYUH)
Y CpPEJICTBA BUPTYAIHU3ALIUH;

BBISIBJICHUE 3arpy3Kd BUPTYalIbHBIX MAIIMH, COCTaB M HACTPOMKU BUPTYAIBHOIO
000py10BaHMSL KOTOPBIX COZIEPKAT HECAHKIIMOHUPOBAHHBIE N3MEHEHMUSI.

VYkazaHHble Mepbl 3alUThl MHGOPMAIMK PEATU3YIOTCSI 32 CYET NPUMEHEHUs
B MH(GOPMAIMIOHHOM CHUCTEME BCTPOEHHBIX B 0a30Bble CHCTEMBI BBOA-BbIBOJA
MEXaHU3MOB 0€30MaCHOCTH, U (WJIM) CPEACTB JOBEPEHHOM 3arpy3Ku, U (MJIM) BCTPOSHHBIX
B XOCTOBBIE ONIEPAIIMOHHBIE CUCTEMbI MEXaHU3MOB 0€301TaCHOCTH, U (KJTH) BCTPOCHHBIX B
CpE/ICTBa BUPTyaJIU3allMi MEXAHU3MOB O€30ITaCHOCTH.

TpeOoBaHusi K JOKYMEHTHPOBaHUIO: He npenbsaBistoTcs.

TpeGoBaHusi K yCHIICHHMIO:

1) nomkHa obecrieuuBaThCS OJIOKMPOBKA 3arpy3KH BUPTYaJIbHOM MAIllMHBI, B
KOTOpOM HCTIONMHsIeMble (ailfibl WM KOH(Urypalys KOMIOHEHTOB, YYaCTBYIOIIMX B
3arpy3Ke TOCTEBOM OINEPAalMOHHOM CHCTEMBI, COJAEP)KaT HECAHKIIMOHHUPOBAHHBIE
U3MEHEHUS;

2) nomkHa oOecreunBaThesi OJOKUPOBKA 3arpy3KH BUPTYaJIbHOM MAIMHBI, €CIIU
3arpykaeMasi BepCHsi TOCTEBOM ONEPALMOHHOW CUCTEMBI COIEPKUT KPUTHUYECKUE
YSI3BUMOCTH U (MJIH) 3aIiperieHa sl UCTIONb30BaHHs B MH(POPMAIIMOHHOW CUCTEME;
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3) nomxHa obecrieunBaThcsl OJOKMPOBKA 3arpy3Kd BUPTYaJbHOW MAILMHBI, €CIH
UCTIONHAEMbIE (aiijIbl WM KOH(UIypaluss KOMIIOHEHTOB, YYaCTBYIOIIMX B 3arpy3kKe
rOCTEBOM ONEPAlMOHHOM CHUCTEMBI, HE NPOLUIM ayTEHTU(UKALMIO C HCIOJIb30BaHUEM
CBUJICTEIILCTB MOITMHHOCTH MOJTYJIeH (B TOM YMCIIE IU(PPOBBIX CUTHATYP MPOU3BOANUTEIS
VIV UHBIX CBUJETENBCTB IMOTMHHOCTH MOJTYJIEH );

4) nomkHa 0OeCTIeunBAaThCs OJIOKMPOBKA 3arpy3KH BUPTYAILHON MAaIIWHBI, €CITU
UCTIONHAEMBIE (aiiyIbl WIM KOH(QUIypaluss KOMIIOHEHTOB, YYaCTBYIOIIMX B 3arpy3kKe
TOCTEBOM ONEPAlMOHHOM CHUCTEMBI, HE NPOLUIM AyTEHTU(UKALMIO C HCIOJIb30BaHUEM
CBUJETENILCTB MOJUIMHHOCTH MOJyJed B BHUJE LHUQPPOBBIX CHUTHATyp oOlepaTopa
MH(OPMALIMOHHON CUCTEMBI.

Peasmmsauust B uHGOpMalLlMOHHOH cucTeMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
3CB.1 + + +
Vceunenne 3CB.1 1 1,2

3CB.2 KoHTpPOJIb LeJIOCTHOCTH CPEACTB BUPTYAJIU3ALMH
¥ BUPTYaJbHbIX MAIIMH

Hesb: KOHTPOab LETOCTHOCTH CPENCTB BUPTYAIM3AlMA M BUPTYalIbHBIX MAallWH
Ha dTare ux PyHKIIMOHUPOBAHUSL.

TpedoBanus k peanuzammu: [Ipy mpruMeHEHNN CPEACTB BUPTYyAITM3aLUM JOIKEH
o0ecreunBaThCs €KEHENENIbHbIA WM C MEHBIIEH MEePUOIMYHOCTBIO, YCTaHABIMBAEMOM
B MHQOPMAITMOHHON CHCTEME, KOHTPOJIb OTCYTCTBUSI HECAHKIITMOHUPOBAHHBIX N3MEHEHUI
B COCTaBE M HACTPOMKaX BUPTYAIbHOTO 0OOPYJIOBAHMS BBHIOIHSAIOIIMXCS BUPTYAIbHBIX
MaILIVH.

VYkazaHHble Mepbl 3alIUThl UH(POpPMALMKU peaNnu3yloTCs 3a CUET MPUMEHEHMS
B MH(OPMALIMOHHON CHUCTEME BCTPOCHHBIX B CPEACTBA BUPTYaJTU3alMU MEXaHU3MOB
0€30MacHOCTH.

TpeOoBaHusi K JOKYMEeHTHPOBaHUIO: He npenbsaBistoTcst.

TpeOoBaHusI K yCHIICHUIO:

1) nomwkeH oOecreunBaThbCsl €KEHEACTbHBIA WM ¢ MEHbIIEH MePUOJUIHOCTHIO,
yCTaHABIMBaeMOW B WH(POPMAIMOHHOW  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKIIMOHUPOBAHHBIX ~M3MEHEHUWM B  HCHOJHAEMBbIX (aiax  MporpaMMHOrO
obecrieyeHus1 XOCTOBOM OIEpallMOHHON CUCTEMBI U CPEJICTBA BUPTYaIH3aluy;

2) NoKeH 00eCreurnBaThCS CKCHECIBHBIA WM ¢ MEHBIIICH MEPHOIUIHOCTHIO,
yCTaHaBIMBAaEMOW B MH(OPMAIMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAHKIIMOHUPOBAHHBIX U3MEHEHUH B IapaMeTpax HACTPOMKH XOCTOBOM ONEpallMOHHOU
CHCTEMBI U CPENICTBA BUPTYAJIU3ALINY;

3) momkeH 00EeCeYMBATHCS €KEHENENbHbIA WM C MEHBIIEH MEePUOAMYHOCTHIO,
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yCTaHaBIMBaEMOW B MH(OPMALMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKLIMOHUPOBAHHBIX M3MEHEHUI B (paiinax BUPTyaJbHOM 0a30BOM CHUCTEMBI BBOJA-
BbIBOJIA (TIEPBUYHOIO 3arpy3YKa BUPTYaJIbHOM MAIIMHBI);

4) nomkeH o0ecTeunBaThCS €KCHEACTbHBIA WM C MEHBIICH MepPUOTUYHOCTHIO,
yCTaHABIMBaeMOW B  WH(POPMAIMOHHOW  CHCTEME,  KOHTPOJIb  OTCYTCTBHUS
HECAaHKLIMOHUPOBAHHBIX ~HM3MEHEHMHA B HUCHOJHSAEMBIX (pailllax MpOrpaMMHOIO
o0ecrieyeHus FOCTEBOM OMEPALMOHHON CHCTEMBI.

Peanusanust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThl Knacc 3amumnieHnocta
uH(popmManuu K3 K2 K1
3CB.2 + + +
Vceunenne 3CB.2 1,2 1,2

3CB.3 PerucTrpauus coObITHH 0€30IMaCHOCTH B Cpeie BUPTYATU3ALUMN

Heasn: Onpenenute cocTaB MU coJepkaHue HHGoOpMalMu O  COOBITUSIX
0€30MaCHOCTH, MOAJIEKAIIUX PETUCTPALIUH B CPEIEC BUPTYAIU3ALHH.

TpeooBanus k peanuzammu: [Ipyn npruMeHEHNN CPEACTB BUPTYyAIIN3ALUM JOJDKHA
o0ecrieunBaThc B COOTBETCTBUU ¢ Mepamu 3ammthl uHpopmammu PCb.l1 — PCB.5
peTuCTpaIus CIeTYIOINX COOBITHI 0€30MaCHOCTH:

yCIEIIHbIE M HEYCIEIIHbIE TMOMBITKM ayTeHTH(UKAIMK IOJIb30BaTeleH CpeiICTB
BUPTYaJIU3aIINHY;

JOCTYI TIOJIb30BaTeNe CPENCTB BUPTYAIM3aUUMM K BUPTYAJIbHBIM MalllMHAM
MOCPEICTBOM  uUHTep(elica cpeacTBa BUPTyaM3alliud  (TEPMUHAIBHBIN  JIOCTYTI,
BUPTYaJIbHBIN paboumii cTomn);

CO3/IaHME U YJAJICHUE BUPTYAIbHBIX MAIIINH;

3aIyCK M OCTAaHOBKA CPEJICTBA BUPTYAJIM3AllUH C YKa3aHUEM MIPUIHHBI OCTAHOBKY;

3aIyCK M OCTAaHOBKA BUPTYAJILHBIX MAIIIMH C YKa3aHUEM MIPUIHHBI OCTAHOBKHY;

VM3MEHEHUE HA3HAYCHUSI POJIEH;

M3MEHEHUE KOHPUTYpalliu CPECTBA BUPTYAIN3ALIH;

W3MCHEHUE KOHPUTypaIuii BUPTYATbHBIX MaIIIWH;

(baxTbl HapyIIEHUS LEIOCTHOCTH 00BEKTOB KOHTPOJIS;

(axThI MepeMeIeHus] BUPTYaTbHBIX MAIlliH.

VYkazaHHble Mepbl 3alUThl HH()OpMAIMKA PEaM3YIOTCS 3a CUeT MPUMEHEHHS
B MH(OPMAIIMOHHOM CHCTEME BCTPOCHHBIX B CPEICTBA BHUPTYAIM3ALUH MEXaHH3MOB
3aIUTHI U (MJTK) CPEICTB YIPABJICHUS COOBITUSIME O€30MTAaCHOCTH.

TpeGoBanusi K JOKYMEHTHPOBAHMIO: B SKCIUTyaTallMOHHON JTOKYMEHTAllMU Ha
UHGOPMAIIMOHHYIO CHUCTEMY JIOJDKHBI OBITh OIpeiesieHbl TpeOoBaHMS K  COOpY,
PETUCTPALIUU U aHATNU3Y COOBITHI OE30MaCHOCTH.
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TpebdoBanusi k ycwiienuio: He npenbsaBisitores.
Peanusanust B uHGoOpMaIlMOHHOM cUCTEMe:

Mepa 3ammuThI Knacc 3amuimennoctu
uHbOopMaIuu K3 K2 K1
3CB.3 + + +
Ycunenne 3CB.3

3CB.4 YnpasJieHue J0CTYIIOM B cpelie BUPTYaJu3aluu

Henn: VckmodyeHue HECAaHKIIMOHUPOBAHHOTO JOCTYTIA K 00bEKTaM 3alUThI B CPEJIC
BUPTyaJIN3aLIUY.

TpeGoBanusi k peanmzanmm: J[OJOKHBI 00€CTIEUMBATHCS MEPHI 0 YIPABJICHUIO
JOCTYIIOM IIOJIb30BaTENICi B CpeA€ BHUPTyaIM3allMd B COOTBETCTBUM C MEpaMU
sanumtel nHGopmarmu YI1J1.1 — YII/1.4, a Taxoke:

yIpaBJieHHWE TMpaBaMH JOCTyla TOJb30BaTeNe CpPEACTB  BUPTyaIM3alUH
K BUPTYyaJIbHBIM MaIllHAM;

YIOpaBJICHUE JOCTYNOM BUPTYQJIbHBIX MaIllMH K (PU3HMUECKOMY U BUPTYaTbHOMY
000py/TI0OBaHHUIO;

yIpaBlieHUEe KBOTaMH JIOCTYNA BHUPTYAIbHBIX MallMH K  (U3UUECKOMY
Y BUPTYaJIbHOMY 00OPY/IOBAaHHIO.

VYkazaHHble Mephl 3alIUThl UHPOPMAIIUK PEATU3YIOTCS 3a CYET MPUMEHEHUS
B MH(QOPMALIMOHHON CHCTEME BCTPOCHHBIX B CPEJICTBA BUPTYyaIU3alUd MEXAaHU3MOB
0€30MacHOCTH.

TpeOoBaHusi K TOKYMEHTHPOBAHUIO: B dKCIUTyaTallMOHHOM JOKYMEHTALMM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJKHA OBITh OMpeienieHa MOAEb YIPABIECHUs I0OCTYIIOM B
cpene BUPTyaln3aluH.

TpedoBanus k ycuienuro: He npeabsasisitorcs.

Peanmzanusi B uH(POPMAILIMOHHOI cUCTEMe:

Mepa 3ammThbl Knacc 3amumnieHnocTH
uH(popMaIuu K3 K2 K1
3CB.4 + + +
Ycunenune 3CB .4

3CB.5 Pe3epBHOe KONUPOBaHKE B Cpe/ie BUPTYAJIU3aNMH

Heab: ObecrieueHne BO3MOKHOCTH BOCCTaHOBJIEHUS! CPE/ICTB BUPTyaJIU3alluU U
BHPTYQJIbHBIX MAILIVH.

TpeGoBanus k peanusanmm: [Ipy mpuMeHEHNN CPEACTB BUPTYAIU3ALUU JOJDKHO
o0ecreunBaThesl pe3epBHOE KOMMPOBAHHUE:
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00pa3oB BUPTYaJIbHBIX MAIllMH, OMPEEIICHHBIX ONIEPaTOpOM;

MapaMeTPOB HACTPOMKHU CPEICTB BUPTYAITU3ALUH.

VYkazaHHble Mephl 3alIUThl UHPOpPMALUK PEATU3YIOTCSA 3a CYET NMPUMEHEHUS
B MH(OPMAITMOHHOW CHCTEME BCTPOCHHBIX B CPEIICTBA BUPTYAIU3allMA MEXaHU3MOB
O0e3zomacHOoCTH, ¥ (WJIM) BCTPOSCHHBIX B XOCTOBBIC OICPAIMOHHBIC CHCTEMBI
MEXaHU3MOB 0€30MacHOCTH, U (WJIH) CPEJCTB PE3EPBHOTO KOMMMPOBAHUS.

TpeOoBaHusi K TOKYMEHTHPOBAHUIO: B SKCIUTyaTallMOHHOM JOKYMEHTALlMM Ha
UH(QOPMAITMOHHYIO CUCTEMY JIOJDKEH OBITh OMPEIENICH MOPSIOK peaTn3allii pe3epPBHOTO
KOMMPOBAHUSL.

TpeOoBaHuUs K yCHIICHHIO:

1) no;xHO ~ oOecrieumBaTbCs ~ PE3EPBHOE  KONMMPOBAHME  KOH(UTyparui
BUPTYaJIbHOTO 000pPYI0BAaHUS BUPTYaTIbHBIX MAIIINH;

2) IOJDKHO 00€CTIeUnBaThCs PE3EPBHOE KOMUPOBAHUE CBEJACHUNA O COOBITHSIX
0€30MacHOCTH B CpeJie BUPTYATM3AIHH.

Peanusanust B ”H(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammThl Knacc 3amumeHHOCTH
uH(popmManuu K3 K2 K1
3CB.5 + + +
Ycunenune 3CB.5

3CB.6 Orpann4yenne NporpaMMHOii cpebl B cpelie BUPTYaJIn3aluu

Heab: biokupoBaHne  HECAaHKIMOHMPOBAHHOIO  3allyCKa  MPOrPaMMHOIO
o0ecrieueHust B Cpeie BUPTYATU3aLHH.

TpeGoBanusi k peasmsammu: J[ookHO 00ecrieunBaThCsl BBISABICHHE 3aITyCKa
KOMIIOHEHTOB ~MPOrPaMMHOIO  OOECHEUYEHHSI XOCTOBOM  OMNEpalMOHHOM  CHCTEMBI
U CPEACTBA BUPTYAIM3ALMY, HE BKJIFOUCHHBIX B IEPEYEHb KOMIIOHEHTOB, PA3pELICHHBIX
JUIA 3aIyCKa.

VYkazaHHble Mepbl 3alUThl MH(OPMAIMKU PEATM3YIOTCS 3a CUET NPUMEHEHHS
B I/IH(l)OpMaHHOHHOﬁ CHUCTEMC BCTpoeHHbIX B CPCACTBA BUPTyAJIM3alllid U (HHH) XOCTOBBIC
OIICPALIMOHHBIC CUCTECMbI mexaHM3MOB 6e30nacHOCTH.

TpeOoBaHusi K JOKYMEHTHUPOBaHUIO: He npenbsaBistoTcst.

TpeGoBaHus K yCHIICHHMIO:

1) nomkHa obecnieunBaThesi OJIOKMPOBKA 3allyCKa KOMIOHEHTOB MPOTPaMMHOTO
o0ecrniedyeHrs XOCTOBOW OMEpPalMOHHON cuCcTeMbl U (WJIK) CPEACTBA BUPTyaJIU3alllH,
HE BKJIIOUEHHBIX B TEPEYCHb IPOrpPaMMHOr0 OOECHEUYEHHUs, Pa3peIIeHHOTo IS
3aIlyCKa B Cpelie BUPTyalu3aluu.

Peanusanust B uHGopMalMOHHOM cUcTEMe:

Mepa 3ammThl Kiacc 3amumensHoctu
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uHopMaru K3 K2 K1
3CB.6 + + +
Ycunenne 3CB.6 1

3CB.7 3amuTa namMATH B cpe/ie BUPTYAJIU3alNU

Hesn: 3ammra onepaTtiBHONW M MOCTOSHHOM MaMsITH WH(GOPMALIMOHHOW CHUCTEMBI
[P NPUMEHEHUH CPEACTB BUPTYAIN3ALHH.

TpedoBanus k peasmsanuu: [Ipy npuMeHeHUN CPEICTB BUPTYAIM3ALH JOJKHBI
o0ecIeurnBaThCA:

M30JISILMA 00JIaCTEN MaMSATH, OTHOCSIILIMXCS K Pa3JIMYHbIM BUPTYaIbHBIM MallIMHAM;

OYHCTKA OCTaTOYHOM MH(GOPMAIIMU B TIAMSITU CPEJICTB BHIYUCIUTEIBHON TEXHUKH,
MCTIOJIb3YEMOM [Tl XpaHEHHUs JaHHBIX BUPTYAJIbHBIX MAIIIMH, IPH €€ 0CBOOOKICHUH WITH
IIepepacpeieICHUN.

VYkazaHHble Mepbl 3alUThl HH()OpMAIMKA PEATM3YIOTCS 3a CUET MPUMEHEHHUS
B UH(OPMAIIMOHHON CHCTEME BCTPOECHHBIX B CPEJCTBA BUPTYAIU3ALMH U (MITH) XOCTOBBIE
OIICPALIMOHHBIC CUCTECMBbI MmexaHM3MOB 6e30MacHOCTY.

TpeOoBaHus K JOKYMEHTHPOBaHUIO: He npenbsaBistoTcst.

TpeOoBaHuUs K yCHIICHHIO:

1) noookHO ~ obOecmeunBaThCS — yAalieHME  OOBEKTOB  (DaiiJIoOBOM  CHCTEMBI,
UCMOJIB3YEMBIX ~ CPEACTBOM BHPTyaJIM3allMM, IIyTeEM MHOTOKPATHOM IIepe3arucu
YHUYTOXKAEMbBIX (CTUPAEMBIX) 0OBEKTOB (PAijIOBOM CHUCTEMBI CIEIUATEHBIMU OUTOBBIMU
MOCJEA0BATETbHOCTAMU;

2) TommKkHA 00ecreunBaTbCs M30JSLMA OOJNACTH NaMATH BHUPTYAIbHBIX MAallUH
MyTeM MPUMEHEHUSI MEXaHU3MOB YIIPABJICHUS AMSITHIO alnapaTHOM 1m1aT(opMbl;

3) noypkeH  o0ecrieurBaThCs — KOHTPOJb — IIEJIOCTHOCTH — OOJiacTell  maMsTu
BUPTYaJIbHBIX MAIMH I10 3aIPOCy TOCTEBOM ONEPALIMOHHON CUCTEMBI.

Peanmsanusi B TH(pOPMAILIMOHHOI cUCTEMe:

Mepa 3ammThbl Knacc 3amumnieHnocTH
uH(popMaIuu K3 K2 K1
3CB.7 + + +
Ycunenune 3CB.7

3CB.8 UaenTupukanus u ayreHTHGUKANUA B cpefe BUPTYATU3ALUN

Henb: VcknroueHne HECAaHKIIMOHUPOBAHHOTO JOCTYNa CyOBEKTOB MOCTyMa, HE
NPOIICIINX WACHTUPHUKAIMIO W ayTeHTU(HUKALMIO, K OOBEKTaM JIOCTyIa B Cpeae
BUPTYyaJIM3aIINH.

TpeGoBanusi k peanusanum: JlomkHa oOecreunBaThcs — UACHTHU(DUKAIMSL
1 ayTreHTU(HKANMA CyOBEKTOB JOCTyNa B Cpele BUPTyaIM3allid B COOTBETCTBHH
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¢ mepamu 3anuTel uHGopmaruu MAD.1, MAD.3, B ToM uucre:

Ppa3pabOTUMKOB BUPTYaIbHBIX MaIIUH;

aJIMUHUCTPATOPOB 0€30MACHOCTH CPEICTB BUPTYATU3aLIUU;

aMUHHACTPATOPOB CPEACTB BUPTYaIU3ALUY;

aIMUHUCTPATOPOB BUPTYaAIbHBIX MAIIIHH;

aIMUHUCTPATOPOB XOCTOBBIX OMEPALIMOHHBIX CUCTEM;

aIMUHHACTPATOPOB CPEACTB BBIYUCIUTENBHON TEXHUKH, C HCIOJIB30BAHHEM
KOTOpBIX obecrnieunBaeTcsi GyHKIIMOHUPOBAHKUE CPEIbl BUPTYAIU3AIUU.

VYkazaHHble Mepbl 3alUThl HH(DOpMAIMK PEATM3YIOTCS 3a CUeT MNPUMEHEHHUS
B UH(POPMAITMOHHON CHCTEME BCTPOCHHBIX B CPEICTBA BUPTYATU3ALIMH U (UITH) XOCTOBBIE
OIICPALIMOHHBIC CUCTEMBbI MmexaHM3MOB 6e30MacHOCTY.

TpeOoBaHusi K JOKYMEHTHPOBAHHMIO: B 3KCIuTyaTallMOHHON JOKYMEHTAllMM Ha
MH(OPMAITMOHHYIO CHCTEMY JIOJDKEH OBITh OmNpeesieH MOPSAOK HIACHTU(DUKAIUN
U ayTeHTU(PUKAIUK CyOBEKTOB JJOCTYIIA B CPE/IC BUPTYATU3AIHH.

TpeOoBaHusI K yCHIICHHIO:

1) nomkHa oOecnieunBaThCsl UACHTU(GUKAIMS OOBEKTOB JOCTYIA CPEbl
BUPTYyaJIu3alUu:

BUPTYaJIbHBIX MaIlllH;

CPEACTB BUPTyaIU3alUu;

CPEACTB BBIYUCIUTEIIBHON TEXHUKH, BXOISIIMX B COCTaB BUPTyaJIbHOU

MH(DPACTPYKTYPHI.
Peanusanusi B MH(pOPMALIMOHHOM cUCTeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3CB.8 + + +
Ycunenne 3CB.8

3CB.9 YnpaBJ/ieHne BUPTYaJIbHbIMI MAIINHAMH

Hean: ObecrieueHre EHTPAIM30BAHHOTO YIPaBiIeHUs 00pa3aMy BUPTYaJbHbBIX
MaIllMH U BUPTYAIbHBIMU MAITMHAMM.

TpeGoBanus k peasmzanuu: [Ipy npruMeHeHUN CPEICTB BUPTYAIM3AIMH JOTKHbBI
o0ecrieurBaThCs YIPABICHUE Pa3MEILICHUEM U TIEPEMEILICHUEM:

(aiinoB-00pa30B BUPTYaIbHBIX MAILIMH MEXIY HOCUTESIMU (CUCTEMaMH XPaHEHHSI
JTAaHHBIX );

VCIIOJIHSAEMBIX BUPTYaIbHBIX MALIMH MEXIY CEpBEpaMU BUPTYAIU3ALIUY;

JIAHHBIX, 00palaThIBa€MbIX C HCIOIB30BAHUEM BUPTYAIbHBIX MAIllUH, MEXIY
HOCHUTENSIMU (CUCTEMaMK XPaHEHUs! JAHHBIX ).

an npumeHeHnn  cpencrte BUPTyannsaunn  OOSIKEH obecneymnBaTbCA KOHTpOJIL 3a
NEPEMELICHUEM BHUPTYAIbHBIX MAIIUH 3a TMpelesibl HUH(OPMAIMOHHOM CUCTEMBI
(cermeHTOB MH(MOPMAIIMOHHON CHUCTEMBI) W (WJIA) MHPOPMaLMOHHO-TeNEKOMMYHUKALMOHHOV
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MHPPACTPYKTYPbI, Ha Ba3e KOTOPON OHU GYHKLMOHMPYIOT.

YrpapieHue nepeMenieHHeM BUPTYaIbHBIX MaIllMH M 00pabaThIBAEMBIX HA HUX
JAaHHBIX JOJIKHO O6€CHC‘II/IBaTBC$I TOJIBKO C TPHUMCHCHUCM TCXHHNYCCKHUX CPCACTB,
BXOZSIIUX B COCTaB HH()OPMAILIMOHHON CUCTEMBI.

VYKa3aHHbIE Mepbl 3alUThl WHPOPMAIMK PEATU3YIOTCS 332 CYET NPUMEHEHHS
B MH(GOPMAITMOHHOM CUCTEME BCTPOSHHBIX B CPEJICTBA BUPTYATM3AIUH U (M) XOCTOBBIC
ONCpannOHHbIC CUCTCMbI MCXaHHU3MOB 0€30MIacCHOCTH.

TpeOoBaHusi K JOKYyMEHTHUPOBAHMIO: He npebsBisitoTCs.

TpedoBanus k ycuiienuro: He npebsBisitoTcs.

Peasmmsauust B uHGoOpMalLlMOHHOH cucTeMe:

Mepa 3ammThI Knacc 3amuimennoctu
uHbopMaIuu K3 K2 K1
3CB.9 + +
Ycunenue 3CB.9

4.5. 3amuTa TeXHOJI0rHil KOHTeHepHBIX cpel U ux opkectpauuu (3KO)
3KO.1 KoHTpOJIb 1IEJIOCTHOCTH B KOHTEeHEPHBIX Cpeaax

Heab: OGecrieueHne IEJIOCTHOCTH CPEACTBA KOHTEHHEpU3alliu, KOHTEHHEpOB
1 UX 00pazoB.

TpeooBanusi k peanuzanmu: [I[py npuMeHEHNN CpPEACTB KOHTEWHEPHU3ALNN
JIODKEH 00ecneunBaTbCsl E©XKEHENENbHbIA WIM € MEHbUIEH MepUOJINYHOCTHIO,
yCTaHABIMBaeMOW B WH(QOPMAIMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECaHKIIMOHUPOBAHHBIX M3MEHEHHI B 00pa3ax KOHTEHHEPOB U B MCIIOIHIEMBIX (haifax
KOHTEWHEPOB.

VYka3aHHass Mepa 3alUThl MHGOPMALUMU pPEaU3yeTcsl 3a CUeT MPUMEHEHMS
B MH(OPMAIIMOHHOW CUCTEME BCTPOCHHBIX B CPEACTBA KOHTEHHEPHU3ALUU U XOCTOBBIE
OIEPAITMOHHBIE CUCTEMbI MEXaHU3MOB 0€30MaCHOCTH.

TpeOoBaHusi K JOKYMEeHTHPOBaHUIO: He npenbsaBistoTcs.

TpeOoBaHusI K yCHIICHUIO:

1) nomwkeH oOecIeUrBaThCs €KCHEACTbHBIA WM ¢ MCHBIIEH IMePHOIUIHOCTHIO,
yCTaHABIMBaeMOW B WH(POPMAIMOHHOW  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKIIMOHMPOBAHHBIX ~M3MEHEHUWM B  HCHOJHAEMbIX (aiax  MporpaMMHOrO
o0ecrieueHus1 XOCTOBOM OTEpalMOHHON CUCTEMBI M CPEJICTBA KOHTEHHEPU3ALUH;

2) nokeH 00eCHeurBaThCs €KEHECbHBIM WIM ¢ MEHbBIIEeH MEePUOJUIHOCTHIO,
yCTaHAaBIMBaeMOW B  MHMOPMAIMOHHOM  CHUCTEME,  KOHTPOJb  OTCYTCTBUS
HECAHKLIMOHUPOBAHHBIX U3MEHEHUI B MAapaMeTpax HACTPOMKHU XOCTOBOW OINEpaliMOHHON
CUCTEMBI U CPEACTBA KOHTEHHEPHU3ALINY;

3) IOJKHO O0ECIeunBaThCs BBIABICHHE 3allyCKa KOMIIOHEHTOB ITPOTrPaMMHOTO
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o0ecnieyeHrss XOCTOBOM ONEpPAlMOHHON CUCTEMBI M CpEACTBa KOHTEHHEpU3alluy,
LEJIOCTHOCTh KOTOPBIX HApPYILEHA;

4) nomkeH 00ecneunBaThCs KOHTPOJb OTCYTCTBHMS ~ HECAHKIMOHHPOBAHHBIX
M3MEHEHUI B 00pa3ax KOHTEHHEPOB ¢ UCIOJb30BAHUEM CBUJIETEIBCTB MOAJIMHHOCTH
(B TOM uuncie UUQPPOBBIX CUTHATYP MPOU3BOAUTENS WM HMHBIX CBHUAETEIHCTB
NOJJTMHHOCTH MOJYyJIeH) IpU yCTaHOBKE 0Opa3oB KOHTEHHEpa B MH(DOPMAIIMOHHOMN
CUCTEME;

5) IomKeH 00ecreunBaThCsl €KEHENETbHbI WM ¢ MEHbIIEH MEpUOJUYHOCTHIO,
yCTaHaBIMBaEMOW B HMH(OPMAIIMOHHOM  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKIIMOHUPOBAHHBIX M3MEHEHWH B o0O0pa3ax KOHTEMHEPOB M B MapameTpax
HAaCTPOMKHM CpEACTBA KOHTEWHEPH3allMM C  MCIIOJIb30BAHUEM  CBHUJETEIBCTB
MOJIMHHOCTA (B TOM 4Hcle UU(POBBIX CHTHATYP MPOU3BOAMUTENS WM HMHBIX
CBUJIETEIBCTB MOJJIMHHOCTH MOJYJIEH);

6) TOMKHO oOecreunBaThCsl BBISIBJICHHE OOpa3a KOHTEHHEpa, LEeOCTHOCTh
KOTOPOT'O HapylICHa;

7) nomxHa obOecrieyuBaThCS  OJIOKMpPOBKA 3amycka oOpa3a KOHTeHHepa,
LIEJIOCTHOCTh KOTOPOI'O HapyllleHa, U KOMIIOHEHTOB IMPOrPaMMHOIO OOecredeHus
XOCTOBOW OIEPALMOHHOM CHCTEMBI M CPEICTBA KOHTEMHEPHU3ALUMH, LIEJIOCTHOCTH
KOTOPBIX HApPYILIECHA.

Peasmmsauust B uHGoOpMalnoOHHOH cucTeMe:

Mepa 3amursl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3KO.1 + + +
Vcunenune 3KO.1 1,2 1,2,3,4,5,6

3KO.2 Perucrpanusi co0ObITHI1 0€30MIACHOCTH B KOHTEIHEPHBIX Cpeaax

Hean: Onpeneneane coctaBa ©  couepkaHus WHGOPMAIMA O  COOBITHSX
0€30MacCHOCTH, MOAJIKAIIUX PETUCTPALIMN B KOHTEHHEPHBIX Cpe/iax.

TpeooBanusi Kk peanusaumm: [I[py nNpuMeHEHNMH KOHTEHMHEPHBIX CpEl JOJDKHA
oOecrieunBaThcd B COOTBETCTBMU ¢ Mepamu 3ammrtbl uHpopmaimu PCb.l — PCB.5
PETUCTpAIUs CICTYIOIINX COOBITHI O€30MacCHOCTH:

NOINBITKA ~ OCYIIECTBIIEHUSI HECAaHKUMOHUPOBAHHOIO JOCTYIIA K  CPEICTBY
KOHTEUHEpU3AIIUH;

MOMBITKY ayTeHTU(DMKAIMHY TTOJTb30BaTeN e CPeCTB KOHTEHHEPU3aIHH;

CO37IaHre, MOJU(HUKAIINSA U yIaJIeHHE 00pa30B KOHTEHHEPOB;

MOJTy4YeHHUE JOCTyma K 00pa3aM KOHTEHHEPOB;

3aITyCK M OCTAaHOBKA CPEJICTBA KOHTEMHEPU3ALINY C YKa3aHUEM ITPUYMHBI OCTAHOBKU;

3aITyCK U OCTAHOBKA KOHTEMHEPOB C YKAa3aHUEM IPUYHHBI OCTAHOBKHU;

VM3MEHEHNE HA3HAYEHUS POJIEH;
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MOJU(HKALINS 3AITyCKAEMbIX KOHTEHMHEPOB;

BBISIBJICHUE M3BECTHBIX YSI3BUMOCTEH B 00pa3ax KOHTEHHEPOB M HEKOPPEKTHOCTH
UX KOH(pHUTypaIum;

(bakThl HApYIIEHHS IIETTOCTHOCTH OOBEKTOB KOHTPOJIS.

Kpome Toro, momkHa oOecrieumBaThCsl pErucTpaiys COOBITHH 0e30MacHOCTH,
OTHOCSIIMXCA K (YHKIMOHHPOBAHUIO KOHTEWHepa, C YyKa3aHUEeM HICHTU(HKATOpa
KOHTEHHEpA.

VYkazaHHble Mepbl 3alUThl HH(DOpMAIMKA PEATM3YIOTCS 3a CUET MPUMEHEHHUS
B MH(OPMAIIMOHHON CHUCTEME BCTPOEHHBIX B CPEICTBA KOHTEWHEpPU3AIMU U XOCTOBBIC
OIEpPAIOHHBIE CUCTEMBI MexaHnamos OE30MACHOCTH.

TpeOoBaHusi K JOKYMEHTHPOBAHHMIO: B 3KCIuTyaTallMOHHOM JOKYMEHTAllM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITh ONpENeNeHbl TPEOOBAHUS K PETUCTPALUU
COOBITHIA 0€30MACHOCTH ITPU NPUMEHEHUH KOHTEHHEPHBIX CPEI.

TpeooBanus k ycuienuro: He npeabsaBisitores.

Peanusanust B ”H(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammThl Knacc 3amumeHHOCTH
uH(popmManuu K3 K2 K1
3KO.2 + + +
Vcunenune 3KO.2

3KO0.3 YnpasJieHue 10CTylIOM B KOHTelHHEPHBIX cpeaax

Henb: VckmodueHne HECAaHKIIMOHUPOBAHHOTO JIOCTYNMa K OOBEKTaM 3allluThl B
KOHTEHHEPHBIX CpEIax.

TpeOoBanusi Kk peaym3auum: [Ipy NpUMEHEHNN KOHTEWHEPHBIX CpeXN JOJLKHO
oOecrieunBaThCsl B COOTBETCTBUHU C Mepamu 3anmrthl uHbopmarmu YIIJ[.1 — VIIJ.4
YIPaBJICHUE AOCTYIIOM IIOJIb30BATENIEH CPEACTBA KOHTEHHEPHU3ALMH, 4 TaKKE WHBIX
CYOBEKTOB JIOCTYIa K KOHTEHHEpaM 1 UX 00pazam.

VYKkazaHHble Mepbl 3alIUThl UHPOpPMALMK PEATU3YIOTCA 3a CYET NMPUMEHEHUS
B MH(GOPMAIIMOHHOM CHUCTEME BCTPOEHHBIX B CPEJCTBA KOHTEHHEPHU3ALMU U XOCTOBBIE
OIEPAITUOHHBIE CUCTEMbI MEXaHU3MOB 0€30MaCHOCTH.

TpeOoBaHusi K TOKYMEHTHPOBAHUIO: B dKCIUTyaTallMOHHOM JOKYMEHTALMM Ha
MH(OPMAIIMOHHYIO CUCTEMY JOJDKHBI OBITh OIPEAeIeHbl MOJIETH YIPABICHHUS JOCTYTIOM B
KOHTEHHEPHBIX CpeiaX, IPUMEHSEMbIX B HH(POPMAIIMOHHON CUCTEME.

TpedoBanus k yeuiienuro: He npebsBistoTcs.

Peanusanusi B MH(POPMALIMOHHOM cUCTEMe:

Mepa 3amuTh Knacc 3ammmenHocti
uHpopMaru K3 K2 K1
3KO.3 + + +
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VYeunenne 3KO.3
3KO.4 Pe3epBHOE KOMMPOBaHNE B KOHTECHHEPHBIX CpeAax

Heab: OGecrieueHne  BO3MOXKHOCTH ~ BOCCTAHOBIICHHS — (DYHKIIMOHHUPOBAHUS
KOHTEHHEPHOH cpe/ibl MHPOPMAIIOHHON CUCTEMBI.

TpedoBanusi k peammsaunun: [Ipy npuMEHEHUN KOHTEHHEPHOM Cpelbl JOJHKHO
o0ecreurnBaThCs Pe3epPBHOE KOMMPOBAHUE 00PAa30B KOHTEUHEPOB.

VYkazanHasg Mepa 3alUThl MHPOPMAIUU PEATU3YIOTCS 3a CUET MPUMEHEHUs
B MH(OPMAIMOHHON CUCTEME CPEJICTB PE3EPBHOTO KOTTMPOBAHMUS.

TpeOoBaHusi K JOKYMEHTHPOBAHHMIO: B 3KCIulyaTallMOHHOM JOKYMEHTAllMM Ha
MH(POPMALMOHHYIO CUCTEMY JOJKEH ObITh ONPEAEIIEH MOPSAAOK PE3EPBHOIO KOMMPOBAHUS
KOHTEHHEPHOM CPEBIL.

TpeOoBaHuUsI K yCHIICHHIO:

1) nomKHO oOecneunBaThCsl PE3EPBHOE KOMMPOBAHME MApaMETPOB HACTPOHKH
CPEACTB KOHTEMHEPU3ALINH;

2) NOIHKHO O00ECTIeUMBATLCS PE3EPBHOE KOIMMPOBAHUE CBEJCHUN O COOBITHSIX
0€30MacHOCTH B Cpe/ie KOHTEHHEPHU3aLUU.

Peasmmsauust B uHGoOpMallnOHHOH cucTeMe:

Mepa 3amuThI Knacc 3amuiennoctu
uHbopMaIuu K3 K2 K1
3KO.4 + + +
Ycunenune 3KO.4

3KO.5 U30as11usi KOHTEIHEPOB B KOHTEHEPHOI1 cpeje

Heas: [IpenorepalieHre HECAHKIIMOHMPOBAHHOIO JOCTYIIA U3 OAHOIO KOHTEHHEPA
K pecypcam JIPyrux KOHTEHHEPOB U XOCTOBOW ONEPALMOHHON CHCTEMBI.

TpeGoBanus k peanuzaumm: B KOHTEITHEPHOI cpezie AOKHBI 00eCTIeUnBaThCS:

W30JISILMA 00JIaCTeN MaMsITH, OTHOCSIIIMXCS K Pa3JIMYHbIM KOHTEHHEpaMm;

HEJOCTYITHOCTh 3allMCH B KOpPHEBYIO (alJIOBYI0 CHUCTEMY XOCTOBOH
OMEepPalMOHHON CHUCTEMBI JIJIsi MPOrPAMMHOI0 00€CIEeYEHUsl, BBIMOIHAEMOTIO BHYTPH
KOHTEHUHEPA;

OTpaHMYEHHE TIPaB MPOTPAMMHOTO OOECTIeUYeHHs, BBIIOJIHAEMOIO BHYTPH
KOHTEIHepa, Ha HCIIOJIb30BaHUE MEPU(PEPHITHBIX YCTPOMCTB, YCTPOUCTB XPaHEHHS TAHHBIX
U ChE€MHBIX MAIIMHHBIX HOcUTeNel uH(popMmalmy (OJOUYHBIX YCTPOWCTB), BXOISIIMX B
COCTaB MH(POPMAITUOHHON CUCTEMBI;

OrpaHUYEHHE I[IpaB MPOrPAMMHOrO0 OOECIEUEHHUs], BBIOJHAEMOrO0 BHYTPH
KOHTEHHEepa, Ha UCIOJIb30BAHUE BBIUUCIUTEIBHBIX PECYPCOB (OMEPATUBHON MaMSATH,
orepaluii BBO/Ia-BbIBOJIA 3a IEPUOJI BPEMEHHU ) XOCTOBOM ONEPALIMOHHON CUCTEMBI.

VYkazaHHbIE Mepbl 3aIIUThl MHGOPMAIMK PEATU3YIOTCSI 32 CYET NPUMEHEHHS
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B MH(QOPMALMOHHONW CHCTEME BCTPOECHHBIX B CPEJCTBA KOHTEHHEPHU3ALMU M XOCTOBBIE
OIEPALOHHBIE CUCTEMBI MexaHn3mos OE30MACHOCTH.

TpedoBanusi K JOKyMeHTHPOBaHMIO: He NpebsaBIstoTCs.

TpeGoBaHus K yCHIICHHIO:

1) nopkHA 00ECIIEUNBATHCS:

U30JISIIMS IPOCTPAHCTB UJICHTU(PUKATOPOB MPOIIECCOB KOHTEIHEPOB;

W30J0Usl  IIPOCTPAHCTB HMMEH JUI  MEXIIPOLIECCHOIO  B3aUMOJECUCTBUS
KOHTECUHEPOB;

M30JI1MS IIPOCTPAHCTB UMEH JUIS IIOJIb30BATEIIEH U TPy KOHTEHUHEPOB;

W30JIS1Us ITIPOCTPAHCTB UMEH XOCTOB U JJOMEHOB KOHTEHHEPOB;

M30JISIUUSL CETEBBIX MPOCTPAHCTB UMEH KOHTEIHEPOB;

W30JISIUUS TPOCTPAHCTB UMEH ISl HEPApXHUH KaTaJloroB KOHTEHHEPOB.

Peasmmsauust B uHGOpMalLlMOHHOH cucTeMe:

Mepa 3anmThl Kracc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
3KO.5 + + +
Ycunenue 3KO.5 1 1

3KO.6 Unentudpukanus U ayTeHTHGUKALNUA B KOHTeIiHEPHOH cpefe

Henab: VckmoueHne HECaHKIIMOHUPOBAHHOIO JIOCTYNa CyOBEKTOB JOCTYNa, HE
MPOIIEAIINX UACHTU(PHUKALINIO U ayTEHTH(PUKALMIO, K 00BEKTaM JOCTyIa B KOHTEHHEPHON
cpere.

TpeboBanus k peasm3zauun: J[opkHa 00ecreurBaThCsl B COOTBETCTBUM C MEPAMU
3amutel  uHpopmaimun HA®.1, MAD.3 wuneHtudukauus ¢ ayTeHTUPUKALUS
[I0JIb30BATEIIEH, PEATU3YIOLIMX CIIECIYIOIIUE PO B KOHTEUHEPHOU Cpene:

pa3paboTuuK 00pa30B KOHTEHHEPOB;

aJIMUHUCTPATOpP O€30MacCHOCTH CPEACTB KOHTEHHEPHU3ALIUH;

aJIMUHUCTPATOP CPEACTB KOHTECHHEPHU3ALIUU;

aIMHUHUCTPATOP XOCTOBOM OIEPALIMOHHON CUCTEMBI.

VkazanHasg Mepa 3aluThl MHGOpPMALMM peaTM3yeTcs 3a CYeT NPUMEHEHHS
B MH(QOPMAIIMOHHOM CHCTEME BCTPOEHHBIX B CPEACTBA KOHTEMHEPU3AIMM U XOCTOBBIE
OTEpaIMOHHBIE CUCTEMBI MexaHuamos OE30MACHOCTH.

TpeGoBanusi K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON JTOKYMEHTAallMU Ha
WH(POPMAIMOHHYIO CUCTEMY JOJDKEH OBITh OIpeeNieH TMOPSIOK HACHTH(PHUKAIN
Y ayTeHTU(PUKAIINH CYOBEKTOB JOCTYyTa B KOHTEHHEPHOH cpejie.

TpedoBaHusi K yCUJICHUIO:

1) nomxHa oOecrieunBaThCs UACHTU(UKALMSL B KOHTEHHEPHOH cpejie CAeayOUINX
O00BEKTOB JIOCTYyHA!

00pa3bl KOHTEITHEPOB;
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KOHTEUHEPBI,
CpeaCcTBa KOHTEHHEpU3ALIUH.
Peanusanust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammuThI Knacc 3amuiennoctu
uHbOpMaIuu K3 K2 K1
3KO0.6 + + +
VYceunenne 3KO.6

3KO.7 YnpasiieHne KOHTeliHepaMu M UX o0pa3amu (OpKecTpanms)

Hean: O6ecrieueHne IEHTPATM30BAHHOTO YIPABJICHUS KOHTEHHEpaAMH W UX
oOpa3aMu B KOHTEHHEPHOM cpefie.

TpeGoBanus k peajnuzauum: B KOHTEIHEPHOI cpejie JOKHBI 00eCTIeUnBaThCS:

co3aHue, MoauduKanus, XpaHeHHe, IOydYeHHe U yAajeHue o0pa3oB
KOHTEWHEPOB;

WHBEHTAPHU3AIMsI KOHTEHHEPOB U X 00pa30B;

yIpaBJICHHE PAa3MEUICHHEM M IepeMelieHueM (PaiiaoB-00pa3oB KOHTEWHEPOB
MEXy HOCUTEISAMU (CUCTEMaMU XPAaHEHUSI JAHHBIX );

YIPABJICHUE PA3MEILICHUEM U TIEPEMEILICHUEM UCTIOIHSAEMbIX KOHTEMHEPOB MEXKIY
cepBEpaMu KOHTEHHEPHU3ALINH;

yIpaBlieHUE pa3MeICHNEM U TIEpeMeIleHHeM JaHHBIX, 00pabaThIBAEMbIX
C UCTOJIL30BAaHUEM KOHTEUHEPOB, MEXKIY HOCUTEISIMU (CUCTEMaMU XPAHEHUS! IAHHBIX).

B KoHTeiiHepHOM cpege pgo/mkeH obecneumsaTbca KOHTPOJIb 34 INEPEMCEIICHHUEM
WCTIOJHSIEMBbIX KOHTEMHEPOB 3a TMpeesibl HH(DOPMAIMOHHON CHUCTEMbI (CETMEHTOB

I/IH(l)OpMaL[HOHHOﬁ CI/ICTeMBI) " (I/IJII/I) MHPOPMALNOHHO-TENEKOMMYHUKALNMOHHOM MHPPACTPYKTYPSI,
Ha 6a3e KOTOPOIN OHU PYHKLIMOHUPYIOT.

VYnpasnenue o0pazaMu KOHTEHHEPOB JOIKHO 00ecrieurBaTh pa3MelleHne 00pa3oB
KOHTEHHEPOB, 3allyCKaeMbIX B PAMKax MHPOPMAIIMOHHON CUCTEMBI, TOJIBKO Ha pecypcax
TEXHUYECKUX CPENICTB, BXOAAUIMX B COCTAB MH(POPMALMOHHOW CUCTEMBI.

VYkazaHHble Mepbl 3alUThl MH()OPMAIMKU PEATM3YIOTCS 3a CUeT MPUMEHEHHS
B MH(OPMAIIMOHHON CHUCTEME BCTPOEHHBIX B CPEICTBA KOHTEWHEpPU3AIMA M XOCTOBBIE
OTEpaIOHHBIE CUCTEMBI mexaHuamos OE30MACHOCTH.

TpeOoBaHusi kK JIOKYyMEeHTHUPOBaHUIO: He npeabsaBisitoTcst.

TpedoBanus k ycuiienuro: He npebsBistoTcs.

Peanusanust B THPOPMALIMOHHOM cUCTEMe:

Mepa 3anuThI Krnacc 3amumeHHocTH
uHpopMaru K3 K2 K1
3KO.7 + + +
Yceunenne 3KO.7
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3KO.8 BoisiB/ieHUE U YCTPaHEeHHe YSI3BUMOCTEl B KOHTEHHEPHOU cpe/e

Hess: [IpenoTepanieHne HECAHKIIMOHNPOBAHHOTO JOCTYIIA K KOHTEHHEPHOM cpene
3a CYET IKCIUTyaTaly YS3BUMOCTE 00pa30B KOHTEHHEPOB.

TpeGoBanusi k peanuzanum: [Ipy npuUMeHEeHHH CpEICTB KOHTEHMHEpU3AIUU
JOJDKHBI 00€CIIeUYNBATHCA:

BBISIBJICHUE  M3BECTHBIX  YSI3BUMOCTEM MpPU  CO3JAaHUM, YCTaHOBKE B
MH()OPMALIMOHHYIO CUCTEMY M XPaHEHUH 00pa30B KOHTEHHEPOB BO B3aUMOJAEHCTBUM CO
CPEACTBOM KOHTPOJIS M aHAJIM3a 3aIlMIICHHOCTH Ha OCHOBE CBEICHUM, CONEPKAILMXCS B
Oanke JaHHbIX yrpo3 OesomacHocty mHpopMamu ®CTIK Poccun, a Takke B MHBIX
MCTOYHHKAX, COJICPIKAIIMX CBEJCHUS 00 U3BECTHBIX YSA3BUMOCTSIX;

OIMOBELICHWE O BBIIBICHHBIX YSA3BUMOCTSX aJMUHHUCTpaTropa O€30MacHOCTU
MH(POPMALMOHHON CHCTEMBI.

YCTPaHEHHE BBISBJICHHBIX YSI3BUMOCTEN 00pa30B KOHTEHHEPOB.

BeisiBrieHHEe UM3BECTHBIX YSA3BUMOCTEl B 00pa3ax KOHTEHHEPOB JIOJKHO
OCYILECTBILITHCS HE PEXKE OHOTO Pa3a B MECHLL.

TpeGoBanusi K JOKYMEHTHPOBAHMIO: B SKCIUTyaTallMOHHOM JTOKYMEHTAllMM Ha
MH(QOPMAILIMOHHYIO CUCTEMY JOJDKEH OBITh OIPE/IENICH NOPSAIOK BbISBICHUS U yCTPAHEHUS
YSI3BUMOCTEN B 00pa3ax KOHTEHHEPOB.

TpeOoBaHusI K yCHIICHUIO:

1) BbIsIBJIGHHE W3BECTHBIX YSI3BUMOCTEH B 00pazax KOHTEUHEPOB JOJHKHO
OCYILIECTBIIATHCS HE PEIKE OAHOTO pa3a B HEAEIIO;

2) NOIKHO OBITH 3alpelieHO CO37aHhe O0pa30B KOHTEWHEPOB, COJEpIKAIIMX
W3BECTHBIE YS3BUMOCTH KPUTUYECKOTO M BBICOKOTO YPOBHS OIMACHOCTH, WJIM, B CIIy4ae
HEBO3MOXKHOCTH YCTPAHEHUsI yS3BUMOCTEH, B UX OTHOIIEHUU JIOJKHBI OBITh MPUHSTHI
MEpBbI, MPEIOTBPAILAIOIINE X IKCILUTYaTalHIO.

Peasmmsauus B uHGopMalinoHHOH cucTeme:

Mepa 3ammThI Knacc 3amuiennoctu
uHdopmauu K3 K2 K1
3KO.8 + + +
VYcunenune 3KO.8 1,2 1,2

4.6. 3amuTa cepBHCOB YJ1eKTPOHHOM MouThI (3I11)
33I1.1 3amuTa AIKMKOB ¥ COOOIIEHNH JTEKTPOHHOI MOYTHI

Heanb: Mckmtouenne BO3MOXKHOCTH  HECAHKIIMOHHUPOBAHHOTO  JIOCTyMa K
OOBEKTaM JJIEKTPOHHOW TMOYTHI (SIIMKAM W COOOIIEHUSAM DIIEKTPOHHOW ITOYTHI)
nH()OPMAIIMOHHOM cUCTEMBI (MHGOPMAIIMOHHON HHPPACTPYKTYpHI OIIepaTopa).

TpedoBanus k peaqusanuu: J[0/KHBI OBITH PEATM30BAHBI CICAYIONINE MEPHI
3amuThl HHPOPMAITUHU JI 00ECTICUEHUS 3aIUTHI STITUKOB ¥ COOOIIEHUH IIEKTPOHHOM
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MOYTHI:

NEePUOJIMYECKUNA aHANU3 (AyJUT) SIIIMKOB A3JICKTPOHHOW IMOYTHl HA HAIWYUE
AIIMKOB, MOJICKAIINX yYIAICHUIO;

perucTpanus  COOBITHH  O€30MacHOCTH,  CBS3aHHBIX C  JICHCTBUSIMU
IIOJIb30BATENIEN CEPBUCOB JJIEKTPOHHOM IIOYTHI B COOTBETCTBUU C MEPAMM 3aILUTHI
unpopmanuu PCh.1 — PCB.5.

TpedoBanus k JOKyMeHTHPOBaHMIO: He npenbsaBisitoTCS.

TpeOoBaHuA K YCHJIEHHIO:

1) nomkHO 0OecneunBaThCsl aBTOMATHUECKOE OJIOKMPOBAHUE JOCTYyNA K SIIUKaAM
AJIEKTPOHHOM TIOYTHl IOCJE YCTAHOBJIEHHOIO BpPEMEHHM UX HEUCIIOJIb30BAHUSA
(HEaKTUBHOCTH);

2) 1OMKHO OBITh O00ECHEeYeHO MEePUOAUYECKOE PE3EPBHOE KOMHUPOBAHUE
COAEPKUMOTO SIIIUKOB JICKTPOHHOU MOYTHI.

Peasmzanusi B uHGOPMALIMOHHOU CUCTEMeE:

Mepa 3anmThl Knacc 3amuiieHHocTu
uHbopMaIuu K3 K2 K1
30I1.1 + + +
Yceunenue 39I1.1

33I11.2 YnpasieHue 10CTYNIOM MOJb30BaTeJiei

Hean: MckmoyeHne HeCAaHKIMOHMPOBAHHOTO JJOCTyIAa K 00bEKTaM 3JIE€KTPOHHOU
MOYTHI (ALMKAM U COOOIICHHSIM 3JEKTPOHHOW MOYTHI) MH(DOPMAIMOHHOW CUCTEMBI
(ma(OpMaLIMOHHONW UHPPACTPYKTYPHI OTiepaTopa).

TpeGoBanus k peanuzanum: J[OKHBI OBITH PEATTM30BAHbBI CIECIYIOUIUE MEPbI
3alUThl MHPOPMAIMK Ji1 OOECHeueHusl 3allUThl SUIMKOB 3JIEKTPOHHOW MOYTHI U
COOOIICHH 2JIEKTPOHHOM MOYTHI:

JOCTYIl ~ TOJIb30BATENEe K  SIIMKaM  3JIEKTPOHHOM  IOYTHI  JIOJDKEH
OCYUIECTBJISATHCA  MOCJAE  NPOXOXKIEHUS  MpOoUeAypbl  HICHTU(DHUKAIUU U
ayTeHTU(PUKALINH;

uaeHTUGUKALMSA U ayTeHTU(UKAIMS TO0Jb30BaTelield MpU JIOCTYIE K SAIUKam
AJIEKTPOHHOM MOYTHI B COOTBETCTBMU C MepaMu 3amuTbl uHpopmauuu HNAD.1,
NAD.3.

Jloctynt cyOBEKTOB JIOCTyNa K OOIIMM (TPYIIOBBIM) SIIHKAM AJICKTPOHHON
IOYTHl M TpyNIaM pacChUIKM JOJDKEH OCYILIECTBISTBCS IO COIVIACOBAHUIO C
BJIAJIEJIBLIEM TPYIIIBI SILUKOB 3JEKTPOHHON MOYTHI (PaCChUIOK).

TpedoBanus K I0KyMeHTHPOBaHMIO: He nipebsBistoTcs.

TpeboBanus k ycwiiennio: He npeabsaBistoTcs.

Peanu3zauus B uHPOPMALIMOHHOHM cUCTEME:
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Mepa 3amuTh Knacc 3ammmenHocti
uHopMaru K3 K2 K1
30I1.2 + + +
VYcunenune 3911.2

33I1.3 3ammTa 0T BpeAOHOCHBIX BJIOKEHHU I

Hean: ObecnieueHne aHTUBUPYCHOW 3aIUTBI OOBEKTOB JJICKTPOHHOMW IMOYTHI
(SIIMKOB U COOOIIEHUH SIIEKTPOHHOM MOYTHI), BKIIIOUYAIOIIEE:

OOHapyXEHUE KOMIIBIOTEPHBIX MporpaMMm JIMOO HHOW KOMITBIOTEPHOI
uHopMaIuy, TpeIHA3HAYCHHBIX IS HECAHKIMOHUPOBAHHOTO YHUYTOXKEHUS,
0JIOKUpOBaHUs, MOJIU(MUKAIIMU, KOIMUPOBAHUA KOMIIBIOTEPHON HH(OpMaAIK WU
HEUTpaM3aluu CPEICTB 3alUThl UHGOPMAIMU, COKPBHITHS MPHUCYTCTBUS APYTrOro
BPEJIOHOCHOTO ITPOrPaMMHOT0 o0ecriedeHus: B UH(OOPMAITMOHHON CUCTEME, COKPBITHS
CBUJICTECIIbCTB ~ HECAHKIMOHUPOBAHHOIO  JOCTyNa K  JIOOBIM  pecypcam
MH()OPMAITMOHHOW CUCTEMBI;

o0OecrieueHuEe pearupoBaHusi HA OOHAPYKEHUE BPEIOHOCHOIO MPOrPaMMHOIO
oOecreyeHusl.

TpeboBanus k peamuzanuu: [{omkHa obecrieunBaThCsl aHTUBUPYCHAS 3alllUTa
B COOTBETCTBUU C MepOH 3amuThl uHpopManuu AB3.2.

JlomkeH oOecreunBaThCsl KOHTPOJIh BIOYKCHHH M CCBIJIOK B COCTAaBE COOOICHUM
AIEKTPOHHOM MOYTHI C UCIIOJIb30BAHUEM UHINKATOPOB KOMITPOMETAIIMU, COJICPKAITUX
nHpopmaruto 00 oObekTax W (WW) JEUCTBUSAX, KOTOpas CBUIETEIbCTBYET O
peaaru30BaHHBIX BPEIOHOCHBIX JIEUCTBUSIX (OTEepaIusx).

JloikHO OBITH 0OecredeHO OJIOKMPOBaHUE COOOIICHUMN AIEKTPOHHOW IMOYTHI,
coJiep KallluX BIOKEHUS, UMEIOIIHNE Hepa3penieHHbIe popMaThl PailioB (BI0KEHUI).

JlomkHa oOecreuynBaTbCcsi BO3MOXKHOCTh TPOBEINCHUSI PETPOCIICKTUBHOTO
aHaIM3a BJIOXKEHUHN U CCHUIOK paHee MOCTYMUBIINX COOOIICHHUHN AIEKTPOHHOMN MOYTHI
Ha HaJIMYMe BPEJIOHOCHOTO MTPOTPAMMHOTO 00eCTIeUeHUS.

TpeOoBanus k JokKyMeHTHPOBaHMIO: He npenbsaBistoTCs.

TpeOoBaHus K yCHICHUIO:

1) KOHTpPOJIb BJIOXKEHUH, MOCTYMHAIOIMIUX MOJIb30BATENSIM HUHPOPMAIMOHHOMN
CUCTEMBI B COCTaBE COOOIICHHWI SJEKTPOHHOW TMOYTHI, JOJDKEH OCYIIECTBISATHCS
C HCHOJIb30BAHHEM 3aMKHYTOW CUCTEMBI (Cpellbl) MPEIBAPUTEIIHLHOTO BBIMOJHECHUS
MPOTpaMM («IECOYHULIBI»);

2) nomKHO o0ecreynBaThcsl OJOKUPOBAHME BO3MOXKHOCTH HCIOJIb30BaHUS
3aapXMBUPOBAHHBIX C HCMOJB30BAHUEM MapoOJjed BIOXKEHUH 1O HX IPOBEPKH
Ha HaJM4Yue KOMIbIOTEPHBIX BUPYCOB.

Peanu3auus B uHPOPpMALIMOHHOHM cUCTEME:
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Mepa 3amuThs Knacc 3ammmenHocti
uHopMaru K3 K2 K1
30I1.3 + + +
Ycunenne 3911.3

3311.4 3ammura oT pUIMHTA

Hean: ObecnieueHrne BBISIBICHUS W OJOKUPOBAHMS COOOUIEHUI 3JIEKTPOHHOM
MOYTHI, COACPKAIINUX MOAIEIbHBIC JaHHBIC U (PUIIIMHTOBBIC SJIEMEHTHI, HAIPaBJICHHbIC
HA KOMIIPOMETAIMIO VYYETHBIX 3alucedl, WM WHOE HECAaHKIIMOHUPOBAHHOE
BO3/eiCTBE Ha MH(MOPMALMOHHYIO CUCTEMY (MH(POPMAIMOHHYI0 UHPPACTPYKTYpPY
oreparopa).

TpeOoBanusa k peanusanuu: JlokeH o0OecrieuynMBaTbCS KOHTPOJIb TEKCTa
cooO1IeHus1 (KOHTEHTA), COJAEpIKAllerocs B COOOIIEHWM AJIEKTPOHHOW IOYTHI, U
CCBUJIOK, BEIyIIMX HAa CTOPOHHHE WH(OPMAIMOHHBIE PECYpChl, Ha HaJIHIUE
BPEIOHOCHBIX U (PUIIIMHTOBBIX DJIEMEHTOB.

JlomkHBI 00eCIIeYnBaTHC:

dunbpTpans COOOIIEHU DIEKTPOHHON TOYTHI HAa OCHOBE WH(MOpMAIUU
o0 otnpasutene cooOmenusi (IP-ampeca, moMeHHble HWMEHAa), B TOM YHUCIE
C UCIOJIb30BAaHUEM «UYEPHBIX» CIIMCKOB (3alpelleHHbIE OTMHpPaBUTENN) W (WIJIH)
«OemNbIX» CIUCKOB (pa3pelieHHbIE OTIIPABUTEIN);

bunbpTpans  COOOIIEHWH  DIIEKTPOHHOM  TOYTHI 1O  COACPKUMOMY
C HCIOJIb30BAHNEM KPHUTEPHUEB, MTO3BOJISIOIINX OTHOCUTH COOOIICHUS K (DUIITMTHTOBBIM.

JlomxHa oOecreynBaTbcsi BO3MOXKHOCTb IPOBENECHHS] PETPOCIEKTUBHOTO
aHajan3a COOOIIEHUN 3JIEKTPOHHOM MOYTHl HA HAIMYKE MOJEIbHBIX JAHHBIX U (WJIH)
(UIITUHTOBBIX DJIEMEHTOB.

TpeboBanus k JokyMeHTHPOBaHMIO: He npeabsBisitoTCS.

TpeGoBaHus K yCHICHUIO:

1) MOKHO OCYIIECTBISATHCS OJOKUPOBAHUE COOOIIEHUM IJICKTPOHHOM TMOYTHI,
COJIEpIKaIIHX MOIeTbHbIC TaHHbIC U (UK ) GUIIHHTOBBIC JIEMEHTHI, UM TOMEIICHUE
WX B KapaHTHUH;

2) TOJKHA OCYIIECTBIATHC (PUIbTpalUsd COOOIIEHUN 3IEKTPOHHOM MOYTHI
Ha OCHOBE peIyTaIlMoOHHON nH(OpMaIuu 00 OTIpaBUTENIEC COOOIICHUS;

3) KOHTPOJIb COOOIIEHUN AJIEKTPOHHON TMOYTHI HA HaIW4Me (UITUHTOBBIX
AJIEMEHTOB JIOJKEH OCYILIECTBIISATHCS C UCIOJIb30BAHUEM 3aMKHYTON CUCTEMBI (Cpe/Ibl)
MIPEABAPUTEILHOTO BHITIOJIHEHUS POTPaAMM («IIECOUHUIIBI»);

4) NOoMKHBl 00ECIeYMBATBCSl KOHTPOJIb aJIPECOB AJIEKTPOHHOM IMOYTHI, C
KOTOPBIX ObLIO OTIPABJIEHO COOOIIEHHUE DJIEKTPOHHOM MOUTHI C LENbI0 BEpUPUKALIUU
aJIpecoB JIEKTPOHHOM MOUTHI, a TaK)Ke 0OHApYyKeHHE (DAKTOB MOAACIIKH AIEKTPOHHBIX
MIUCEM OT JISTUTUMHBIX OTIPaBUTEIICH.
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Peanu3zauus B uHPOPMALIMOHHOM CUCTEME:

Mepa 3ammThl Knacc 3amumnieHnocTH
uHbOopMaIuu K3 K2 K1
30114 + + +
Vcunenne 3211.4 1 1

3911.5 3amuTa oT cnama

Hean: [lpenoTBpamnienre  MOCTYIUICHUS  HE3almpaliuBaeMbIX  COOOIIECHUIN
AJIIEKTPOHHOM NOYTHI (Cl1aMa) MOJIb30BATENSIM HH(POPMALIMOHHON CUCTEMBI.

TpeboBanusa Kk  peanusanum: JlomkeH  obecrieunBaThCsi  KOHTPOJb
MOCTYMAIOMINX COOOMICHUI 3JIEKTPOHHOM TMOYTHI, MO3BOJISIONIUN OOHAPY>KUBAThH
He3anpairuBaeMble COOOIICHUS.

KoHTpons moctynaromux  COOOIIEHUN  SJIEKTPOHHOW  TOYTHI  JOJIKEH
OCYUIECTBJISITHCA 3a CUET:

bunbTpaiu COOOIIEHUNM DSJIEKTPOHHOM TMOYTHl Ha OCHOBE HH(OpMaIu
00 otnpaButene coobmenus (IP-agpeca, noMeHHble HMEHA), B TOM YHUCJE
C HCIOJBb30BAaHUEM «UYEPHBIX» CIHUCKOB (3alpelleHHbIC OTNpaBUTENN) U (UIIH)
«OemBIX» CIUCKOB (pa3pelieHHbIE OTIIPABUTEIN);

bunbTpal  COOOIIEHWM  DJIEKTPOHHOM  MOYTHI MO  COACPKUMOMY
C UCTIOJIb30BAaHUEM KPUTEPUEB, MO3BOJISIONINX OTHOCUTH COOOIIEHHUS K CIIamy.

TpeOoBanus Kk JOKYyMeHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeOdoBaHus K yCHIICHUIO:

1) nomkHa OCYHIECTBIATHCS (UIbTpALMsl COOOIICHUM SJIEKTPOHHOM MOYTHI
Ha OCHOBE peryTalluoOHHON HH(pOopMaIuu 00 OTIIPABUTEINIE COOOIICHUS;

2) TOJDKHO OBITh YCTAHOBJICHO OIPAHMYCHHUE HA KOJIUYECTBO COOOIICHUI
AIEKTPOHHOM MOYTHI, HOCTYMAIOIINUX OT OAHOTO OTIIPABUTEIIS 32 IEPUOJ BPEMEHH, IIPH
MPEBBIIICHUA KOTOPOTO TMOCIEAYIONUE COOOIICHHS DJIEKTPOHHOW TMOYTHI JTOHKHBI
OJIOKUPOBATHCA,

3) AOJDKHBI ~ MPUMEHSTHCS  TEXHOJIOTMH,  IO3BOJSIIONIME  OJHO3HAYHO
BepUPHUIIUPOBATH aJIpeca AMEKTPOHHOUN MOUTHI, OT UMEHHU KOTOPBIX ObLIH OTIIPABIICHBI

COOOIIECHHUS.
Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:
Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
30I1.5 + + +
Ycunenue 39I1.5
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33I1.6 3ammuTa MeTaJaHHBIX U MHOI TeXHU4YeCKO MHpopManuun
CePBHCOB YJICKTPOHHOM MOYTHI

Heab: O6ecnieuenune 3aMThH METAJaHHBIX U MHOM TEXHUYECKON HH(POpMAIIH,
CBSA3aHHOM €  (PYHKIMOHUPOBAHHWEM CEPBUCOB JJIEKTPOHHOM  MOYTHI, IS
PEJOTBPALICHHS UX HECAHKIIMOHUPOBAHHOTO MCIIOIb30BaHMSL.

TpeboBanusa k peanuzanmu: MHpopMallmoOHHOE B3aUMOJICHCTBUE MEXKAY
[OJIb30BATENSIMU SIIIIMKOB 3JIEKTPOHHOM IMOYTHI M CEPBEPOM DJIEKTPOHHON IOYTHI
JOJKHO OCYILECTBIIATHCS C MCHOJb30BAHUEM TEXHOJOTHMH U CETEBBIX MPOTOKOJIOB,
o0ecrevnBaloIUX COKPHITHE METaJaHHbIX W HWHOW TEXHUYECKOW wuHpopmammu,
CBA3aHHOU C (PYHKIIMOHHMPOBAHUEM CEPBUCOB ANEKTPOHHOM MOYTHI.

JloikHO o0oO0ecneunBaTbCAd COKPBITUE METAJaHHBIX W HWHOM TEXHUYECKOU
uH(pOpMallU, CBSI3aHHOW C (PYHKIIMOHUPOBAHUEM CEPBUCOB 3JEKTPOHHOM IMOYTHI,
a UMEHHO:

CIIy>)keOHBIE 3aroJIOBKM COOOIIEHWH DSJIEKTPOHHOM MOYTHL, COJepXKaliue
uHdopmaiuio 00 HHPPACTPYKType UHOOPMAIMOHHOW CHCTEMBI, a TaKKe
MIPOrpaMMHOM OO€CII€YEHUH, C UCIIOIB30BAHUEM KOTOPOTO OTIPABIEHO COOOIICHHE
ANIEKTPOHHOM NouThl (HanpuMmep, X-Mailer, User-Agent);

CIIy>K€OHBIC 3aroJOBKH COOOIIEHUN DJJIEKTPOHHOM TMOYTHI, COJEpKaIiue
uHdopMaIMio 0 Mapuipyte mnepeaadud cooOuieHus (Hampumep, X-Originating-IP,
Message-ID).

CoxpbiTe MH(pOpPMAIINH, COJEpKalIeiiCs B CIYKEOHBIX 3arojloBKax, JOJKHO
OCYIIECTBISATHCS OJHUM U3 CIEIYIOINX CIIOCOOO0B:

HAaCTpOMKa TIapaMeTpOB CEpBEpa DJJIEKTPOHHOW TMOYTHI, IPHU KOTOPOH
o0OecrieynBaercss 3amper 3amucu  HMHPOpMalUh B CIOy>KEOHbIE  3aroJOBKHU
OTIMPABJISIEMbBIX COOOILIEHUNA AEKTPOHHOM MOYTHI;

UCITIOJIb30BaHUE TTPOMEKYTOUHOTO cepBepa (SMTP-uutto3 win npokcu-cepsep),
MO3BOJIAIOIIETO TMOAMEHSTh WM yAaJdsATh HWHGOPMAIMIO, COAEpKAILYIOCS B
CITyKEOHBIX 3ar0JIOBKAX.

JlomkHa  OBITh  HMCKIIOYEHAa BO3MOXXHOCTh  MOJIy4E€HUS  HMH(POpMAIUH
O CYIIECTBYIOIIMX SIIMKAX OJJIEKTPOHHOM TMOYTHI, COJEpKAIUXCA Ha CepBepe
AIIEKTPOHHOM MOYTHI, C UCIIOIb30BAHUEM:

3anpera UCIoJib30BaHus Ha mouToBoM cepBepe komana VRFY/EXPN;

CpelcTBa 3alMThl MHGOPMAILMK, [O3BOJSIOMIETO OJOKUPOBATH 3alpOChHI
Ha TOJy4YyeHUE HHPOpPMAIMK O CYLIECTBYIOIIUX SIIMKaX 3JIEKTPOHHOW IOYTHI,
CoJIep KaIlMXCs Ha CEPBEPE IEKTPOHHOM IMOYTHI.

TpeGoBanus k foOKymMeHTHPOBaHUIO: He npeabsaBisroTcs.

TpedoBaHuA K YCHJIEHHIO:

1) cepBep 21EKTPOHHON MOYTHI, JOCTYNHbIN U3 ceTh «VHTEepHET», HE JOKEH
HNOJJEPKUBATH IIPUEM U IIEpeady IOYTOBOIO CETEBOro Tpa(rKa, peIHa3HAYEHHOTO
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JUISL APYTUX UHGOPMAIMOHHBIX CUCTEM (JOMEHOB).
Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3ammThI Knacc 3amumennoctu
uHbOpMaIuu K3 K2 K1
30I1.6 + + +
Ycunenue 3311.6

4.7. 3amura Bed-TexnoJiorui (3BT)
3BT.1 3amuTa moJb30BaTeJdbCKUX JAHHBIX

Hean: ObecrnieueHne 3anIuThl MOJIB30BATEIBCKUX JAHHBIX, IE€PEIaBacMBbIX,
00pabaThIBaEMbIX M XPAHSIIUXCS B COCTaBE BEO-TPUIIOKEHHUS.

TpeboBanus k peanusauuu: CereBoe HHGOPMAIMOHHOE B3aUMOJCHCTBUE
MEXIy CyObeKTaMH JIoCTyna U O0ObeKTamMHu JocTyna (MoJb30BaTeNIsIMU U
MPUIOKEHUSMHU ) JOJHKHO OCYLIECTBISATHCA MTOCPEICTBOM TPOrpaMMHOr0 HHTEp(deiica
MIPUJIOKEHUH, 3al[UTa JTaHHBIX B KOTOPOM OOECIIEYMBACTCS B COOTBETCTBUU C MEPOU
3amuTel nHGopmanmu 3I1M.1.

JlocTym cyOBEKTOB JOCTYTIA K MTOJIb30BATEICKUM JaHHBIM, XPAHSIIIUMCS B BEO-
NPWIOKEHUU, a TaKkKe JOCTyn K (QYHKIHSAM BeO-TIPWIOKEHHUS JIOJDKECH
OCYIIECTBJISTHCSA B COOTBETCTBUU C MepoH 3amuThl uHGpopmanuu YI1/1.2.

CereBoe B3aMMOJICHCTBHE MEXIYy CYObEKTaMH M OOBEKTaMU JOCTyHa
(TI0JIB30BATEIIAMU U TPUIIOKEHUSIMU ) IOJHKHO OCYIIECTBISATHCS C YYETOM MEP 3aIUThI
unpopmaruu 3KC.1-3KC.5.

Tpe0oBaHus K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON JTOKYMEHTALIMHA Ha
MH(POPMAITMOHHYIO CUCTEMY JIOJDKHBI OBITH OTMPEICIICHBI:

00BEKTHI JOCTYINA, COJEPKAIINECS B BEO-TPUIIOKEHUU;

MepPEUYCHb TUIIOB MOJIH30BATEIICH BEO-TIPUITIOKECHHUS.

TpeOoBaHus K yCHICHUIO:

1) B uHpOpMAIMOHHON CHUCTEME JOJDKHO OBITh HCKIIIOYEHO KAIIMPOBAHUE
MOJIb30BATEILCKUX ~ JIAHHBIX, OINpeJesieMbIX OleparopoM, B  BeO-Opaysepe
(Hanpumep, MyTeM HMCIOJIb30BAHMS COOTBETCTBYIOIIMX JAUPEKTUB 3arosioBkoB Cache-
Control, Pragma npoTokoJia nepenadu TUInepTeKcTa);

2) B uH(MOPMAIIMOHHOW CHCTEME JOJDKHBI OBITh OTKJIIOYECHBI (PYHKIIUU
aBTOMATUYECKOTO  3amojHeHuss ¢opMm  (Hampumep, TMyTeM  YCTaHOBIICHUS
COOTBETCTBYIOIIETO 3Ha4deHUsi arpubyra Autocomplete mnpoTokosna mnepegadn
TUIEPTEKCTa) JUIs MOJeH, MpeJHa3HauYeHHbIX ISl BBOJA MOJIb30BATEIBCKUX JIAHHBIX,
ONPENENIIEMBIX ONIEPATOPOM;

3) B  uHGOPMALIMOHHOM  CUCTEME JIOJDKHAa  o0ecrnedyuBaThCs — 3aluTa
M0JIb30BATENILCKUX JTAHHBIX OT KOMIIPOMETAIIMM MOCPEACTBOM MEKCAUTOBOTO
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CKpUNITHMHTA IyTeM HACTOWKH COOTBETCTBYIOIIMX 3aroJIOBKOB OE€30MaCHOCTH
MPOTOKOJIA MepeaavYu TUIIEPTEKCTA;

4)B  uHGOpPMAIIUOHHOW  CHUCTEME JOJDKHAa  OOCECIeyMBaThCs — 3alllyTa
MOJIb30BATENILCKUX  JTAHHBIX  OT  KOMIIPOMETAIlMA  ITOCPEJICTBOM  ITOAMEHBI
(TepeKphITHS) DIIEMEHTOB Tpaduaeckoro nHTepdeiica myTeM KOHTPOJIS BIOKECHHOCTH
KOHTEKCTOB OTOOPaKEHUSI.

Peanu3zauus B uHPOPMALIMOHHOM CUCTEME:

Mepa 3amuTh Knacc 3ammmenHocTr
uHopMaru K3 K2 K1
3BT.1 + + +
Ycunenue 3BT.1

3BT.2 YnpasJ/ieHue 10CTYIIOM NOJIb30BaTe el

Heanb: VckmoyeHne HECAHKIIMOHHMPOBAHHOIO JOCTyNa K OOBEKTaM JOCTyIa,
CoZepXKaIIMMCsl B BEO-TIPUIIOKEHUM MH()OPMAIIMOHHOW cHCTEMbl (MH(DOPMAIMOHHON
MH(}PaCTPYKTYypHI OllepaTopa).

TpeboBanus k peanusanmum: B uHpOpMAIMOHHONW CHUCTEME JOJDKHBI OBITh
00eCreUEeHbI:

uaeHTUGUKAMS U ayTEeHTHU(UKALNMS TOJIb30BaTENe  BEO-NPUIIOKEHUS,
CUCTEMbl YMIPAaBJIECHUS KOHTEHTOM BEO-NPWIOKEHHUS B COOTBETCTBUU C MEpaMu
3amuThl uHpopmaiuu NUAD.1, UAD.3;

YIPABJICHHUE TOCTYIOM IOJIb30BaTENEH K (PYHKIUSAM U TaHHBIM, XPaHSAIIUMCS B
BEO-MIPUIIOKEHUH, & TAKKE B CUCTEME YINPABIEHUS KOHTEHTOM BEO-NPUIIOKEHUS, B
COOTBETCTBUM ¢ MepaMu 3aiuThl uHGpopmaruu YIIJ[.1 — VII1.6;

OTrpaHUYEHHUE YHUCia TMapajJIeIbHBIX CEaHCOB JOCTYyINa K BEO-MPHIIOKEHHUIO
B COOTBETCTBHUU C Mepoi 3amuThl nHpopmammu YII/1.7;

aBTOMAaTUYECKOE 3aBEPILIEHUE CEAHCOB JOCTyNa K BEO-NPUIOKEHHUIO TNpU
HEAKTUBHOCTH B COOTBETCTBHUH C Mepoii 3anuThl nHhopmanuu YIIJ1.8;

poBepKa MpaB JOCTyIa CyObEKTOB JOCTYIA MPU KaxI0M OOpalleHHH (3arpoce)
K QYHKUIHSIM WM JaHHBIM BEO-TIPUII0KEHHUSI, BKIIIOUast 00pabOTKY 3alIpOCOB HA YTEHHE
1 MoAu(UKAIIMIO TaHHBIX, BbI30B API-MeTo10B, 3arpy3ky (aitioB, 3a UCKIIOUCHUEM
OTpe/IeNIEHHBIX OOIIETOCTYIHBIX PECYpCOB B COOTBETCTBUHM C MEPOMl 3alUThl
undopmaruu YII1J1.9.

Bo3moxxHOCTh HeHTU(DHUKAIIMY ¥ ayTeHTU(UKAIIUU TOJIB30BaTENs TOJBKO Ha
CTOPOHE I0JIb30BaTENs BEO-MPUIIOKEHHs (HallpuMep, MpoBepKa JOCTyNa Ha YpOBHE
JavaScript-xona B Be0-Opay3epe) 10/KHA ObITh UCKITFOUYCHA.

TpeOoBaHus K I0KyMeHTHPOBaHMIO: He nipebsBiastoTcs.

TpedoBaHuA K YCHJIEHHIO:
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1) upenTuduKkanus 1 ayTeHTU(PUKALUs NPUBUIETHPOBAHHBIX MOJIb30BaTENIEH
(aIMUHUCTPATOPOB, AJIMHUHUCTPATOPOB OE30IaCHOCTH) BEO-NPUIIOKEHUS JIOJIKHBI
OCYILECTBISITHCS C UCIOJB30BAHUEM BBOJAA BTOPOro (pakTopa MpU HCHOJIb30BAaHUU
MHOTO(AKTOPHON ayTeHTH(UKAIUK B COCTaBe HH(DOPMAIMOHHOW CHCTEMBI
B COOTBETCTBUU C Mepamu 3amuThl uHpopmarmu UAD.1, UAD.3.

Peanu3anusi B MH(pOPMAILMOHHOM CHCTEME:

Mepa 3amuTh Knacc 3ammimenHocTH
uHpopMaru K3 K2 K1
3BT.2 + + +
Ycunenue 3BT.2 1 1

3BT.3 KonurpoJsb n puiabTpanus Tpadpuka Bed-npuJioKeHu i

Heab: OGecieueHne  KOHTposist W (QUIBTpAlMM  CETEBOro  Tpaduka
BEO-MTPUIIOKEHUH.

TpeGoBanus k peaquszanmu: B nHbopMalMoHHON cucTeMe [OJKHA OBITh
o0ecrieyeHa BO3MOXHOCTh ABTOMATHYECKOTO KOHTPOJIS M (PUIBTPALUUA CETEBOIO
TpaduKa BeO-IPUIIOKEHUS, TOCTYNAIOLIEr0 MO CETEBOMY UHTEp(Eicy mporpaMMHOro
B3aMMOJCHCTBUSL C BEO-NMPUJIOKEHUEM, B COOTBETCTBUM C MEPOW  3alUThI
undopmaruu 3111.3.

KoHnTpons u QuibTpanust JaHHBIX MOJIb30BATEIBCKUX 3aIPOCOB JOJKHBI OBITH
HAIpaBIIEHBl HA O0OHAPY)KEHHE, KAK MUHUMYM, CJIEAYIOITNX COOBITHIA:

HapylI€HUE  COAEpXalulMMUCA B  3alpoce  MOJb30BaTeNsi  JaHHBIMU
YCTaHOBJICHHBIX B WH(OPMAIIMOHHOW CHCTEME OTpaHWMYEHUH MO THUITy, pa3Mepy,
(dbopmaty u AOMYCTUMOMY COAEPKUMOMY (CXEMBI 3aIIpoca);

BKJIFOUEHUE B COCTaB 3alpoca YIPaBISIOMIUX CHUMBOJIOB U KOHCTPYKIIMH,
CIIOCOOHBIX HM3MEHUTH JIOTHKY OOpaOOTKM BEO-TPUIIOKEHHUEM TIOJIb30BATEIIbCKUX
3anpocoB (Hanpumep, SQL-3ampockl, JavaScript-ko, CHCTEMHBIC KOMaH/IbI );

BKJIIOYEHHE B COCTaB 3alpoca ayTeHTU(PUKATOPOB [OCTyNa WIM HWHON
YyBCTBUTEIHHON HHPOPMAITUU B OTKPHITOM BHJIC;

dbopMUpOBaHHE 3aMpOCOB  aBTOMATHU3WPOBAHHBIMH  WHCTPYMEHTAIbHBIMU
CpelCTBaMH MOUCKA U SKCIUTyaTalluu ysI3BUMOCTEH BeO-TIPUIIOKEHU;

dbopMUpOBaHHE 3alpOCOB  ABTOMATHU3WPOBAHHBIMH  MHCTPYMEHTAJIbHBIMU
cpenctBamu nepedopa (moadopa) ayTeHTU(UKAIIMOHHON HH(OPMAITIH.

Kontpons u ¢unbrpamus cereBoro Tpaduka BeO-TPUIOKEHHS JTOHKHBI
o0ecreunBaTbcsi HAa  OCHOBE Kak  MHMHMMYM  CIEIYIOIIMX  aTpuOyTOB
M0JIb30BATEICKOTO 3aIllpoca MPOTOKOJIA NIEPeiavu TUIIePTEKCTa:

YHU(PULIUPOBAHHBIN ~ UACHTU(PUKATOP  3aMPOIICHHOTO  HH(POPMAIIMOHHOTO
pecypea,

Be0-METO]T 3ampoca;
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3HAYEHHUS 3ar0JI0BKOB 3aIpOCa;

HAaMMEHOBAHUS U 3HAUYCHHS MapaMeTPOB 3aIpoca;

uaeHTuguKaTop BeO-KIMeHTa (HAOOp 3HAYCHHWM 3arojIOBKOB aTpuOyTOB
BEO-KJIMCHTA).

KonTpons u ¢punbrpaius cereBoro tpaduka BeO-pUiI0KEeHUHN, HCIOIb3YIOUX
paciidpeHusi MPOTOKOJA TMepelayd TUIMEPTeKCTa W HWHBIE BEPCHUU MPUKIATHBIX
IPOTOKOJIOB (Harpumep, npotokosl WebSocket), TOJKHBI 00eCIEeUBATHCS HA OCHOBE
aTpuOyTOB, OMHCAHHBIX BO BHYTPEHHEM CTaHJapTe, CoJep)KaileM TpeOOBaHUS K
TUIIOBBIM KOH(MUTypalusiM U HACTPOHKAM MPOTPAMMHBIX, IPOTPAMMHO-AIIapaTHBIX
CPEICTB.

Jlnst BeO-pUIIOKEHUN, AOCTYNHBIX M3 ceTh «HTepHeT», yKa3aHHbIE MEpBI
3aIUThl HH(POPMAIINH JTOJDKHBI OBITh PeaTn30BaHbl C MCIOIB30BAHUEM MEXKCETEBOTO
9KpaHa YpOBHsS BeO-cepBepa, MM MHOTO(PYHKIIMOHAJIBHOTO MEKCETEBOTO JKpaHa
YPOBHS CETH.

TpebGoBanus Kk 1okyMeHTHPOBaHMIO: He npebsBisitores.

TpeOoBaHus K yCHIICHUIO:

1) B uHPOPMAMOHHON CHUCTEME KOHTpPOJb U (uiubTpauus Tpaduka
BEO-TPUIIOKEHHH TOIDKHBI OCYIIECTBIISATHCS B TOM YHCIIE METOIOM aHAIIN3a BIOKCHHN
(ToJ1e3HOM HArPY3KH) MOJIH30BATEIBCKUX 3aIIPOCOB;

2) B nHGOPMAITMOHHON CUCTEME JOJDKHBI BBISIBISITHCS COOBITHS, CBSI3aHHBIC C
HApYIICHUSIMHA B TIOJH30BATENBCKUX 3aMpocax CreruduKaliyu IpoToKoJa mepeaadn
TUIEPTEKCTa U OTPAaHUYEHUN Ha CTPYKTYPY I0JIb30BATEIBCKOTO 3aIpoca.

Peasuszauusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
3BT.3 + + +
VYcunenune 3BT.3 1

3BT.4 Perucrpanusi cOObITHH 0€30I1ACHOCTH B BeO-NPUII0KEHHUSIX
U pearupoBaHue HA HUX

Hean: Onpenenenne cocraBa U coAepkaHuss HHPOpMAI O  COOBITHSIX
0€30MacHOCTH, MOIIEKALIUX PETUCTPALIUK B BEO-TIPUIIOKEHHUSX.

TpeboBanus k peanuzaunuu: B nHOOPMAIMOHHON CHCTEME B COOTBETCTBUU
¢ mepamu 3amuThl uHopmanmuu PCB.1 — PCB.5 pomxHa ObITh oObOecrnedeHa
peructpanusi COObITHI OE€30MacCHOCTH, CBS3aHHBIX C MOMBITKAMHU JOCTYIA CYOBEKTOB
J0CTyna K 00BEKTaM JO0CTYyIa BEO-IPUIIOKEHUS B COOTBETCTBUU C MEPAMHU 3alllUThI
undopmarmm YIIA.1 — VIII.9.

B undopmaironHo# cucteMe A0KHA ObITh 0OOecrieueHa perucTpaus CoOObITUi
0€30MacHOCTH Ha YpOBHE MEXKCETEBOrO HKpaHa YpOBHsS BeO-cepBepa u  (WIJIH)
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MHOTO(YHKIIMOHAJILHOTO MEKCETEBOI0 3KpaHa YPOBHS CETH, O0ECIEUYHBAIOIIEIO
KOHTPOJIb U QUIIBTPALIMIO CETEBOTO TpaduKa BeO-MIPUITIOKEHUS.

Ha ypoBHe BeO-NPUIIOKEHUS JOMOJHUTEIBHO JODKHA OCYIIECTBIISITHCS
perucTpanus CAeayIX THIOB COOBITHI 0€30MacHOCTH:

cOOBITHS 0€30MIaCHOCTH, CBSI3aHHBIE C UIACHTH(PHUKAIUEH U ayTeHTHU(UKaLUeH
MOJIB30BATENIEH BEO-TIPUIIOKEHUH;

COOBITHSI 0€30MaCHOCTH, CBSI3aHHBIE C YINPABICHUEM YYETHBIMHU 3alHUCIMU
MOJIb30BaTeNIe BEO-TIPHIIOKEHUST (11 BEO-IPUIIOKEHHUM, JOMYCKAIOUIUX TaKHe
U3MEHEHUS ),

coObITHSI 0€30ITaCHOCTH, CBSI3aHHBIE C U3MEHEHUEM THUIIOB CYOBEKTOB JIOCTYIIA,
TUTIOB OOBEKTOB A0CTYyIA (1151 BEO-MPUII0KEHUH, JOMYCKAIOIMNX TAKUE U3MEHEHUS);

cOOBITHS OE30MMACHOCTH, CBA3aHHBIC C U3MEHEHHEM THIIOB JIOCTYyMa CyOBEKTOB
J0CcTyna K OOBbEKTaM JI0CTyMa, B TOM YKCIIe K (DYHKIHUSAM BEO-IPUIIOKEHUH (111 BEO-
NPUIOKEHUH, TOIYCKAIOIINX TAKUE U3MEHEHMUS);

COOBITHS 0E€30MaCHOCTH, CBSI3aHHBIE C OTPAHMYEHHEM YHMCIA MapaljiesIbHbIX
CEaHCOB JIOCTyMa K BEO-MIPHIIOKEHUIO;

cOOBITHS 0€30IIaCHOCTH, CBSI3aHHBIE C ABTOMAaTUYECKUM 3aBEPIICHUEM CEaHCOB
J0CTyTa K BeO-MPUIIOKEHUIO MTPH HEAKTUBHOCTH;

COOBITHSI 0€30MacHOCTH, CBSI3aHHBIE C W3MEHEHHMSMH IapaMEeTPOB HACTPOEK
BEO-IIPHUIIOKEHHUSI.

Ha ypoBHe MeXceTeBOro »JKpaHa ypoBHS BeO-cepBepa U (W)
MHOTO(YHKIIMOHAJIBHOTO MEKCETEBOr0 JKpaHa YpPOBHSA CETH, OOECHEeYMBAIOIIETO
KOHTPOJIb ¥  (QUIBTPAIMIO CETeBOro Tpaduka BeO-TMPUIIOKEHHS, JOHKHA
OCYILIECTBIATHCS PETUCTPALIUS CIETYIOIINUX TUIIOB COOBITUI O€30MaCHOCTH

COOBITHSI OE30MMACHOCTH, CBA3aHHBIE C PUIBTPAIMEN CETEBOTO TpahuKa;

coObITHSI  0€30MACHOCTH, CBSI3aHHBIE C  OOHApPYXEHHWEM  IPU3HAKOB
BPEIOHOCHOTO BO3/ICHCTBHSI Ha BEO-TIPUIIOKEHHE.

B  undopmammonHoid cucteme JOJDKHAa — oOecreuuMBaThbcd — Iepenaya
3apErUCTPUPOBAHHBIX COOBITHI OE30MACHOCTH B CHCTEMY YIIPaBJICHHUS COOBITHUSIMU
6e3onacHocTr nHPOpMaKu, GYHKIIMOHUPYIONIYIO B HHGOPMAIIMOHHON CUCTEME.

B undopmarmonHoii cucteMe mo pe3ysibTaraM aHajan3a COObITHI 0€3011acHOCTH
JOJHKHO 00ECTIeUnBaThCs aBTOMATHUECKOE PEarnpoBaHKe Ha HUX MTOCPEACTBOM:

OJIOKUPOBaHHUSI CETEBOTO CEaHca B3aUMOJICHCTBUS C BEO-TIPUIIOKEHUEM IS
coObITHI1 0€30MMACHOCTH, OTIPEEICHHBIX OIEPaTOPOM;

YBEJIOMJICHUS aMUHUCTpATOpa (amMuHUCTpaTOpa 0€30I1acHOCTH)
MH()OPMAITMOHHON CUCTEMBI O (pakTe M MpUuYuHAX OJOKUPOBAHUS CETEBOTO CEaHca.

TpeboBaHus K JOKYMEHTHPOBAHMIO: B 3KcCIUTyaTallMOHHON IOKyMEHTAIIUK Ha
MH()OPMAIIMOHHYIO CUCTEMY JTOJDKHBI OBITH OMPEIeTICHBL:

nepeueHb BEO-IPUIIOKEHUHM, [UII KOTOPBIX JIOJDKHA OBITh HACTpOEHA
peructpanus coobITui 6€30MaCHOCTH;
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IepeYeHb CPEACTB 3allUThl MHMOPMAIMM, OCYIIECTBISIOLUX PETUCTPALIUIO
COOBITHI O€30MTaCHOCTH, CBA3AHHBIX C BEO-IPUIIOKEHUEM;

MUHUMAJIbHBII IepeYeHb COOBITHI 0€30I1aCHOCTH, MOAJIEKAIINUX PErUCTPALUH.

TpedoBanus k ycuinenuro: He npenbsaBisrores.

Peanu3anusi B MHpOPMAILIMOHHOM CHCTEME:

Mepa 3ammThI Knacc 3amumennoctu
uHpopMaru K3 K2 K1
3BT.4 + + +
Ycunenue 3BT.4

3BT.5 IlpoBepka ¢aiiioB, nepegaBaeMbIX BeO-NMPUI0KEHUSIMH, HA BPEIOHOCHOE
NPOrpaMMHoOe o0ecrevenmne

Heab: O6ecnieuenue AHTUBHUPYCHOU 3aIHTHI BEO-TIPUIIOKEHUI
MH()OPMAITMOHHOW CHCTEMBI, BKITFOUYAIOIIIEE:

OOHapy>K€HHE KOMIBIOTEPHBIX MporpaMm JHOO HWHOM KOMIBIOTEPHOMN
uH(popManuy, NOpeIHA3HAYCHHBIX I HECAHKUMOHUPOBAHHOIO YHHUYTOXXECHMS,
0JIOKMpOBaHUsA, MOJIU(DUKAIMHU, KOMHPOBAHUS KOMIIBIOTEPHON HWH(OpManuu WIn
HEUTpaIu3aluu CPeACTB 3alIUThl MH(POpPMAIUHU, COKPBITHS MPUCYTCTBUS IPYroro
BPEOHOCHOTO IPOrpaMMHOr0 obecreyeHus: B MHPOPMAIIMOHHOM cucTeMe, COKPBITHS
CBUJETENBCTB  HECAHKIMOHMPOBAHHOIO  JocTynma K  JIIOOBIM  pecypcam
MH()OPMAIIMOHHOW CUCTEMBI;

oOecrieyeHue pearupoBaHvs Ha OOHapy>KEHHE BPEIOHOCHOTO MPOrPaAMMHOTO
oOecreyeHusl.

TpeGoBanuss k peasmzanum: /foxkHa oOecrieunBaThCs MPOBEPKA BCEX
¢aiioB, mepenaBaeMbIX BEO-TIPUIIOKEHUSIMHM, HAa BPEJOHOCHOE MPOTPaMMHOE
oOecrieueHre B COOTBETCTBUU C MepOM 3amuThl nHpopmanmu AB3.1.

[IpoBepka nO/KHA BKJIKOYATh AHAJIW3 BCEX MEPENABAEMBIX B TEJE 3ampoca
(aiinoB, a Tak’Ke COCTABIIAIONIMX TEJO 3alpoca CKPUIITOB U TAHHBIX, MOCTYMAIOIINX
B BEO-TMIPUIIOKEHUE.

JlomkeH OBITh HCKIIOYEH aBTOMATHYECKUM 3amyCcK MepeAaHHbIX (ailioB
B ONEpPALMOHHON CHUCTEeME Ha CTOPOHE BEO-NPUIOKEHUS WIM TMOJIb30BATENS
(Hampumep, TyTeM  OCYIIECTBIEHHUS  (PUIbTpallMd  HCIONHSIEMbIX  (hailiios,
OTIpe/IeNICHUs] COOTBETCTBUS THMa (ailia ero coaepXUMoMy, MpeaoTBpaleHuUs
MacCKHPOBaHMSI UCTIOJIHAEMBIX (DaiiIoB 1O UHBIE POPMATHI).

TpeboBaHus Kk JOKyMeHTHPOBaHNIO: He npebsBistoTCs.

TpedoBaHuA K YCHJIEHHIO:

1) B uHQOpMallMOHHON CHUCTEME JOJDKHA OO0ECHeunMBaThCs BO3MOYKHOCTD
IPOBEJECHUS PETPOCIIEKTUBHOTO aHau3a (aiios.

Peanu3anusi B MHPpOPMAIIMOHHOM CHCTEMe:
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Mepa 3amuTh Knacc 3ammmenHocti
uHpopMaru K3 K2 K1
3BT.5 + + +
VYcunenne 3BT.5

4.8. 3amura nporpaMMHBIX HHTeP(eiicoB B3aUMO/1eiicTBUS
npuiokennit (API) (3IIN)

3I11.1 3amura nanueix API

Heanb: MckmoueHne HECaHKIIMOHMPOBAHHOTO JOCTyNa K HH(POPMAIMOHHON
CUCTEME TIpU UCIOJIb30BAaHUU MPOTPAaMMHBIX HMHTEP(DENCOB B3aUMOJCHCTBUA
npuioxenuit (API).

TpeOoBanus k peaausanmu: [Ipy opraHuzanuu CeTEBOro B3aUMOACHCTBHS
MEXTY cyObeKTaMU JIOCTyTIa (moJsib30BaTEISAMHU 151 MPUIIOKECHUSIMU )
n oObekTaMu JocTyna nocpeiactBoM API nomkHa oOecriedyuBaThCS MUHUMU3ALMS
o0beMa MH(pOpMaLUK, PACKPBIBAIOIIEN CTPYKTYpYy MH(OPMAIMOHHONW CHCTEMBI, WU
MHOU nH(popManuu, nepeaaBaeMoil nocpeactsom APL.

B undopmanronHo# cucteMe N0KHA 00ecedynBaThbC MUHUMU3AIIHS COCTaBa
nH(popMaIuu, Bo3BpallaeMoi B COOOIIEHUIX 00 ommbkax B3ammonaercTBus ¢ API,
PaCKpBIBAIOIIEH CTPYKTYPY M OCOOCHHOCTH (YHKIIMOHUPOBAHUS MHPOPMAIMOHHOM
CUCTEMBbI WJIM UHYIO KOH(UIEHIUATBbHYIO UH(OPMAIHIO.

JlomxHa o0ecrieynBaThCcsl MUHMMHU3alLKs COCTaBa MH(OpMAIK, COAEpKalencs
B ayTeHTU(UKaTopax aoctyna Kk APl myTrem uCKIIOYEHUs TaHHBIX, PACKPBIBAIOIIUX
CTPYKTYpPY HH(POPMAITMOHHON CUCTEMBI WM UHBIE KOH(DUICHITUATBLHBIE CBEJICHMUS.

[Ipu cereBoM HHPOPMAIIMOHHOM B3aWMOJICHCTBUM BHEUIHUX CYOBEKTOB
noctyna ¢ API uepe3 cetb «MHTepHET» MODKHA 00ECIIEUUBATHCS C yU4ETOM MEP
samuthl nHpopmarmu 3KC.1 — 3KC.5.

TpeOoBaHUsA K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON TOKYMEHTALIMHM Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBbITh ONPEIEIIEHbI:

nepeunn API, mpegocTtaBisieMblXx BHEIIHUM M BHYTPEHHUM ITOJI30BATEIISIM
MH()OPMAITMOHHOM CUCTEMOM;

TpeOOBaHMSI K peKUMaM ¢ HACTPOMKaM TMPOrPAaMMHOTO OOECIICUCHHS,
o0ecreunBaIM  KOH(DUICHIIMATLHOCT, HWH(POPMAIMA W CIIYKEOHBIX JaHHBIX,
IIepeaBacMBbIX IIPHU MTOJIYYEHHUH 10CTyNa U B3auMmoaencrsuu ¢ API.

TpeGoBaHus K yCHICHUIO:

1) nomxeH OCyIIECTBIATBCS EXKErOIHbIA IMEPECMOTP PEXKUMOB U HACTPOEK
IporpaMMHOro ooecrnedenus, peanusyrouiero AP, ¢ 1ienpio BbIsIBICHUS YSI3BUMOCTEH
€ro KoH(pUrypamm.



114

Peanu3zauus B uHPOPMALIMOHHOM CUCTEME:

Mepa 3ammThl Knacc 3amumnieHnocTa
uHbOpMaIuu K3 K2 K1
3I11.1 + + +
Vcunenue 3I1N1.1 1 1

3II1.2 YnpasiaeHue 10CTYNIOM MOJIb30BaTe/Ield M NPUI0KEHH I

Heanb: MckmoyeHne HECAaHKIMOHUPOBAHHOIO JIOCTYNa K HH(OPMALMOHHOM
cucTeMe CyOBEKTOB JIOCTyIa (IOJIb30BaTeNIeH U MPWIIOKEHUI), B3aUMOICHCTBYIONINUX C
NporpaMMHBIM oOecrieueHneM HH(OPMALMOHHON cucteMbl mocpeactBoM APIL, He
HPOLIEIIINX MPOLETYPY ayTeHTUPHUKALIH.

TpebOoBanusa k peanuzaumu: B nH(pOpMaMoOHHON cucTeMe NOJKHBI OBITH
OCYILECTBJICHBI:

onpenenenre nepeyHss API, nms koTopbix TpeOyeTcs KOHTpOJb J0CTyna
ITOJIB30BATENEN U IPUIIOKEHNN;

oOecrieyeHue  WACHTU(PUKALIMM WU ayTEHTHU(QUKALMK  I0JIb30BaTENEH,
B3aMMOJICUCTBYIOIIMX C MPOrpaMMHBIM OOECIIEYEeHUEM HWH(POPMALMOHHONW CHCTEMBI
nocpenctsom API B cooTBeTcTBHM ¢ Mepamu 3amuThl nHGopManuu MAD.1, UAD.3;

YIPaBJIECHUE TOCTYIIOM ITOJIb30BATENIEN U IPUIIOKEHUM, MOJIy4aIOIUX JOCTYII K
HH(POPMAITMOHHOM CHCTEME MTOCPEACTBOM BXOISIINX B repeueHb API, B cooTBeTCTBUN
¢ mepamu 3auuThl nHGopmanuu YIIA.1 — YII/1.6;

OTpAaHMYEHHUE  YHUCIa  MapajuiebHbIX  ceaHcoB  goctynma K API
B COOTBETCTBUU ¢ Mepoi 3amuThl uHpopmanuu YII1.7;

aBTOMATHYECKOE 3aBepLICHHE ceaHcoB aoctyna K APl mpu HeakTMBHOCTH B
COOTBETCTBHUH C Mepoil 3anuThl nuHpopmarmu YI11.8;

IpOBEpKa MpaB JOCTyNa CyObEKTOB IOCTYIIA IPU KAXKIOM 0OpallieHUH (3ampoce)
K API, 3a uckmroueHneM ornpeaesieHHbIX O0IIeT0CTYTHBIX PECYPCOB, B COOTBETCTBUH
¢ Mepoi 3amuTel uHpopmanuu YI1/1.9;

YCTaHOBJICHbI OTPAHUYEHHUS HA YAaCTOTY U 00beM OOpallleHui K MpOrpaMMHbBIM
unrepdeiicam (API), a Taxke NMopsAOK aBTOMaTHYECKOTO BBISBICHUS U MPECEUCHUS
MOMBITOK MOAOOPa CPEJCTB ayTCHTU(PUKALIUH.

TpeboBanus k JokyMeHTHPOBaHMIO: He mpeabsBisitoTCs.

TpeGoBanus k ycuienuro: He npenpsBisroTcs.

Peanuszanusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3anuThI Kracc 3amumieHHoCcTH
uHpopMaru K3 K2 K1
3111.2 + + +
Ycunenune 3111.2
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3I11.3 IIpoBepka Ha cooTBeTcTBHE cniennpukannu API

Heab: OGecrieueHne KOHTPOJS 3ampocoB K HHTepdericaM B3auMOAEHUCTBUSA
MIPUIOKEHUH C LIEJIBIO BBISIBJICHUS U OJIOKHPOBAHUS 3alPOCOB, HE COOTBETCTBYIOIIUX
yTBepKAeHHOHN cnerduraun APL.

TpeboBanus k peanusanuu: [Ipu opranuzanuu ceTeBoro HHHOPMALMOHHOTO
B3aUMOJAEUCTBUSI MEXy CYOBEKTaMHU JOCTYIIA (T10JIb30BATENIMU U IPUIIOKEHUSIMU ) U
o0ObeKkTaMu JocTyna B HH(oOpMmalMOHHOW cucteMe mnocpeactsom APl B
MH($OPMaLlMOHHON CHCTEME JOJKHA OBITh onpeaeneHa cneunduxarus APL.

B wundpopmanmoHHOl cucteMe [OKHA ObITh o0OecreueHa BO3MOKHOCTh
aBTOMATUYECKOM MPOBEPKHU 3aIPOCOB HA IPEIMET COOTBETCTBUS (POPMATY, CTPYKTYpE
U OrpaHUYEHUSAM, MPEAyCMOTPEHHBIM pa3zpaboTaHHoM cnenudpukanueiit API. B
MHQOPMAIIMOHHOM CUCTEME JOJDKHO OBITh ONPEIECIIEHO MHOXECTBO IpaBuUlI,
ONHUCHIBAIOUIMX BHJBl 3alpoOCOB, HE COOTBETCTBYyIOUUX crneunpuxamuu AP,
MOJIJIEKAIE aBTOMATUYECKOMY OJIOKMPOBAHMIO CPEICTBAMU 3alUTHl HH(OpPMALIUU
10 MOMEHTa OKa3aHus 3allpOCOM BO3JECHCTBUSA Ha IPUWIOKEHHUE, IOCTYIIHOE
nocpeactsoM APIL.

B nHpopMalMoHHON cucTEME JOJIKEH OBITH OCYIIECTBIIEH IEPECMOTP MEPEUHS
u cneundukaunu APl Ha npeaMeT BbIABIECHHUS] HEAOKYMEHTHPOBAHHBIX, YCTAPEBUINX
n Heucnonb3yeMblx APl u pecypcoB, OOCTYNHBIX BHEIIHHMM I10Jb30BaTEISAM
uH()OpMaAITMOHHOM CHUCTEMBI IIOCPEACTBOM JIAHHBIX API, €XKETOJTHO
unu nipu usmeHenuu APL.

B  uHpopManmoHHOW  cucTeMe JOKHA  OCYIIECTBISTHCA  MPOBEPKA
noctynaromux K APl 3ampocoB Ha cooTBercTBHE (opMary, CTPYKType H
OrpaHUYEeHUSIM, U OJJOKMPOBKA 3alPOCOB, HE COOTBETCTBYIOIMX cnenudpukanu API.

TpeOoBanus k JokyMeHTHpPOBaHMIO: He npenbsBiisiercs.

TpeOoBaHus K yCHICHUIO:

1) B uHpOpMAIMOHHOW CHUCTEME JOJDKEH OBITh OCYIIECTBICH MEPECMOTP
nepeuHss u cnemudukanuu APl npu u3MeHeHMM KoJa WM KOHQUTYpaluu
MPUJIOKEHUH, pean3ytoiux ganueie API;

2) nomxeH oOecrneunBaTbCsl aBTOMATUYECKUN aHaiu3 Tpaduka CeTeBOro
MH()OPMAIITMOHHOTO B3aWMOJIEHCTBUS MEXIY BHEIIHUMH CYOBEKTaMH JIOCTYNa W
BHemHUMU APl uHpopMarmoHHOM  CHUCTEMBI Ha  MOPEAMET  BBISBICHUS
HEJIOKYMEHTUPOBAHHbIX, yCTapeBIIMX W Heucnoub3dyeMbix APl u pecypcos,
JOCTYMHBIX BHEIIHUM TIOJb30BaTENSIM HH(DOPMALIMOHHONW CHUCTEMBI MOCPEACTBOM
nanHbix APL.

Peanu3anusi B MHPpOPMAILMOHHOM CHCTEMe:

Mepa 3amuTh Knacc 3ammmenHocTi
uHpopMaru K3 K2 K1
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3I1M1.3 + + +
VYcuneunue 3111.3 1

4.9. 3amura koHeuHbIx ycrpoiicTs (3KY)
3KY.1 YnpasieHue 10CTylIOM K KOHEYHbIM YCTPOMCTBAM

Heuasb: VckmoueHne HeCAHKIIMOHUPOBAHHOTO JOCTYIIA K KOHEYHBIM YCTPONCTBAM.

TpeboBanus k peanusanum: B undopmannoHHON cucTeMe NpU 3alluTe
KOHEYHBIX YCTPOMCTB JOJIKHBI 00ECIIEUHBATHC:

UACHTUQUKALMSA U ayTeHTU(UKAIMUS MO0JIb30BaTEIC KOHEUHBIX YCTPOWCTB B
COOTBETCTBUM C MepaMu 3aiuThl uHpopmarun MAD.1, UAD.3;

YIOPABJICHHE JOCTYIIOM IIOJIb30BAaTE€IEd K KOHEYHBIM YCTpPOWCTBaAM B
COOTBETCTBUM ¢ MepaMu 3amuThl uHbopmarmu YIIJI.1 — YII.9.

[Ipn npenocTaBiIeHUM MOJIB30BATENSIM JOCTYNIAa K KOHEUYHBIM YCTPOMCTBaM
JOJIKEH IPUMEHSTHCS TPUHIIUI HAUMEHBIINX PUBUIIETHIA.

JloJKeH OCyIIECTBIATBHCS KOHTPOJIb JOCTyNa IMOJb30BaTeleil K nHTEepdencam
BBO/Ia-BbIBO/Ia KOHEUHBIX YCTPOUCTB.

VYkazaHHble Mepbl 3alIUThl UHPOPMALUK PEATU3YIOTCS MYyTeM NPUMEHEHUS
MEXaHU3MOB 0€30MACHOCTH OMNEpPalMOHHBIX CHUCTEM U (WJIM) CpeACTBaMHU
WJICHTU(PUKAITUN U ayTCHTU(DHUKALIAH.

TpeboBanus k fokyMeHTHpPOBaHuIO: He npenpsaBistores.

TpedoBaHus K yCHIICHHIO:

1) Ha KOHEYHBIX YCTPOWMCTBAxX JOJKHBI MPUMEHSTHCS JOBEPEHHBIE CPENCTBA
CETEBOI0 B3aUMOJEWUCTBHUS (B TOM 4YHUCIE, JOBEPEHHBIC allllapaTHbIE CETEBbIC
uHTEepQEChl);

2) B COCTaB€ KOHEYHOIO0 YCTpPOWMCTBA JOJDKHBI IPUMEHATHCS AamlapaTHbBIE
CpeICTBa TAapaHTUPOBAHHOIO OTKJIKOYEHUS HE3aJCHCTBOBAHHBIX KOMIIOHEHTOB
PETHCTPAlMU aKyCTHUYECKUX (MUKPO(OHBI) UM OMTHYECKUX (BEO-KaMephl) CUTHAJIOB
(B cilyyae MpUMEHEHHSI B KOHEYHOM YCTPOMCTBE TAKUX KOMIIOHEHTOB);

3) nomKHA BBIMOJHATHCS (PUIBTpAIUs KOMaH/I, 0OecrieurBaroias nepeaady Ha
yCTpOHCTBAa BBOJA U (WJIM) BBIBOAA B MH(OPMAIMOHHOW CHUCTEME, B TOM YHCJIE Ha
MHOTO(YHKIIMOHAJIbHBIE YCTPOMCTBA M MPHUHTEPHI, TOJBKO PA3PEIICHHBIX KOMaH] C
LEJIbI0 UCKJIIOUEHUS HECAaHKIIMOHUPOBAHHOTO JOCTYTAa K UH(pOpMaLiH;

4) B cocTaBe KOHEYHOrO0 YCTPOWCTBA, MPEAHA3HAYEHHOTO ISl MTOAKIIOYEHUS K
HECKOJBKHM HH(POPMAIMOHHBIM CHUCTEMaM WHOOPMAIMOHHOW WH(GPACTPYKTYPHI
oreparopa, JOJIKHBI IPUMEHSATHCS KOMITOHEHTBHI, o0ecrneurBaroIme
rapaHTupoBaHHoe ((pusnueckoe) pazaeiacHue UHPOPMAIMOHHBIX CUCTEM (CETMEHTOB,
KOHTYpPOB) U HEBO3MOXXHOCTh COXPAaHEHUS CO3AHHBIX JAHHBIX B 9HEPIOHE3aBUCUMYIO
NaMsITh;
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5) NOMKHA  OCYHIECTBIATHCA ~ WACHTHU(PUKALMS  KOHEUHBIX  YCTPOMCTB

I10JIb30BATEIICH.
Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:
Mepa 3ammuThI Knacc 3amuiennoctu
uHbOpMaIuu K3 K2 K1
3KV.1 + + +
Vcunenne 3KY.1

3KY.2 ObecneuyeHue neJJOCTHOCTH MPOTPAMMHOI0 o0ecrne4yeHuss KOHEYHOT 0
ycTpoiicTBa

Heab: VckntoueHrne HECAHKUIMOHUPOBAHHOTO HW3MEHEHHS IPOTPaMMHOTO
o0ecrnevyeHrs KOHEYHOTO yCTPONCTBA.

TpeboBanus k peaqusanmu: B unbopmanmoHHol cucremMe JOJKHA
00ecreynBaThbCsl LETOCTHOCTh CIAEAYIOIIETO MPOTPAMMHOI0 00€CTIeueHNsT KOHEUHBIX
YCTPOMCTB:

OTEPAIIMOHHBIE CUCTEMBI;

IPOrpaMMHOE 00ECIIEUeHHE CPEACTB 3alUThl HHPOPMALIUH;

MHOE MPOTrpaMMHOE OOecrieueHue, onpeennseMoe B THPOPMAIMOHHON CUCTEME.

Ha koHeuHBIX yCTpOWCTBaxX MOJDKEH OBITh OOECredyeH 3ampeT Ha YCTaHOBKY U
3amycK (MHCTaJUIAIMIO) HEpPa3pelIeHHOTO K HCIOJB30BAHUIO MPOrPAMMHOIO
oOecreyeHusl.

ObecnedyeHre HEeTOCTHOCTH TPOrPAMMHOT0 00ECIeYeHUs] KOHEUHBIX YCTPOMCTB
peanusyeTrcs myTeM NMPUMEHEHHUsI MEXaHU3MOB 0€30MMaCHOCTH ONEPAIMOHHBIX CUCTEM
Y WHBIX CPEJICTB 3aIUThl HH(pOpMALIIH.

TpedoBanus k fokyMeHTHpPOBaHuIO: He npenpsapistores.

TpeOoBaHus K yCHIICHUIO:

1) nomkHa obOecmieunBaThCSl JOBEPEHHAS 3arpy3ka OIEpPalMOHHBIX CHUCTEM
aBTOMATH3UPOBAHHBIX PA0OYMX MECT IMOJb30BaTEIEH, Ha KOTOPBIX OCYIIECTBIIACTCS
00paboTka MH(pOpPMAIIUU OTPAHUUYEHHOTO JOCTyNna U (MJIM) BBIMOJHEHHE 3HAYMMBIX
¢GbyHKLIMIA oniepaTopa;

2) nomkHa oOecrneunBaThCcsl JOBEpEHHAs 3arpy3ka OIEpaluOHHBIX CHUCTEM
CEpPBEPOB, HA KOTOPBIX OCYIIECTBISETCS 00paboTka WMH(OpMAIMK OTrPaHUYCHHOTO
70cTyna U (WJIKM) BBITIOJHEHNE 3HAYMMBIX (DYHKITUH omepaTopa;

3) moypkHa OOeCTIeYMBATHCS JIOBEPEHHAs! 3arpy3ka CETEBBIX CPEICTB 3alllUThI
uHpopmanuu;

4) nomxHa o0ecrieurBaThCS JOBEPEHHAs 3arpy3Kka MporpaMMHOT0 o0ecreyeHus
TEJIEKOMMYHUKAIIMOHHOT'O 000PY/1I0BaHUS;
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5) nomxkHa obecreunBaThcs OJOKUPOBKA 3aIlyCKa MPOrPaMMHOI0 OOecreyeHus
u (uau) OJIOKMPOBKA KOHEYHOTO YCTPOMCTBa B ciydae oOOHapyXeHus (paKToB
HapyUIEHUs 1EJIOCTHOCTH;

6) nomKeH 00ecTeunBaThCsl KOHTPOJIb IIETOCTHOCTH 0a30BOi CHCTEMBI BBOJA-
BBIBOJIa KOHEUHBIX YCTPOUCTB;

7) momxeH 00ecreynBaThCsl KOHTPOJb IEOCTHOCTH MHUKPOIPOTPAMMHOTO
oOecrieueHus 1 anmnapaTHbIX KOMITIOHEHTOB KOHEYHBIX YCTPOUCTB;

8) moibkeH oOecneynBaThCs 3alpeT MNpUMEHEeHUs (GYHKIHMM pa3paboTKu
U OTJIaJIKK MPOrpaMM Ha KOHEUYHBIX ycTpoicTBax. [Ipy HeoOX0o1MMOCTH MPUMEHEHHUS
¢GyHKIUI pa3pabOTKU U OTIAJIKH IPOrpaMM JIOJKHO 00€CIeuuBaThCs BBINOJIHEHHE
IpoLEeAyp KOHTPOJIS IETOCTHOCTH MPOrPaMMHOTO OOECIEUEHHs MMOCIe 3aBEPIICHUs
Ka)KI0ro Mporiecca GyHKIIMOHUPOBAHUS CPENICTB Pa3pabOTKH U OTIAIKU POTPaMM.

Peanu3anusi B MHpOPMAILMOHHOM CHCTEME:

Mepa 3anmThl Krnacc 3amuiennocTtu
uHbopMaIuu K3 K2 K1
3KVY.2 + + +
Ycunenue 3KY.2

3KY.3 AHTUBHPYCHAA 3alIUTA U O0OHAPYKEeHHE U NMPeA0TBPallleHue
BTOPKEHUI HA KOHEYHbIX YCTPOMCTBAX

Hean: ObHapyxeHUe BTOPKEHUW (KOMIIBIOTEPHBIX aTakK), BPEIOHOCHOTO
MPOrPaMMHOTr0 00ECNEYEHHUsI U X HEUTpaIn3alus Ha KOHEYHBIX YCTPONCTBAX.

TpeGoBanus k peanuzanum: J[omkHa o0ecreunBaThCsl aHTUBUPYCHAS 3allIUTa
KOHEYHBIX YCTPOMCTB MH(POPMALIMOHHON CUCTEMBI B COOTBETCTBUM C MEPOM 3aLTUThHI
undopmaruu AB3.1.

Ha koOHEYHBIX yCTpOMCTBax, IJ€ OTCYTCTBYET TEXHHUYECKAs BO3MOKHOCTh
IIPUMEHEHUST  CPEACTB  AHTUBUPYCHOM  3alUTHl  (TEJIEKOMMYHHKALIHOHHOE
o0opy0BaHuE, MPUHTEPHI, MHOTO(PYHKIIMOHAIbHBIE YCTPOMCTBA U MHBIE KOHEUYHbBIC
YCTPOMCTBA), MAOJDKHBI NPUHUMATBCS MEPbI, O00ECHEUYMBAIONINE HEBO3MOXHOCTD
peanu3aluu yrpo3, CBA3aHHbIX C BPEIOHOCHBIM NMPOTPAMMHBIM 00€CIIEYEHUEM.

TpedoBanus k fokymMeHTHpPOBaHuIO: He npenpsaBistores.

TpeGoBaHus K yCHICHUIO:

1) Ha KOHEUHBIX YCTPONUCTBAX MHGOPMAIIMOHHON CUCTEMBI, UMEIOIIEH JOCTYI K
pecypcam cetu «WHTEepHET», JOHKHBI OOECIeunBaThC OOHAPY)KEHHE BTOPKEHHIM
(KOMIBIOTEPHBIX aTaK) M pEarupoBaHHE HAa HHUX C UCIOJIb30BAHUEM CHCTEM
oOHapy»XeHUsI BTOP)KECHUU YpOBHA Yy3na W (WiIu) CpeACTB OOHapyXeHUs W
pearupoBaHus Ha ypOBHE Y3114,
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2) no;keH o0OecrneunBaTbCsl MEPUOJUYECKUNA  PETPOCIEKTHUBHBIM — aHAIIU3
coOBbITHI 0€30MacHOCTH CPEACTB OOHAPYKEHHUS U PearupoBaHUs Ha YpPOBHE y3Jia Ha
HaJIN4YKe MPU3HAKOB BTOP>KEHUN (KOMITBIOTEPHBIX aTaK);

3) TOJDKHO OOEeCIeYnBaThCS B3aUMOJACHCTBUE C PEIyTAIlMOHHOW 0a30i yrpo3
TSt oOorareHust nHGopMaIiei o Mpu3HaKaxX BTOPKEHHUH (KOMITBIOTEPHBIX aTaK);

4) momKHO 00€eCcIeunBaThCsl MPUMEHEHHE PENyTAallMOHHON 0a3bl yrpo3 s
npoBepku  (alJoOBBIX  OOBEKTOB, CETEBBIX M  NPUKIAAHBIX  apTedaKkToB
(IP-ampecos, nomenos, URL) B macmitabe, 6J1M3KOM K peaibHOMY BPEMEHU;

5) nomxHa obecrneuuBaThcsi mepenaya (alaoBbIX OOBEKTOB (HMCHOJIHSIEMBIX
(daiinoB, apXMBOB) OT MPUMEHSIEMBIX Ha y3JaX MHPOPMAIMOHHON CHUCTEMBI CPEJICTB
OoOHapyXeHUsI U pearupoBaHUsl HAa YPOBHE y3Jia B 3aMKHYTYIO CHUCTeMY (cpeny)
MIPEIBAPUTEILHOTO BBITIOJTHEHUS TPOTrpaMM («IECOYHUILY») ISl JTUHAMUYECKOTO
aHAJIN3a B aBTOMAaTUYECKOM PEKHUME.

Peaquszanusi B uHGOPMALIMOHHOU CHUCTEMe:

Mepa 3anmThl Krnacc 3amuieHHocTu
uHbopMaIuu K3 K2 K1
3KVY.3 + + +
Ycunenune 3KY.3 1 1

3KY.4 MOHUTOPHHT NPOLECCOB M COCTOSIHUA YCTPOIiCTBA

Lleanb: BeisiBiIeHME HECAHKUMOHUPOBAHHBIX JIEWCTBUW IOJB30BATENENd U
BBIMIOJIHSIEMBIX IPOLIECCOB HA KOHEYHBIX YCTPOMCTBAX MOJIb30BATEIEH U CEPBEPOB.

TpeboBanuss k peanuzanuu: /{ookeH  oOecrneuyuBaTbC ~ MOHMTOPUHT
MPOLIECCOB M COCTOSIHUA KOHEYHBIX YCTPOMCTB IMOJb30BaTEICi W CEPBEPOB B
coOTBETCTBUM ¢ Mepamu 3amuThl nHGopmanuu PCh.1 — PCB.5.

[Ipy MOHMTOPHUHTE MPOLIECCOB M COCTOSIHUI PEKOMEHIYETCS OTCIIEKUBATH:

3amycK (3aBeplIEHHE) MPOrpaMM U MPOLECCOB (3aJaHuii, 3a7a4), CBSI3aHHBIX
¢ 00paboTKOM 3ammunaeMoil tHpoOpMaInH;

BBITIOJIHEHHE MPOIECCOB C BBICOKUM YPOBHEM MPUBUIIETH, CKPBITBIX IIPOLIECCOB
Y CUCTEMHBIX CITyXO0;

BBITIOJIHEHHE MPOIIECCOB, MHUIIMMPOBAHHBIX CPEJCTBAMHU 3aIIUThI HH(DOpMAIIUU
KOHEUYHBIX YCTPOMCTB;

BBIIIOJIHEHHE KOMAH/I B UHTEPIIPETATOPE KOMAHAHOW CTPOKH;

MOMBITKK JIOCTYNa K 3alllMIIaeMbIM O0BEKTaM JOCTyna (TEXHHYECKUM
CpeACTBaM, y3jaM CE€TH, JIMHUSAM (KaHallaM) CBSI3U, BHEIIHMM YCTPOMCTBaM,
nporpaMmam, TOMaM, KarajmoraMm, (ailiaMm, 3amucsM, TOJSM  3alucen
Y UHBIM 00BEKTaM JIOCTYyTa);

NOMBITKM HUACHTUGUKAIMM W ayTEHTU(UKAIUMU [0Jb30BaTENel KOHEUYHBIX
YCTPOWCTB;
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IONBITKY YJAJIECHHOTO IOCTYIIA;

HOJIKJIFOUEHUE BHEIIHUX YCTPOMCTB C HCIIOJIb30BAHMEM HHTEp(dericoB BBOAA-
BBIBOJIA;

MOMNBITKH OCYIIECTBICHHS OECIIPOBOIHOIO JOCTYIIA;

U3MEHEHHE MPOTpaMMHON KOH(UTYpaIli KOHEYHOTO yCTPOMCTRA.

VYka3aHHbIE MEpbl 3alUThl WHOOPMALMK PEANu3yloTCS IyTEeM NPUMEHEHUs
MEXAaHU3MOB 0€30MaCHOCTH ONIEPALMOHHBIX CUCTEM, U (WIN) CPEACTB OOHAPYKEHUS U
pearupoBaHus Ha YPOBHE y37a, U (WJIN) UHBIX CPEACTB 3alUThl HH(OPMaLIUK.

TpeGoBanus K JIOKyMEHTHPOBaHUIO: He npenbABISIOTCS.

TpedoBaHus K yCHIICHHIO:

I) mpu oCylIeCTBIEHNM MOHMTOPHWHIA TMPOLECCOB M COCTOSHHS KOHEYHBIX
YCTPOMCTB JIOJDKHBI BBIBJISITECS AaHOMAJIWMM B JEHUCTBUAX IIOJB30BATENEN U
BBITIOJTHEHNUH MPOLECCOB KOHEYHBIX YCTPOUCTB;

2) noykHa 00ecTIeYnBaThCSl HHTETPALUS PE3YJIbTaTOB MOHUTOPHHTA MPOIIECCOB
U COCTOSIHUS KOHEUHBIX YCTPOMCTB, IIOJIyYEHHBIX IO Pe3yJbTaTaM OTCIEKUBAHUSA
Pa3HBIX MPOLIECCOB, U UX KOPPEISILMS C LEIbIO BBISIBJICHHS MHIMIEHTOB O€30MaCHOCTH
Y pearupoBaHus Ha HUX.

Peanu3anusi B MHpOPMAILMOHHOM CHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3KV 4 + + +
VYcunenne 3KV .4

3KY.5 KonTpoasb u puiabTpanus tpagpuka Ha KOHEYHOM YCTPOCTBE

Heab: ObecrieueHne 0€30IMACHOCTH CETEBOTO B3aMMOJICHMCTBHUS KOHEUHBIX
YCTPOMCTB.

TpeboBanus k peasuszanum: J[ookeH o0ecreynBaThCS KOHTPOJIb CETEBOTO
Tpaduka KOHEYHOTO YCTPONUCTBA, BKIIFOYAIOIIUNA KOHTPOJIb:

JIOCTYTa K BHEIITHUM pecypcaM HHOOPMAIIMOHHON CUCTEMBI,

JIOCTyTa K BHYTPEHHUM pecypcaM HH(HOPMAIIMOHHONW CUCTEMBI.

JloibkHa  OCYIIECTBIISITRCA ~ (QUIBTpaIMs CETEeBOro Tpauka KOHEYHOTO
YCTPOWCTBA MO oOmpeaeieHHbIM npaBwiaM ¢uiabTparuu (no IP-agpecam, moptawm,
MPOTOKOJIAaM, MO COJEPKMMOMY M HHBIM TMPAaBUJIAM MEXKCETEBBIX 3KPaHOB,
MHOTO()YHKITHOHAJILHBIX MEKCETEBBIX SKPAHOB YPOBHS CETH).

VYkazanHble Mephl 3alUThl UHGOPMAIMH PEATHU3YIOTCS MyTeM MpPUMEHEHUS
MEXaHU3MOB 0€30MaCHOCTH OIMEPAIMOHHBIX CUCTEM, U (UJIM) CPEACTB OOHAPYKEHUS U
pearupoBaHus Ha YPOBHE y371a, ¥ (MJIM) MHBIX CPEICTB 3alIUThI HH(OPMAIUH.

TpedoBanus k fokyMeHTHpPOBaHuIO: He npenpsaBistorcs.
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TpedoBaHuA K YCHIEHUIO:

1) nomken oOecrneunBaTbCsi KOHTPOJIbL CETEBOro Tpaduka KOHEUHOTO
YCTPOMCTBA IO BPEMEHH JIOCTYyNA K OMPEAECICHHBIM PeECypcam;

2) MOKEH BBITIONHATHCS aHAIN3 CETEBOro Tpaduka KOHEYHOTO yCTPOMCTBA,
BKJIFOYAOITU I OnpeaeIeHUE MIOTOKOB JAHHBIX, uH()OpMAITUIO
00 OTIpaBUTENSIX U MOTYYATEINSIX, UCIOJIb3YEMbIX CETEBBIX MPOTOKOJAX U MOPTax,
CTaTycax CETEBbIX COCAMHEHUH (OTKPBITOE, 3aKPHITOE);

3) HAa KOHEYHBIX YCTPOWCTBaxX MOJKHBI MPUMEHSATHCS amnmnapaTHble CpPEICTBa
CETEBOI0 B3aUMOJICUCTBUS (B TOM 4YHUCJE, JOBEPEHHBIC allllapaTHbIE CETEBBIC
uHTepdeiicel), obecrneunBaronre (QUIBTPAIMIO BXOASIIETO U (WJIM) HCXOJAIIETO
ceTeBoro Tpaduka ysna no cereBbiM (IP) u (mm) pusznueckum (MAC) agpecam;

4) B cocTaBe KOHEYHOTO YCTPOWMCTBA JOJDKHBI TMPUMEHSTHCS allllapaTHbBIC
CpeACTBa TapaHTUPOBAHHOW OJIOKMPOBKU JIMHUN OOMEHA JaHHBIMHU IO KOMaHJE U
(W1K) O pacMuCaHuIo.

Peanuszanusi B uHGOPMALIMOHHOM CHUCTEMe:

Mepa 3ammuThl Knacc 3amuienHoctu
uH(popmManuu K3 K2 K1
3KVY.5
Ycunenune 3KVY.5

3KY.6 Ananu3 u pearupoBaHue HA COObITHSI 0€30IIACHOCTH

Heab: VckiroueHrne HECAHKITMOHUPOBAHHOTO JIOCTYIA K KOHEYHBIM YCTPOHCTBAM
MyTEM aHaJln3a COOBITUI OE30MaCHOCTU U pearupoBaHus Ha HUX.

TpedoBanus K peaausauuu: J{omkeH BBITIOJTHATHCS aHau3
3aperuCTPUPOBAHHBIX COOBITUH 0OE€30MacHOCTH, MO pe3yjbTaTaM aHalu3a JOJIKHO
OCYIIECTBIISATHCS PEarupoOBaHUE Ha BBISBIICHHbIE KOMIIBIOTEPHBIE MHIIUJICHTHI.

TpeboBanus k fokyMeHTHpPOBaHuIO: He npenbsaBistorcs.

TpedoBaHus K yCHIICHHIO:

1) pearupoBaHre Ha BBIABICHHBIC MPHU3HAKA KOMITBIOTEPHBIX HHIIUIECHTOB
JOJDKHO BKIIIOYaTh OTMPABKY YBEJAOMJICHHHM aJIMUHUCTpaTopy Oe30macHOCTH
MH()OPMAIITMOHHOW CUCTEMBI;

2) nomkeH oOecreunBaThCcsl aHaiu3 3apEerUCTPUPOBAHHBIX HA KOHEYHOM
YCTPOUCTBE  COOBITHI ~ 0€30MacHOCTH  CHCTEMOM  YINPaBICHUS  COOBITUSIMHU
6e3omacHocTH UH(pOpMAIINY;
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3) noKHO OOecneynBaThbCsi pearupoBaHUE HA OOHAPYKEHUE KOMITbIOTEPHBIX
UHIUICHTOB  CPEICTBAMHU  YyMpaBICHUS  UHUUACHTAMU  WMH(pOpMaAIMOHHON
Oe3omnacHocTH (B cilydae MPUMEHEHHUS CpelcTBa OOHApYKEHUS M pearupoBaHUs Ha
YpOBHE y3i1a ¢ yderoM Mepbl 3ammTel uHGopManuu 3KY.3 u Hamuuus B
WHOOPMAITMOHHOW CHUCTEME CHCTEMBl YIPABICHUS COOBITUAMH OE30MaCHOCTH
uHpOpMaIun);

4) noykHbl 00ecreunBaThesl OJIOKMPOBAHUME U (MIIM) HU3OJSIUS KOHEYHOTO
YCTPOMCTBA, HA KOTOPOM BBISIBIIEHBI KOMITBIOTEPHBIEC NHIIUICHTBHI.

Peanu3zauus B UHPOPMALIMOHHON CHCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
3KVY.6 + + +
VYcunenne 3KY.6 1 1

4.10 3ammuTa MOOMIBHBIX ycTpoiicTB (3MY)
3MY.1 Unentupukanus 1 ayrTeHTUPUKALUA 10J1b30BaTeIel

Hean: Uckmouenne npoctyna K HMHPOPMAIMOHHOM CHCTEME TIOJb30BaTemei
MOOWJIBHBIX ~ yYCTPOWCTB, HE TMpPOIICAINIMX MPOUEAypy HWACHTUPHUKAIMKA U
ayTeHTU(HUKAIIIH.

TpeGoBanusi k peasmsanuu: [I[py TpyUMEeHEHUU MOJIB30BATENIIMU MOOMIIBHBIX
YCTPOMCTB JIJIs1 AOCTyIA K MHPOPMALIMOHHOM CUCTEME, a TAKKE IIPHU MPEIOCTABICHUH
J0CTyna MOJB30BATENsIM K MHGOpMAaILMK, coaepxkamieics B WH(OOPMAIMOHHOM
CUCTEME, B LEJSAX BBIMOJIHEHUS! CBOUX CITY>KEOHBIX 00s13aHHOCTEN ((DyHKIIMIT) TOJKHA
ObITh peanu3oBaHa UACHTU(UKAIMS W ayTeHTHU(PUKAIMS TOJh30BaTelieldl B
COOTBETCTBHUH ¢ MepaMu 3amuThl nHGopmanmu MAD.1-UAD 4.

[Tpu ayTenTHUKaIIU MOIB30BaTENS HA MOOUIILHOM YCTPOMCTBE UCTIOIB3YETCS
npoctasi (maposibHasi) aytreHTU(uKkanus. [nuHa maposst AojKHA ObITh HE MeHee 6
CUMBOJIOB. MakCUMalibHOE KOJUYECTBO HEYCIIEIIHBIX MOMBITOK BBO/Ia HEMPABUIIBHOTO
naposisi 10 OJIOKUPOBKH YUETHOM 3aMUCH TOJIH30BaTEINs — 5, OJIOKMPOBKAa MOOUILHOTO
YCTpPOMCTBA WM YYETHOW 3alMCH TOJIb30BATEeNsl B  CiIy4yae JIOCTHXKEHHS
YCTaHOBJICHHOT'O MaKCUMaJIbHOT'O KOJINYECTBa HEYCIEIIHBIX MOMBITOK
ayreHTUUKauud Ha 15 MuHYT, cMeHa mapojeil He Oonee uyem uyepe3 30 nHEH.
3ampeniaeTcs MOBTOPHO HKCIOJIb30BaTh |2 MOCIEIHUX Mapojed I JocTyna K
MOOUIIBHOMY YCTPOHCTBY.

VYKka3zaHHble Mephl pPeaNu3yloTCs 3a CUeT NPUMEHEHUs B WH(GOPMAIMOHHOU
CUCTEME ONEpaIlMOHHBIX CUCTEM U (WJIM) CpEeACTBAaMU HUJCHTU(UKAIUU U
ayTeHTU(PUKALINY.

TpeGoBanusi kK JOKyMeHTHPOBaHMIO: He npebsaBistoTCs.
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TpedoBaHusi K yCUJICHUIO:

1) nuHa maposis A BXOJa MOJIb30BaTeNss B MOOMJIBHOE YCTPOMCTBO JIOJKHA
ObITh HEe MeHee 10 cuMBOJIOB.

Peasmmsauust B uHGOpMalLlMOHHOM cucTeMe:

Mepa 3ammThI Knacc 3amumennoctu
uHbOpMaIuu K3 K2 K1
3MV.1 + + +
Ycunenne 3MVY. 1 1 1

3MY.2 YupasJ/ieHHe J0CTYIIOM I10JIb30BaTe/ el K MOOMJIBHBIM YCTPOCTBAM

Henb: ckmoyeHne  HECAHKIIMOHMPOBAHHOTO  JIOCTYINA  IOJNB30BaTeled K
MOOWJIBHBIM YCTPOICTBaM.

TpeOoBanusi k peanmmsammu: J(0JKHBI 00€CIIEUMBATHCSI MEPBI 10 YIPABJICHUIO
JOCTYIIOM TIOJIb30BaTeNiell K MOOWJIBHBIM YCTPOWCTBAM B COOTBETCTBHHM C MEpaMH
3anmtel nHGopMarmu YII{.1 — VYIIJ.9, a takke No ynpaBieHUIO MpaBaMu JOCTyIa
MOJIb30BaTENE K MPWIOKEHHUAM, YCTAHOBJICHHbIM Ha MOOWJIBHBIX YCTPOMCTBAX, K
MH(POPMALIMH, COAEPKAIIENC B MOOMIIBHOM YCTPOWCTBE, U MHBIM OOBEKTaM JIOCTYTIA.

[Ipy npuMeHEeHHM TMOJIb30BATENSIMU MOOWJIBHBIX YCTPOMCTB ISl JIOCTYyIa
K MH(OPMALIMOHHOM CHCTEME, a TAKXKE MPH MPEAOCTaBICHUN JOCTYIIa OJIb30BaATENSIM
K MH(pOpMaIUK, coAepKalleiicss B MOOMIIbHBIX YCTPONCTBaX, JOJIKEH MPUMEHSATHCA
MPUHIUI HAUMEHBIIUX MPUBHUIIETUH.

VYkazaHHble Mepbl 3alIUThl UHPOPMALUK PEATU3YIOTCS MYyTeM NPUMEHEHUS
OMEpPAalMOHHBIX CUCTEM, W (MJIM) CPEACTB WACHTH(PUKALUUM U ayTeHTU(DUKALUUU, U
(w1K) cucTeM ynpaBlieHUs MOOWIbHBIMUA YCTPONUCTBAMH.

TpeOoBaHusi K JOKYMEeHTHPOBaHUIO: He npeabsaBisitoTcst.

TpeooBanus k ycuienuro: He npeabssisitorcs.

Peanmzanusi B uH(pOPMALIMOHHOM cUCTEMe:

Mepa 3ammThbl Knacc 3amumnieHnocTH
uH(popMaIuu K3 K2 K1
3MVY.2 + + +
Vcunenue 3MVY .2

3MY.3 O0ecnieueHue HeJOCTHOCTH

Hean: ObecnieueHre  1EJIOCTHOCTH  MPOTrPAMMHOM  Cpellbl  MOOMJIBHBIX
YCTPOWCTB.
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TpeboBanusi k peasm3anum: B uHpopmanvoHHol  cucreMe — JOJDKEH
OCYIIECTBIIATECS. KOHTPOJIb LEIOCTHOCTH CJEAYIOIIEr0 MPOrpaMMHOIO 0OECIEYEeHUsI
MOOWJIBHBIX YCTPOWCTB:

OIEpallOHHBIE CUCTEMBI;

IporpaMMHOE 0OecTiedeHHe CPEICTB 3alUThl HH(OPMaLIUH;

MPUKIIATHOE TPOrpaMMHOE obecrieueHne (MIPUI0KEHNU).

KoHTposb 11€10CTHOCTH NMPOrpaMMHOIO OOECIEYeHUs MOOMIIBHBIX YCTPOWUCTB
peayin3yeTcsi 3a CUeT NPUMEHEHHs OINEPALMOHHBIX CUCTEM, U (WIH) CHCTEM
yIpaBiI€HUs] MOOWIBHBIMU yCTPOWCTBaMH, W (WJIM) UHBIX CPEICTB 3alllUThI
uHbopmaIuu.

TpeOoBaHus K JOKYMEHTHPOBaHUIO: He npenbsaBistoTcst.

TpeOoBaHus K yCHIICHUIO:

1) nomxken oOecrneynBaTbcsl 3alpeT NPUMEHEHUs (QYHKIUN pa3paboTKu
Y OTJIAJIKU [TPOrpaMM Ha MOOWIIbHBIX ycTpoiicTBax. [Ipy He0OXoAuMOCTH TPUMEHEHNUS
byHKIU pa3pabOTKU U OTJIAJKU HPOrpaMM JOJKHO OOECHEeUMBATHCS BBIOJIHEHUE
IpoUeayp KOHTPOJIS LETOCTHOCTH MPOrpaMMHOr0 0OECHEeUeHHUs MOCie 3aBEpIICHUs
Ka)KI0ro Mpouecca GyHKIMOHUPOBAHUS CPEJICTB Pa3pabOTKU U OTJIAJKU IPOrpaMM;

2) noskHa o0ecrneunBaThCa OJIOKMPOBKA 3allycKa MPOrpaMMHOTO 00ecreueHMs
u (unu) OJOKMPOBKA MOOMJIBHOTO YCTPOWMCTBA B cCiiydae OOHapyKeHHsI (haKTOB
HapyILIEHUs LEJIOCTHOCTH;

3) momkHa 00ecreynBaThCs JOBEPEHHAS 3arpy3ka MOOMIIBHBIX OMEPalMOHHBIX
CUCTEM, Ha KOTOPBIX OCYIIECTBIsieTCa 00paboTka HHGOPMAIMU OTPAHHYCHHOTO
J0CTyMNa U (WIN) BBIOJIHEHNE 3HAYUMbIX (YHKIIHUHA.

Peanusanusi B TH(POPMALIMOHHOM cUCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmanuu K3 K2 K1
3MV.3 + + +
Vceunenne 3MVY.3 1 1,2

3MY .4 3amura 1aHHBIX

Hean: Ob6ecnieuenne  3alMThl  JAaHHBIX ~ MHGOPMALMOHHONM  CHUCTEMBI,
oOpabaTphiBaeMbIX Ha MOOWJBHBIX YCTPOMCTBAX U  TIEPENAaBACMBIX  MEXKIY
WH()OPMAITMOHHONW CUCTEMON U MOOUIILHBIMU YCTPOMCTBAMU.

TpeboBanusi k peanuzamuu: [IporpammHoe oOecrnieueHMe Ha MOOMIIBHBIX
YCTPONCTBAX, UCTIOIB3YEMOE TSl JOCTYTA K MH(POPMAIIMOHHOM cUCTEeMe, HE JOJIKHO
COXpaHSITh JJaHHBIE B 00IIEIOCTYITHBIE KaTaJIOrd MOOMJIBHOTO YCTPONCTRA.

[IporpammHoe oOecrieueHre MOOUJIBHBIX YCTPONCTB JOJDKHO COXPaHSTh
JaHHbIe WH(OPMAIIMOHHOM CHCTEMBI TOJBKO B HM30JUPOBAHHYIO 00JaCTh MaMSITH,
K KOTOPOM UMEET JOCTYI TOJBKO YKa3aHHOE MPOTPaMMHOE 00eCIieueHueE.
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Co3nanve pe3epBHBIX KONUM JaHHBIX HH()OPMAIMOHHOW CHUCTEMbI B
oOIIEOCTYTHBIX 00JIAYHBIX cepBUCax B ceTu «VHTepHET» ¢ MOMOIIBI0 MOOUIIBHBIX
YCTPOMCTB WJIM YCTAHOBJICHHOTO Ha HUX MPOrPAMMHOI0 00ecreueHus A0KHO OBITh
3a0JI0KHPOBAHO.

VYkazaHHble MEpHl 3aIUTHl MHPOPMAIUUA PEATU3YIOTCS MyTeM NPUMEHEHUS
OTIEPAIMOHHBIX CUCTEM U (WJIM) CUCTEM yIPaBIEHUS MOOUIIbLHBIMUA YCTPOIMCTBAMM.

OOMeH JaHHBIMH MEXIy HWH()OPMAIMOHHOW CHUCTEMOM W MOOMJIBHBIMU
YCTPOWCTBAMH  TOCPEACTBOM ceTH  «MHTEpHET» NOKEH  OCYLIECTBIISTHCS
C YYETOM peanu3anuu Mepsbl 3aiuTsl nHdopmaiuu 3KC.1.

TpeOoBaHusi K JOKyMEeHTHPOBaHUIO: He npeabsaBistoTcs..

TpeOoBaHus K YCHIICHUIO:

1) DOJI’KHO OCYIIECTBISATHCS yAICHUE HHPOPMAITUU Ha MOOMIJIBHOM YCTPOUCTBE
(cOpoc K 3aBOJACKMM HACTpOMKAaM) TIpU MPEBBIIIEHUH JOMYCTHMOTO 4YHUCia
HEYCHEIIHBIX TMOMBITOK pa30JOKUPOBKA MOOMIIBHOTO YCTpOMCTBa Oojiee 4eM B JiBa
pasa;

2) noibkHAa OBITh  HMCKJIIOYEHA BO3MOXKHOCTH COXpaHEHUs uHOOpMaIuu
U3 MPOrPaMMHOIO OOECIEYeHUs] Ha MOOMJIBHOM YCTPOWCTBE, HCIIOIB3YEeMOM IS
JocTyna K MHQOPMaMOHHOW CUCTEME, C TOMOILbIO CHUMKOB 9KpaHa;

3) ToJbKHA ~ TPOBOJAMTBCS  OYMCTKA TMaMsITH  MOOWJIBHOTO  YCTPOMCTBa
M TIepeyCTaHOBKa MPOrpaMMHOr0 OOecnedyeHus: Mpu MepeAaadye MOOMIBHOIrO
YCTPOMCTBA OT OJJHOTO MOJIb30BATEINSI IPYTOMY.

Peanusanus B uH(pOPMALIMOHHOM cUCTEeMe:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3MV .4 + + +
Ycunenne 3MY .4 1

3MY.5 AHTUBHpPYCHAsl 3a1IUTA

Heab: [IpotuBoaEHCTBUE BHEAPEHUID U PACHPOCTPAHCHUIO  BPEIOHOCHOIO
MIPOrPaAMMHOI0 0OecTieueHHs] Ha MOOMJIBHBIX YCTPOMCTBAX.

TpeGoBanusi k peanuzanum: J[oJokHa OOECTIeUMBATHCSI AHTHUBUPYCHAS 3alllUTa
MOOMIILHBIX YCTPOMCTB MH(OPMAIIMOHHOW CHCTEMBI B COOTBETCTBUM C MEPOM 3alUTHI
uHpopmarun AB3.1.

AHTHUBHUpYCHasi 3alUTa MOOWJIBHBIX YCTPOWCTB pealn3yercs IyTeM
IIPUMEHEHUS CPEACTB AaHTUBUPYCHOM 3aILUTHI.

TpedoBaHusi K JOKYyMEHTHUPOBAHMIO: He npeabsBisitoTCsl.

TpeodoBanusi k ycwiienuio: He npenbsaBisitores.

Peanusamust B uHGopMalMOHHOM cUcTEMe:
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Mepa 3amuTh Knacc 3ammmenHocti
uHopMaru K3 K2 K1
3MV.5 + + +
Ycunenne 3MVY.5

3MY.6 KoHTpOJIb NPWJIOKEHN I

Heab: OGecrieueHne yrpapaeHUs] yCTAHOBKOM, 3aITyCKOM U ()yHKIIMOHHPOBAHUEM
MIPOrpaMMHOT0 00ecTIieueHHsI MOOUIIBHOTO YCTPOMCTBA (MPUIIOKEHUSIMHU ).

TpeGoBanus k peanuzanun: [1o oTHOIIEHHIO K MOOMIIBHOMY YCTPOWCTBY AOJIKHBI
OCYILECTBIISTHCS:

KOHTPOJIb ~ YCTAHOBKM, 3allyCKa, (YHKIHUOHUPOBAHHUA U  OOHOBIJICHUS
MIPUJIOKEHUM;

3allpeT Ha YCTAHOBKY M 3allyCK HEpAa3pelICHHBIX K MCIOJb30BAHUIO
MIPUIIOKECHUM;

3allyCK M (PYHKUMOHUPOBAHHUE TMPUIOKEHUH C MUHUMAIBHBIMU IIpaBaMH,
HEO0OXOAMMBIMHU ISl pa0OTHI MTPUIIOKEHUS.

JlomwkHO  oOecrneunBaThCsl  YOpPaBICHUE MpaBaMyd  JOCTyHa  [PHUIIOKEHUH,
YCTAHOBJICHHBIX HA MOOWJIBHBIX YCTPOMCTBaX, K MHTEp(dericaMm MOOMIIBHOTO YCTPOICTBA U
pecypcaM MOOWJILHOW OINEpaIlMOHHON CHUCTEMbl (HAampuMep, OMEPATUBHOW IaMsITH,
noctyiy k cetd « IHTepHeT», K IpyTriuM IPUIIOKEHUSIM).

JlomkeH OBITH peanu30BaH 3alpeT HUCHOJIb30BaHUS (YHKUUNA yIaJe€HHOTO
YIPaBJIEHUS MOOMJIBHBIM YCTPOWCTBOM CTOPOHHUMH MPUIIOKEHUSIMU, HE BXOASIIUMHU
B COCTaB U HE SBJSIOIIUMHUCS CPEICTBAMHU 3aIUTHl HH(OPMALIIH.

VYKka3zaHHble Mepbl 3alIMThl UHQOpPMALMK PEANU3YIOTCA 3a CUET MPUMEHEHUS
OTIEPAIIMOHHBIX CUCTEM U (WJIM) CUCTEM YNPABICHUSI MOOMJIBHBIMU YCTPONCTBaMH.

TpeOoBaHusi K TOKYMEHTHPOBAHUIO: B SKCIUTyaTallMOHHOM JOKYMEHTAlMM Ha
MH(QOPMAIIMOHHYIO CHUCTEMY JIOJDKHBI OBITh OINpPENENIeHbl COCTaB IPOrPaMMHOTO
o0ecrieueHus, MOAJIEKAIIETO YCTAHOBKE HA MOOMIIBHBIX YCTPOMCTBAX (MPUIIOKEHHUIA).

TpeOoBaHusI K yCHIICHUIO:

1) IOJDKHO ~ OCYIIECTBIIATBCS  LIEHTPAIM30BAHHOE  YIIPABJICHUE IApaMETpaMu
HACTPOMKM M TMpaBaMy MPUIOKEHWH, BKIIIOYAs MPOrpaMMHbIE KOMIIOHEHTBHI CPEJICTB
3aIMTHl KHPOPMAIIUH, YCTAHOBJICHHBIX HA MOOMIBHOM YCTPOICTBE;

2) Uil ydera WCHOJIb3yeMbIX MOOWIIBHBIX YCTPOWCTB JOJDKHBI MPHUMEHSTHCS
ABTOMAaTU3MPOBAHHBIE CPEACTBA NHBEHTAPU3ALIMU.

Peanuzanusi B MHPOPMALIMOHHOM cUCTEeMe:

Mepa 3amuTh Knacc 3ammmenHocTr
uHpopMaru K3 K2 K1
3MV.6 + + +
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VYcunenune 3MVY.6

3MY.7 OrpannyeHue ¥ KOHTPOJIb (PYyHKIIMOHAJIBHOCTH

Hesb: OrpannyeHre BO3MOYKHOCTEW HApyIIUTENsl IO MOJYYEHHIO JIOCTyIa
K MOOWJIBHBIM YCTPOWCTBAaM Uepe3 UX UHTEPPENCHI.

TpebdoBanus k peanusanuu: [Ipu orpaHnyeHNN U KOHTPOJIE (PYHKIIMOHATBHOCTH
B MOOMJIBHOM YCTPOWCTBE JIOJKHBI OBITh:

onpesesieHbl  OECNpOBOJHBIE KaHAIbl IE€pelayd  JIaHHBIX, JOIyCTHUMbIE
K MCIIOJIb30BAHUIO HA MOOMJIBHBIX YCTPOMCTBAX;

onpejeneHsl MHTep@eicsl BBOJA-BBIBOAA, JOIYCTUMBIE K HCIOJIb30BAHHUIO
Ha MOOMJIBHBIX YCTPOWCTBAX;

pea30BaH 3ampeT Ha MCMOJIb30BaHUE OECHpPOBOAHBIX KAHAJIOB MEperadyu
JaHHBIX W UHTep(delcoB BBOAA-BBIBOJIA, HEJONYCTUMBIX K HCIOJb30BAaHUIO
Ha MOOMJIBHBIX YCTPOMCTBAX.

VYka3aHHble Mepbl 3alUThl HHOOPMALIMK PEATU3YIOTCS 3a CUET NMPUMEHEHMS
OMEPaMOHHBIX CUCTEM U (WJIM) CUCTEM YNPABICHUS MOOMIBHBIMHA YCTPONCTBAMH.

TpeOoBaHusi K JOKYMEHTHPOBaHUIO: He nmpenbsaBistoTest.

TpeOdoBaHus K yCHIICHUIO:

1) nomkHa OBITH pealv30BaHa B3aWMHAs AyTCHTH(UKAIMS MOOWIBHBIX
YCTPOMCTB M TOUYEK OECHpPOBOAHOIO JOCTYIA, MCHOJB3YEMBIX ISl MOJIKIIOYCHHS
M0JIb30BaTEIe MOOMIIBHBIX YCTPOUCTB K MH(OPMALIMOHHBIM CUCTEMAM;

2) NOMKHBI OBITH ammapaTHO OTKIIIOUYEHBI (3a0JOKMPOBAHBI) HEHCIOIb3yEeMbIe
nHTEeperchl MOOMIIBHBIX YCTPONCTB.

Peasmmsauust B uHGoOpMalinoHHOH cucreme:

Mepa 3ammThI Knacc 3amuiennoctu
uHbopMaIuu K3 K2 K1
3MV.7 + + +
Ycunenue 3MYVY.7

3MY.8 Onpenesienne 1 KOHTPOJIb reONO3UIIUU

Hean: OGecrieueHne TMOMYYCHUSI, PETUCTpAlMA W KOHTPOJIA  (DAaKTUIECKOTO
MECTOIOJI0KEHHS MOOWIIBHBIX YCTPOMCTB, HOAKIIOUEHHBIX K HH(POPMAIIMOHHOM CHCTEME.

TpeGoBanus k peanuzanun: J[omkHa 00eceunBaTHCS perucTpays HHGopMalu
0 MECTOMNOJOKEHUN MOOWJIBHOTO YCTPOWCTBA, ¢ KOTOPOTO OCYHIIECTBIISIETCS JTOCTYI K
MH(pOPMALIMOHHOH CHCTEME.

JIOJKHBI perucTpupoBaThes (PaKThl HEBO3MOXKHOCTHU OIPEAEIECHUS T€0NO3UIINN
MOOUJIBHOTO YCTpOMCTBa (Hampumep, BCJIEICTBUE HEAOCTYIMHOCTH CHUTHAJIOB
CIYTHUKOB, CHUTHAJIOB COTOBBIX BBIIIEK WM APYTUX OECIPOBOJHBIX TOYEK, IO
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uH(GOPMAIIMU O KOTOPBIX JIETTAETCSl BEIBOJ O T€OMO3ULIUA MOOMIIBHOTO YCTPONCTBRA).

TpedoBanus k JOKyMeHTHPOBaHMIO: He npenbsaBistoTCs.

TpedoBaHusi K yCUJICHUIO:

1) 1OKHO OBITH PEATM30BAHO OTPAHUYCHUE JOCTYTA K MHPOPMAITMOHHON CHCTEME
B 3aBUCUMOCTH OT I'€OIO3UIIMH MOOMJIBHOTO YCTPOMCTBA,;

2) WA ONpPEACIICHUSI TE€OMO3UIMM IO CHUTHAJIAM COTOBBIX BBIINIEK WM JIPYTHX
0eCnpOBOAHBIX TOYEK JOJDKHBI MCIIONB30BATHCS CEPBEPBI, KOTOPHIE PACIONOXKEHBI Ha
tepputopun Poccurickont denepanuu.

Peanusanust B uHGoOpMaIlMOHHOM cUCTEME:

Mepa 3ammuThI Knacc 3amuimennoctu
uH(popmManuu K3 K2 K1
3MV.8
Yceunenne 3MY.8

3MY.9 Perucrpanusi, aHaJIu3 U pearipoBaHue HA COObITHS 0€30MaCHOCTH

Heasn: OnpeneneHre cocraBa U coaepkaHusi HHGOPMAIMM O  COOBITHSIX
0€30MaCHOCTH, MOAJIEKAIUX PETUCTPALMU B MOOUIIBHBIX YCTPONCTBAX.

TpedoBanus k peajqu3zanun: /[omwkHa obecrieUMBaThCS PETUCTPAIUS COOBITHI
0€30MMacHOCTH B ONEPALlMOHHON CHCTEME MOOUIILHOTO YCTPOWCTBA B COOTBETCTBUU C
mepamu 3amuthl uHpopmanuu PChb.1 — PCB.5.

JloJKeH BBIMONHATHCS aHAN3 3apErUCTPUPOBAHHBIX COOBITHII 0€30MacHOCTH,
[0 pe3yJbTaTaM aHaJN3a JOJDKHO OCYILIECTBIIITHCA PEAarupOBAaHUE HA BBIABICHHBIE
KOMIIBIOTEPHBIC UHITUACHTHI.

TpedoBanus k JokyMeHTHpPOBaHUIO: He npenpsaBistores.

TpedoBaHus K yCHIIEHHIO:

1) pearnpoBanrie Ha BBIBICHHBIE NPU3HAKA KOMIBIOTEPHBIX HHIIUAECHTOB
JOJDKHO BKJIIOYATh OTIPABKY YBEAOMJICHMM aJIMUHUCTpaTopy O€30MacHOCTH
MH()OPMAITMOHHOW CUCTEMBI;

2) noJKHBI OOecneurBaThCs OJOKUPOBaHUE U (MIIM) M30JALUS MOOMIBHOTO
YCTPOMCTBA, HA KOTOPOM BBISIBIICHBI KOMIIBIOTEPHBIE HHITUACHTHI.

Peanuzanus B uHGOPMALIMOHHOM CHCTEME:

Mepa 3amuTsl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3MVY.9 + + +
Ycunenue 3MVY.9 1 1

4.11. 3ammuTa TexHOJIOTH «MHTEepHeTa Bewnei» (3UB)
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3UB.1 Unentudguxanus U ayTeHTHPUKATMS

Heas: Uckmouenne noctymna K THPOPMAITMOHHON CUCTEME YCTPOMCTB «MHTEPHETA
BEILICi», HE MPOIIEIINX MPOLEAYPY UACHTU(DHUKALINHT U ayTCHTU(PHKALIUH.

TpeboBanus k peasuzanum: /{ookHa obOecnieunBaThCs HUACHTH(GUKAIISA
YCTPOMCTB  «HMHTEPHETA  BEIICH» B  COOTBETCTBMA C  MEPOW  3AIUTHI
uHdopmarum NAD.2.

Unentudukaius ycTpoHUCTB «UHTEpHETA BEIICH» J0JDKHA 00ecleurnBaThCs
0 JIOTUYECKUM HMMEHaM (UMl YCTPOMCTBA U (WJIM) MACHTHU(HUKATOP), JTOTHUECKUM
anpecam (Hampumep, [P-agpecam) m (unm) mo ¢usznyeckuM aapecaMm (Harpumep,
MAC-agpecaM) Wik MO0 KOMOWHAIIMM MMEHH, JIOTMYECKOro U (W) (puanueckoro
aJpeCcoOB YCTPOMCTB «MHTEPHETA BEILIECH.

AyteHTu(uUKaus yCTPONUCTB «WMHTEpPHETa BEUIEH» [IOJDKHA 00eCredYrBaThCs
C MCTI0JIb30BaHUEM IIPOTOKOJIOB ayTEHTU(UKALIUY.

He nomyckaercs oOCyIIECTBIATh AyTEHTHU(HUKALUIO YCTPOWCTB «HMHTEPHETA
BELIEH» C UCIIOIB30BAHNUEM I1apOJIEH, YCTAHOBIIEHHBIX 110 YMOIYAHHUIO.

TpeGoBanus K JIOKyMEHTHPOBaHUIO: He npenbaBISIIOTCS.

TpeOoBaHus K yCHIICHHIO:

1) nomxHa ObITh OOEcrieueHa UACHTU(UKAIUS YCTPOMCTB «MHTEPHETA BEIICH
Ha OCHOBE MMPUBATHBIX UICHTU(PHUKATOPOB (IICEBAOHUMOB), HE OTPAKAIOIIUX PEaTbHbIC
HAaMMEHOBAaHUS U Ha3HAYEHHE YCTPOWUCTB;

2) ayTeHTU(UKAIUS YCTPONUCTB «MHTEPHETA BEUICi» JOHKHA OCYLIECTBIATHCA
C MCTIOJIb30BaHUEM CEpTUPHUKATOB OE30MaCHOCTH;

3) nomkHa  obecrnieunMBaThCs ~ B3aUMHas — ayTeHTU(UKalMs  YCTpOHCTBa
«MHTEpHETa BELIEH» U JPYroro B3aMMOJCHCTBYIOIIErO YCTpPOMCTBa A0 Hayaia
MX UHPOPMALIMOHHOTO B3aUMOJIEUCTBUS;

4) nomxHa 00ecreynBaTbcs ayTeHTUPUKALIUS YCTPOUCTB «MHTEPHETA BELICH»
M0 YHUKAJIbHBIM BCTPOCHHBIM CPEJCTBAM ayTEHTU(UKALINH.

Peaquszauusi B uHGOPMALIMOHHOM CUCTEMeE:

Mepa 3amursl Knacc 3amumennoctu
uHbopmauu K3 K2 K1
3UB.1 + + +
Ycunenue 3MB.1

3UB.2 YnpasieHue 10CTYyIIOM

Heab: MckimoueHrne HECAaHKITMOHUPOBAHHOTO JIOCTYNA K YCTPOHCTBAM «MHTEPHETA
BEIIIEI.
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TpeOooBanuss Kk peanusanum: [Ipy peanuzanuu yrnpablIeHUS JTOCTYIIOM
K YCTPOMCTBAM «MHTEPHETA BEIICH JOJKHBI ObITh YCTAHOBJICHBDI:

METOAbl YIpPaBJICHUS JOCTYIIOM K YCTPOMCTBAM «UHTEpPHETa BEIIECH»
(Hampumep, METOJI POJIEBOIO YIPABICHHS TOCTYIIOM, METOJ YIPABJICHUS JTOCTYIIOM,
OCHOBAaHHBI Ha aTpuOyTax YCTPOWCTB «HHTEPHETA BEUIEH», METOJ YIpPaBICHUS
JOCTYIIOM, OCHOBAHHBI Ha CHUCKAX YIpPAaBJIEHUS AOCTYIIOM) B COOTBETCTBUHU C
Mepamu 3auThl nHpopmaruu YIIIA.1 — YII/1.9;

BUJIBl YCTPOMCTB «UHTEpPHETA BEILICW», pa3pEIICHHbIE I TPUMEHEHHS
B UH(OPMAIMOHHON CUCTEME;

BUJBI 10CTyIa (OECIpOBOIHOM, MPOBOJHON (KOMMYTHPYEMBI) U MHBIE BU[BI
J0CTyNa), pa3pelieHHble I J0CTyna K OO0BbEeKTaM JocTyna HH(QOpMaluOHHOU
CUCTEMBI C UCIIOJIB30BaHUEM YCTPOMCTB «MHTEPHETA BEIICY;

IIPOTOKOJIBI B3aUMOJECUCTBHSI YCTPOWCTB «HWHTEPHETA BEIICH», pa3pelICHHBIE
JUI IPUMEHEHUS B HH()OPMAaLIMOHHON CUCTEME.

[Ipu npenocTaBiaeHUU AOCTyHa K yCTPOMCTBAM «UHTEPHETA BEIIEH» JOJDKEH
IIPUMEHSATHCS MPUHLUIT HAUMEHBIINX PUBWIECTUH.

TpeGoBanus K JIOKyMEHTHPOBaHUIO: He npenbaBIsIIOTCS.

TpedoBaHus K yCHIICHHIO:

1) no;kHO — 00ecreynBaThCsl LEHTPAIM30BAHHOE — YIPABJIEHUE JOCTYIIOM
YCTPOMCTB «MHTEPHETA BEILICI;

2) NOMKHBI 00ECNeurnBaTLCI MOHMTOPUHT W KOHTPOJb JOCTyHa YCTPOUCTB
«MHTEpPHETAa BEUIE» Ha MPEIMET BBISBICHUS YCTaHOBIEHUS HECAHKIIMOHUPOBAHHBIX
COCIMHEHUI YCTPOUCTB «MHTEPHETA BEIIEi» ¢ MHGOPMAIIMOHHON CUCTEMOM;

3) no;keH ObITh  peaju30BaH KOHTPOJb 332 HECAaHKUMOHUPOBAHHBIMU
M3MEHEHHSIMHU HACTPOEK YCTPOMCTB «MHTEPHETA BELIEH»;

4) To;KHO O0ecneYnBaThCA ONPEEICHUE MECTOHAXOXKIEHUS YCTPOMCTB
«MHTEPHETA BEIIC»;

5) noykHO oOecrieynBaThes OJOKMPOBAHUE AOCTYNA C HECAHKIIMOHUPOBAHHOTO
YCTPONCTBA «MHTEPHETA BEIIC» B MH(DOPMAITMOHHYIO CHCTEMY;

6) JOJIKHBI UCTIOJIB30BATHCS PUIIBTPHI COOOIIEHUH (KOMaHT), 00ECTICUNBAIOIITNE
nepegayy OT yCTPOWCTB «MHTEPHETA BELEH» (JIaTYMKOB), a TaKKe K YCTpONCTBam
«MHTEpHETa BelleW» (UCHOJHUTENbHBIM MEXaHU3MaM M JaTdyhKaM) TOJBKO
pa3penieHHbIX COOOMIEHUI (KOMaH);

7) nomxHa ObITh oOecrmedeHa O€30MacHOCTh TepeaaBaeMbIX JIaHHBIX B
BBIYMCIIMTEIIbHON CETU «MHTEpPHETa BEIIEH» C MCIIOJIb30BAHUEM, B COOTBETCTBUH C
3aK0HOJIaTeILCTBOM Poccuiickoit deneparuu, Kpuntorpahuueckiux METOI0B 3aIUTHI
uHpOopMaIuy;

8) moskeH ObITh 00ECIEUEH 3alpeT MPUMEHEHUs1 OECIIPOBOAHBIX KAHATIOB CBSI3U
U1 Tiepeiayr UH(POpMalUuK yCTPOMCTBOM «MHTEPHETA BELICH»;
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9) ycTpoiicTBa «HMHTEpHETa BEILIECH» M BBIUUCIUTEIBHOW CETU YCTPOWCTB
«UHTEpHETAa BEUIEi» B 11€JI0M, UCII0JIb3yeMbI€ B MH()OPMALIMOHHBIX CUCTEMAX B LENSIX
BBINOJIHEHHUST UMM CBOMX (DYHKUHMMH, JOJDKHBI OBITH HM30JMPOBAHBI OT CETEHl CBS3M,
MpeAHA3HAYEHHBIX I JOCTyna K ceTh «HTepHeT» U (M) HHOM 0OIIEeA0CTyIHOM
CETH CBS3H.

Peanu3anusi B MHpOPMAILMOHHOM CHCTEME:

Mepa 3amuTh Knacc 3ammmenHocTi
uHopMaru K3 K2 K1
31B.2 + + +
Ycunenue 3UB.2

3UB.3 3amuTa 1aHHLIX

Hean: [IpenorBpaiieHue yredek, HECAaHKIMOHUPOBAHHOIO W3MEHEHHS WU
OrpaHUYEHHUS IOCTYTIA K TAHHBIM YCTPOMCTB «MHTEPHETA BELICH».

TpeooBanus k peaausanuu: [Ipy peanuzanuu Mep NO 3alIUTE JAHHBIX
YCTPOMCTB «MHTEPHETA BEIICH» TOKHBI 00ECIIeUnBaThCS:

VHBEHTapU3anus YCTPOWCTB «MHTEpHETa BEILIE»
C LENbI0 BBIABICHUSA HEHUCHOJB3YEMBIX YCTPOMCTB, a TakXKe YCTPOWCTB,
HE IIPETYCMOTPEHHBIX K UCIIOJIb30BaHUIO;

BO3MO>KHOCTb TIOJKJIFOUEHHSI TOJBKO K PAa3pEIICHHBIM YCTPOWCTBAM «UHTEPHETA
BEIIE JJIS BBITIOJIHEHUS YCTAaHOBJICHHBIX (DYHKIIMA;

orpaHnyeHre gopmara JaHHBIX (KOMaH[), BBOJAMMBIX B YCTPOMCTBA «MHTEPHETA
BEIIICH,;

OTKJIIOYEHHE B YCTPOWCTBAX «HMHTEPHETA BEIICH» HEUCIOJIb3YEMBIX CPEJICTB
(TPOTOKOJIOB) TOAKIIOUEHHS (KOMMYHHMKALMM) MEXIy YCTPOWCTBaMHM «HMHTEpHETA
BELLEH» B BBIYUCIIMTEIIBHON CETH YCTPOWCTB «MHTEPHETA BEILICH»;

BBIJICJICHUE CETEH YCTPOMCTB «HUHTEPHETA BEIIECH» B OTIEIBHBIE CETMEHTHI
MH()OPMAITMOHHOW CUCTEMBI;

3allldTa JaHHBIX YCTPOMCTB «HMHTEpHETa BEUICH» OT PACKPBITHS, MOAUDUKALIH
Y HaBsI3bIBaHUS (BBOAA JIOXKHOM MH(OpMAIMM) MPU UX Mepelradye Mo KaHajdaM CBS3H,
MMEIOIIIMM BBIXO]I 32 MPEJIEITbl KOHTPOJIMPYEMOM 30HBbI;

OTKJIFOUEHUE HEUCIIOJIb3YeMbIX (YHKIIMOHAJIBHBIX BO3MOXKHOCTEH YCTPONCTB
«MHTEpPHETA BEIIEH».

TpeboBanus k fokymMeHTHpPOBaHuI0: He npenbsasistores.

TpeGoBanus K yCHICHUIO:

1) nomkHO o0OecreynBaTbCsl HCKIIOYEHHE BO3MOXKHOCTH BBOJAA JIaHHBIX
(koMaH) B YCTpPOHCTBA «UHTEpHETa BELICH» MOCPEICTBOM  pealu3aluu
OTPaHUYUTENIbHBIX UHTEP(DENCOB O BBOAY MH(OpMALIUY;
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2) nokeH oOecneyrBaThCA aHalM3 ceTeBoro Tpaduka ceTed YCTpOMCTB
«MHTEpHETa BEIEH» C IIeJIbI0 BBISBICHUS MPU3HAKOB pPEATU3aAlMN KOMIIBIOTEPHBIX

aTax.
Peanu3anusi B MHpOPMAILIMOHHOM CHCTEMe:
Mepa 3ammuThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
31B.3 + + +
Ycunenune 3UB.3 1 1

31B.4 KoHTPOJIb LEJIOCTHOCTH

Heab: ObecnieueHue EITOCTHOCTH YCTPONCTB «MHTEPHETA BELICH».

TpeGoBanus k peanusanuu: [Ipu peanmsanuu Mep 110 KOHTPOJIIO UETOCTHOCTH
YCTPOMCTB «MHTEpPHETA BEILIEH» T0JKEH 00ECIIeUnBaThCA KOHTPOJIb:

LIEJIOCTHOCTY alllapaTHOW YacTH KOMIIOHEHTOB YCTPOMCTB «WUHTEpPHETA
BEILEH», a TaKKe BBISIBJIEHUS (PaKTOB HECAHKLIMOHUPOBAHHOTO J100aBJIEHUS HOBBIX
YCTPOMCTB «MHTEPHETA BEILIEH»;

COCTaBa MPOrPAMMHOIr0 00eCIeYEHUs YCTPOUCTB «MHTEPHETA BEILEH», a TAKKE
BBISIBJICHUS! (DAaKTOB HECAHKIMOHUPOBAHHOTO J00ABJIEHUS HOBOTO IPOrPaMMHOIO
oOecrieueHust ycTpoicTB «HTEepHETA BEMICiiy;

LEJIOCTHOCTH OOHOBIIEHUH TPOrpaMMHOTO 00ECIIEUeHHsI BBIUNCIUTEILHON CeTH
YCTPOMCTB «MHTEPHETA BELLIECH»;

LEJI0CTHOCTHU (DaiJIOB, COAEpPKAUIUX MApaMeTPbl HACTPOUKHU (KOH(DUTypaLIHIO)
MPOTPAMMHOI0 00ECIIEUeHUSI YCTPOMCTB «MHTEPHETA BEILICH.

JIoJKeH BBINOJIHATHCS aHAIN3 YSI3BUMOCTEN MPOLIMBOK YCTPOMCTB «MHTEPHETA
Belel». B ciydae BBISIBICHHS YSI3BUMOCTEH JIOJDKHO BBITIOJIHITHCS OOHOBJICHHE
BEpPCHIl MPOIIMBOK YCTPONUCTB «MHTEPHETA BEUIE» HAa BepCcHH (IIPU UX HAJIUYHH), HE
COZIEpIKallle U3BECTHBIE YA3BUMOCTH.

TpedoBanus k fokyMeHTHpPOBaHuIO: He npenpsaBistorcs.

TpedoBaHus K yCHICHUIO:

1) nomkeH OCYIECTBIATBCA KOHTPOJIb LEIOCTHOCTA MUKPOIPOTPAMMHOTO
oOecrieueHus: yCTPOWCTB «HUHTEpPHETa BeleH» NyTeM BepuduKanuu cepTudukara
06e30macHOCTH U (MJIH) KOHTPOJIBHBIX CYMM;

2) NOJKEH OCYIIECTBISATHCS €XKEHEACNbHBIA WM C MEHBIIIECH MEPUOJUYHOCTHIO,
yCTaHABIMBaeMOW B WH(POPMAIMOHHOW  CHCTEME,  KOHTPOJIb  OTCYTCTBUS
HECAaHKIIMOHUPOBAHHBIX U3MEHEHUM B MapaMeTpax HACTPOWKH YCTPOMCTB «UHTEPHETA
BEIICH;

3) NOHKHBI 00ecreurnBaThCs BBISIBJICHHE M OJIOKMPOBKA 3allycka MpOrpaMMHOIO
o0ecrieueHus yCTPONCTB «MHTEPHETA BELIEH», IIEIOCTHOCTh KOTOPOTO HApYIIECHA.

Peanu3anusi B MHPOPMAIMOHHOM CHCTEMe:



133

Mepa 3amuTh Knacc 3ammmenHocti
uHopMaru K3 K2 K1
31B.4 + + +
Ycunenne 3UB.4

3UB.S Perncrpanusi, aHAJIN3 U pearipoBaHue HA COObITUS 0€30IIACHOCTH

Heab: Onpenenenre cocraBa U coAepkaHuss HMHGOPMAIMM O  COOBITHSX
0€30MacHOCTH, MOIEKALIUX PETUCTPALIMH B YCTPOICTBAX «MHTEPHETA BEILECI.

TpeGoBanus k peanuzanum: J[omkHa 00eceunBaTHCS pErucTpanus COOBITUI
0€30MacCHOCTH B YCTPONCTBAX «MHTEPHETA BELIEI» B COOTBETCTBUU C MEPAMHU 3ALLIUTHI
undopmaruu PCh.1 — PCB.5.

JIoJKeH BBINOJHATHCA aHANU3 3apPETUCTPUPOBAHHBIX COOBITUH 0€30MacHOCTH,
[I0 pe3yjbTaTaM aHaJlIW3a JOJDKHO OCYILIECTBIATHCS PEAarMpOBAaHUE HA BBISBICHHBIC
KOMITbIOTEPHBIE UHIUCHTHI.

TpeOoBanus k JokyMeHTHPOBaHUIO: He npenpsaBistorcs.

TpeOoBaHus K yCHIICHHIO:

1) pearpoBaHi€ Ha BBISBICHHBIE NPU3HAKKM KOMIBIOTEPHBIX WHIIUJIEHTOB
JOJDKHO BKJIIOYATh OTIPABKY YBEAOMJICHHM aJIMUHUCTpaTopy Oe30MmacHOCTH
UH()OPMAITMOHHOW CUCTEMBI;

2) MOJDKHBI  00ecTieunBaThCsl OJOKMPOBAHWE W (WUJM) W3OJSIUS yCTPOMCTB
«MHTEpPHETA BEIEH», HA KOTOPBIX BBISIBJICHBI KOMIIbIOTEPHBIE MHLIUEHTHI.

Peanuzanusi B uHGOpMALIMOHHOM CHCTEME:

Mepa 3ammThI Knacc 3amuiennoctu
uHbopMaIuu K3 K2 K1
31B.5 + + +
Ycunenue 3UB.5 1 1

4.12 3ammuTa Touek 6ecnipoBoaHoro gocryna (3b/1)
3b/1.1 Unentudukanus u ayreHTU(PUKANUA

Hean: Hckmovyenne 10cTynma 0ObEKTOB B CYOBEKTOB OECIIPOBOIHOTO JIOCTYIA K
MH(GOPMAITMOHHOM  CHUCTeMe, He TMPOIIeANMX Npoleaypy HIeHTUPUKAIMU U
ayTeHTU(HUKALIUH.

Tpe6oBanus k peanuzaumu: [{oKHBI 00ECTIEUNBATHCS:

uAeHTUGUKANIS U ayTeHTU(OUKAIUS TOTb30BATENCH, 3aMpanIuBarOIIIX TOCTYI K
OeCIpOBOZHOM  JIOKAIBHOW BBIYMCIWTENBHOW CETH (BHYTPEHHHX IIOJIb30BATENCH,
MIPUBWJIETUPOBAHHBIX TMOJIb30BATEICH, aJIMUHUCTPATOPOB), B COOTBETCTBHHU C MEpPaMU
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3anuThl nHPopmanuu MAD.1, UAD.3;

UICHTU(PUKALIUS YCTPONCTB, 3allPAlIMBAIOIIMX IOCTYTI K OECIIPOBOTHOM JIOKAIBHOM
BBIYMCIIUTEIBHOM CETH, B COOTBETCTBUU C Mepoi 3aiuThl uHpopmarmu MAD.2;

uneHTUHUKALUS TOYeK OECIpOBOJHOTO JIOCTyMa OECHpOBOAHON JIOKAJBHOM
BBIYHCIIUTEIIBHOM CETH.

WNnentuduxanuss Touek OECHpOBOAHOTO [OCTyHa IODKHA OOECTeunBaThCA
0 JIOTUYECKUM UMEHaM (HampuMmep, CUMBOJIbBHOMY Ha3BaHUIO OECIPOBOHON TOUYKHU
noctyma SSID), norumdyeckum aapecaM (Hampumep, IP-agpecam) u (unu) 1o
¢usnueckuM anpecam (Hampumep, MAC-aapecaM) WM MO KOMOMHAIMU HMMEHH,
JIOTUYECKOTO U (WH) (GU3UIECKOTO aAPECOB TOUKU OECIIPOBOJIHOIO JTOCTYIIA.

Nnentudukaius ycTpOMCTB MpU MOJKIIOYEHUHM K TOUKaM OECIpOBOAHOTO
noctyna B M”HGOPMAaIMOHHOM CUCTEME 00eCIIeYnBaeTCs MO JIOTUYECKUM UMEHAM (MM
ycTporicta u (wnm) ID), mornueckum anpecam (Hanpumep, [P-agpecam) u (mnm) no
(bU3UIECKUM aapecam (Hanpumep, MAC-anpecam) YCTpOMCTBa
WJIU 110 KOMOMHAIIMKY UMEHH, JIOTUYECKOT0 U (UJTn) (PU3NYECKOTo aipecoB YCTPOUCTBA.

He pnomyckaercs OCyIIECTBISATh ayTEHTU(UKALMIO TOYEK OECIpPOBOIHOIO
JOCTYTIa C UCIIOJIb30BAHUEM TAPOJIEH, YCTAHOBJICHHBIX IO YMOJTYaHUIO.

VYkazaHHble Mepbl 3alIUThl MH()OpPMALUU PEANU3YIOTCSA 3a CUET NMPUMEHEHUS
B HMH(QOPMALMOHHOM CHUCTEME CpPEICTB HWJCHTU(DHUKAIMKM U ayTEeHTU(UKALINH,
peanu30BaHHbIX W (WJIM) NPUMEHSEMBIX B TOYKaX OECIPOBOJHOIO JOCTYIa, WHOM
o0opynoBaHuM OECHpPOBOHOM JIOKATHLHOW BBIUMCIUTEIBHOM CETH, YCTPOMCTBax
[I0JIb30BATEIIEH.

TpeboBanus Kk JOKYyMeHTHPOBaHNIO: He npeabsBisitoTcs..

TpeboBaHus K yCHIICHUIO:

1) noykHO obecnieunBaThes COKphITHE UMeHHU ceTH (SSID) B criucke JOCTYIHBIX
ceTel;

2) s yOpaBJICHHs] YYETHBIMU 3alUCSIMH M YYCTHBIMU JTaHHBIMHA CYOBEKTOB
OEeCIpOBOIHOTO JOCTYTA B OECITPOBOAHOM JTOKATLHON BRIUUCIUTEIIBHOM CETH TOJIKHBI
HCIIOJIH30BATHCSI CUCTEMBI (CPEJICTBA) YIIPABICHUS YUCTHBIMU 3aMMHUCSIMU;

3) CMMBOJILHOE Ha3BaHWE OECHPOBOAHONW TOYKU JIOCTYIA, CIyXKaiee s
UIECHTU(DUKAIIMN €€ TOJb30BaTeIIMH M YCTPOWCTBAMH TIOJB30BaTENIel, TOUYKOU
J0CTyINa HE JOJDKHO TPAHCIMPOBATHCA IIMPOKOBEIIATEIBHO M, COOTBETCTBEHHO, HE
JOJDKHO OTpa)kaTbCsl B CIMCKE BHUAUMBIX TOYEK JIOCTyla Ha YCTPOMCTBAx
MOJIb30BATENEH U UHBIX CYOBEKTOB AOCTYIA;

4) ayTeHTU(UKALIAST YCTPOUCTB MPH MOJKIIOYEHUU K TOYKaM OecrpoBOIHOTO
gocTtyna B UWHGOPMAIMOHHOM cHUCTeME OO0ECHeurnBaeTCs C HCIOJIb30BAaHUEM
MIPOTOKOJIOB ayTEHTU(UKAITUH.

Peanu3anusi B MHPpOPMAIMOHHOM CHCTEMe:

Mepa 3amuTh Knacc 3ammmenHoctr
uHpopMaru K3 K2 K1
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3b/1.1 + + +
VYcunenue 3b6/1.1 1

3b/1.2 YupasJiieHue 10CTyIIOM

Heanb: Mckmoyenne HECAHKIIMOHUPOBAHHOTO JOCTYMA K TOYKaM OeCIpOBOIHOTO
JOCTYTIA.

TpeGoBanus k peanuzaumuu: J[0KHBI 00€CTIEUUBATHCS MEPHI IO YIIPABJICHUIO
JOCTYTOM CyOBEKTOB K TOUKaM OECIPOBOTHOTO JOCTYTA B MHGOPMAITMOHHON CHCTEME
B COOTBETCTBUU C MepamMu 3aIIUTHI uH(popmaun
VIII.1 — YII/.9, a Taxske oOecieunBaThCS:

(GunbpTpanys yCTPONCTB IMOJIb30BATENEH, UCIOJIB3YyEMBIX ISl OECIPOBOIHOTO
noctymna, (Hampumep, no ¢usnueckum azapecam (MAC-aapecam) miis ynpaBieHUs
pa3peleHus MU 10 JOCTYILY K OECPOBOIHOM JIOKAJILHOM BEIYMCIUTENBHOM CETH;

IPEIOCTABIIEHUE JOCTYIIA K apameTpaM (M3MEHEHUIO MTapaMeTPOB) HACTPOMKU
TOYEK OECHpOBOJHOrO JOCTyHa TOJBKO aJIMUHUCTpAaTOpaM HH(POPMALMOHHON
CUCTEMBI;

MpEe0CTaBICHUE JOCTYNa K OECIPOBOAHON JIOKATBHON BBIYUCIUTEIHHON CETH
(x Toukam OEcpOBOAHOTO JOCTYIA, XpaHUMOW MH(pOpManuu, yciayram (CepBUCAM)
U TPWIOKEHUSM) TOJBKO TMOJIb30BATESIM, NPOMICAIINM HACHTU(PUKAIMIO U
ayTeHTU(PUKALIUIO.

VYkazaHHble Mepbl 3alUThl HHOOPMALIUK PEAU3YIOTCSA 3a CUET MPUMEHEHHS
B MH(OPMAIMOHHOW CHUCTEME CPEACTB YINpPABIEHHUS IOCTYIIOM, PEaIU30BaHHBIX U
(wM) TpUMEHSIEMBIX B TOYKaX OECHpPOBOAHOTO JOCTYIa, MHOM OOOpYJOBaHUU
0ecpOBOAHOM JTOKAIBHOW BBIYUCIMTEIBHON CETH, YCTPOUCTBAX MOJIb30BATENEH.

[Ipn mpepocraBiieHMM MOJB30BATENAM AOCTyNa K TOYKaM OECHpOBOJHOTO
JOCTYTIA TOJIKEH MTPUMEHSITHCS MPUHIIMI HAUMEHBIINX MPUBUIIETHI.

TpeboBanus k JokyMeHTHPOBaHMIO: He npeabsBisitoTCs.

TpeGoBaHus K yCHICHUIO:

1) nomxHa OBITH UCKITIOUE€HA BO3MOKHOCTh HECAaHKLIMOHUPOBAHHBIX U3MEHEHU
HACTPOEK TOYEK OECIPOBOJHOTO AOCTYIA;

2) 1OMKHO  OOECleYuBaThbCsl OTpaHUYEHHE BPEMEHU CECCHM  JIOCTyma
MOJIb30BATENe M aBTOMATHUECKOE 3aBEPIICHUE COCIMHEHUW NpHU MPEBBIIICHUU
3a/IaHHOT'O BPEMEHHU JJOCTYIIA;

3) AOKHBI IPUMEHSTHCSI CUCTEMBI YIIPABJIEHUSI OECIIPOBOIHBIMU CETIMM;

4) NOMKHBI TPUMEHSTBCA CHUCTEMbl KOHTpPOJsl (yHmpaBl€HHUS) JAOCTYIIOM
YCTPOWCTB MPU MOJKIIFOUCHUH K OSCIIPOBOIHON JIOKATHHOW BBIYMCIUTEIIEHON CETH.

Peanu3zauus B ”HPOPMALIMOHHOM cUCTEME:

Mepa 3ammThl Kiacc 3amumensHoctu
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uHopMaru K3 K2 K1
3bJ1.2 + + +
VYcunenue 3b6/1.2

3b/1.3 3amuTa moJib30BaTeJIbCKUX JAaHHbIX

Heas: IIpenorBpaiienue yTEYEK, repexsara U MOAU(pUKALIIH
MOJIb30BATENBCKUX JAHHBIX MPH MOAKIIOYEHUU K TOUKaM OECIIPOBOAHOIO JTOCTYIIA.

TpedoBanus k peanu3aumu: [I[py MOJKIIOYEHUM MOJB30BATEIIEN K TOYKaM
0ecpoBOAHOTO JTOCTYIAa B UHPOPMALIMOHHOMN CHUCTEME TOHKHBI 00€CTIEUnBATHCS:

BbIJIeJICHUE OECHpPOBOJIHBIX JIOKAIBHBIX BBIUMCIUTEIBHBIX CETe B OTJIEJbHbBIC
CEerMeHTHI UH(POPMAITMOHHOW CUCTEMBI;

WHBEHTApHU3AIIMs TOYEK OECIIPOBOHOTO JIOCTYTIA;

MOJIKITIOUEHHE TOJIbKO K Pa3pelieHHbIM TOYKaM OECIPOBOIHOTO JIOCTYMA st
BBITIOJIHEHUSI YCTAaHOBJICHHBIX 00s3aHHOCTEH ((DYyHKIIHI);

o0OecrieyeHue  BO3MOXKHOCTH  peaji3allid  COCIMHEHHMA C  TOYKAMH
OecpoBOAHOrO JIOCTYNA TOJBKO Yepe3 KOHTPOJIUpPYyEMble HHTEPPEHCh TOYEK
OECIIpOBOIHOTO JIOCTyNla W YCTPOWCTB MoJib3oBareneid (B TOM YHCIE, IyTeM
MIPUMEHEHUS CPEJICTB 3aITUThI HHPOpMAIUN);

KOHTPOJIb TOAKIIOYEHUST YCTPOMCTB MOJIb30BaTeNIe K TOUYKaM OeCIpOBOIHOTO
JI0CTyTIa TIOJIb30BaTENEeH B MH(MOOPMAIIMOHHON CHCTEME JI0 Havajia HH(OPMAIMOHHOTO
B3aUMOJICUCTBUS C THGOPMAIIMOHHON CUCTEMOM.

Ha Toukax OecrnpoBOAHOTO JOCTYNa HEUCHOJIb3yeMble (YHKIIMOHATbHBIE
BO3MOKHOCTH JOJIKHBI ObITh OTKJIFOYEHBI (3a0JIOKUPOBAHBI).

JIOJDKEH BBIMOJHATHCS aHAIU3 YSA3BUMOCTEM MPOIIMBOK U MPOTPAMMHOTO
obecrieueHns TO4YeK OECIpPOBOJHOIO JOCTyna. B ciydae BBISBICHUS YSI3BHUMOCTEH
JIOJIPKHO BBITIOJIHATHCSI OOHOBIIEHHE BEPCHI MPOIIMBOK U MPOrPAMMHOT0 00eCTIeueHus
TOYEK OECIPOBOJHOTO NOCTyma (MpU WX HAIWYMK) Ha BEPCHH, HE COJEpIKAIIHEC
YSI3BUMOCTH.

TpedoBanus k fokymMmeHTHpOoBaHuI0: He npenpsaBistores.

TpedoBaHus K yCHIICHHIO:

1) nomkeH obecrieynBaThCsl aHAIM3 CETEBOro Tpaduka cereil OecrpoBOIHOTO
JIOCTYTIA C IEJIbIO BBISIBICHUS MPU3HAKOB peain3allii KOMIBIOTEPHBIX aTaK;

2) MOKHA TPOBOJIUTHCS WHBEHTapHU3aIUsi TOUYEK OeCIpPOBOJHOTO JOCTyIa
C 1ENbl0 BBISBICHUS HEUCIOIb3YEMbBIX YCTPOMCTB, a TaKXKe YCTPOWMCTB,
HE MPEyCMOTPEHHBIX K UCIOJIb30BAHUIO;

3) ToJKHO Oo0ecneynBaThCA OTKIIOYEHHE (DYHKIIMOHATIBHOM BO3MOXKHOCTHU
aBTOMAaTUYECKOTO IMOJKIFOYEHUS] YCTPOWCTB MOJIb30BaTeield K TOYKaM OeCHpOBOAHOIO

AOCTYIIA,
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4) no;keH oOecreunBaTbCs AHAIM3 CETEBOro Tpauka OecrnpoBOIHOM
JIOKAJIbHOW BBIUMCIIMTEIBHOM CETH C LEJBIO BBIABICHUS HECAHKLIMOHUPOBAHHBIX
MOJKJIIOUCHMH;

5) IOMKHBI TIPUMEHSTHCS MEXaHU3Mbl (UIBTpAIK (OTpPaHUYCHUS JTOCTYIA)
OpU TOAKIIOYEHUH K TOYKaM OECIpOBOJHOrO J0CTyna Mo (U3MYeCKuM U (WIIH)
JIOTUYECKHUM aJIpeECcaM.

Peanu3zauus B ”HPOPMALIMOHHOM CUCTEME:

Mepa 3amuTh Knacc 3ammmenHocTH
uHopMaru K3 K2 K1
3b/1.3 + + +
Ycunenue 3b/1.3

3b6/1.4 KOHTpPOJIb 1IeJIOCTHOCTH

Hean: Ob0ecnieueHune 1EIO0CTHOCTH TOUEK OECIIPOBOIHOTO JIOCTYTA.

TpeGoBanus k peanm3anmu: J[ookHBI 00€CleUMBATHCS CIEAYIOLIUE MEPbI
[0 KOHTPOJIO IIEJOCTHOCTH TOYEK OECHPOBOMHOTO J0CTyna B HHGOPMAIMOHHON
CUCTEME:

KOHTPOJIb I[E€JIOCTHOCTH MPOrPAaMMHOTO OOECHEUYEeHHSI TOYEK OeCHpOBOIHOTO
JIOCTyTIa, B TOM YHCJI€ BEPCUH MUKPOIIPOTrPaMMHOTO 00ECTICUSHHUS;

KOHTPOJIb COCTaBa almapaTHbIX KOMIOHEHTOB TOYEK OECTIPOBOHOTO JIOCTYIIA;

OTKJIIOUCHHE HEUCITIOJIb3YEMbIX UHTEP(ENCOB;

pa3MenieHue To4YeK OECHpPOBOJHOTO JOCTyMa B MpeaesiaX KOHTPOJUPyeMOu
30HBI;

YCTAHOBKA AaKTYyaJIbHbIX OOHOBJICHMH MJisi TOYeK OECHpPOBOJHOIO JOCTyMa
U YCTpaHEHHE VYSI3BUMOCTEH, CBA3aHHBIX C 0O€30MaCHOCTHIO OECIPOBOIHBIX
COCIMHECHUMU.

TpeboBanus k fokymMeHTHpPOBaHuI0: He npenbsasistorcs.

TpeOdoBaHus K yCHIICHUIO:

1) HOKEeH OCYIIECTBIIATHCA €KEHENEIbHBIM WIA C MEHBIIEH MEPUOIUYHOCTHIO,
yCTaHaBIMBaeMOM B WH(QOPMAIMOHHOM  CHUCTeME,  KOHTPOJb  OTCYTCTBUS
HECAHKIIMOHUPOBAHHBIX M3MEHEHUH B HACTPOMKAaX B TOUKaX OECIPOBOIHOTO JOCTYTIA;

2) NOHKEH OCYIIECTBISATHCS KOHTPOJb IIEJIOCTHOCTH MHKPOIPOTPAMMHOTO
oOecrieueHrss TOYEK OECIPOBOJHOTO JOCTyMa TyTeM Bepuduranuu mudpoBon
MO/MKCH WA KOHTPOJBHBIX CYMM;

3) 1OJDKHO ~ 00ecrneuynMBaThCd  MCKIIOYEHHWE  BO3MOJKHOCTH  M3MEHEHHS
MO0JIb30BAaTEJIEM MOJAKIIOYaeMOr0 YCTPOMCTBA HACTPOEK TOYEK OecnpOBOJIHOIO
J0CTyIa;

4) no;xkeH  obOecnevyMBaThCA ~ KOHTPOJIb  ILIEJIOCTHOCTH  KOH(UTrypauuu
Y MapaMeTPOB HACTPOMKHU TOUEK OECIIPOBOJIHOTO IOCTYIIA.
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Peanu3zauus B uHPOPMALIMOHHOM CUCTEME:

Mepa 3ammThl Kiacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
3b/1.4 + + +
Ycunenue 3b/1.4

3B/1.5 Orpanuvenue ypoBHel CUTHAJIOB

Heab: ObecieueHne HEBO3MOXKHOCTU (3aTpyAHEHUs) JOCTylna K TOYKaM
0ecrpoBOAHOTO JTOCTYIIA U3-3a IPENEIOB KOHTPOIUPYEMOM 30HBI.

TpeboBanus k peanusaumu: J[OJKHBI MPUMEHSITHCS TOYKH OECIPOBOHOTO
J0CTYIIa, UMEIOIME BO3MOXXHOCTh HACTPOMKH YPOBHSI MOIITHOCTH CUTHAJIA.

JlomxHO  obOecrieuMBaTbCsl ~ OTPAHUYEHUE  YPOBHEH  CUTHAJIOB  TOYEK
OecrpoBOJHOrO JIOCTyINa. 3HAYEHUS YpPOBHEH CHUTHAJIOB TOYEK OECHpOBOJAHOIO
J0CTyIa JOJHKHBI YCTAHABIMBATHCSA C YUETOM (PU3MUYECKUX IPAHUL] HHPOPMALIMOHHOM
CUCTeMBbl (CerMEHTOB WH(OPMALIMOHHOW CHUCTEMBI) C 1EJIbl0 OOeCreYeHus
MUHHUMAJIBHOTO YPOBHS CUTHaja Ha PU3NYECKHUX TPaHULIAX.

TpeOoBaHus K JOKYMeHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeboBaHus K yCHICHUIO:

1) toyKeH  OCYIIECTBIATBCSA  MOHUTOPUHI  yPOBHEW CUTHAJIOB  TOYEK
OecrpOBOAHOTO TOCTYTIA;

2) noJiKHA OBITh COCTABIIEHA KapTa MOKPBITUS CUTHAJIAMU TOUYEK OE€CITPOBOIHOTO
JOCTyMa TMOMEIIeHU WH(OPMALIMOHHONW CHUCTEMbl (CErMEHTOB HH(OPMAIIMOHHOM
CUCTEMBI), pa3MEIlEHUE TOYEK OECIpPOBOJHOTO JOCTYINA U YPOBEHb MOIIHOCTU HX
CUTHAJIOB JOJIKHBI ObITh ONPEAEIICHBI C YYETOM KapThl TOKPBITHS;

3) Do KHA OCYIIECTBIATHCS (UIBTpAlUSg YACTOTHOTO JUana3oHa Teperayvu
JaHHBIX TOYKH OECTIPOBOJHOTO JOCTYyNa AJI UCKIIOUYEHHUS HECAaHKIMOHUPOBAHHOIO
noctyna K nHpopMmaiuu, neperaBaeMoii mo 6ecnpoBOAHOMY KaHaIy.

Peanu3zauus B ”HPOPMALIMOHHOHM cUCTEME:

Mepa 3anuThl Kiracc 3amuieHHoCTH
uH(popMaIuu K3 K2 K1
3Bb/1.5 + + +
Vcunenue 3b/1.5

3b/1.6 Perucrpauus, aHaJu3 U pearipoBaHue HA COObITUS 0€30IACHOCTH

Hean: Onpenenennie cocraBa U coaepkaHuss HHGOPMAMU O  COOBITHSX
0e30MacHOCTH,  TMOMJISKAIIMX  PErucTpaudu B OCCHPOBOAHBIX  JIOKAIBHBIX
BBIYHCIIUTENIBHBIX CETSIX.
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TpeGoBanus k peanuzanum: J[omkHa o0ecreuynBaThCs perucTpaiusi COObITUI
0e30MacHOCTH B CETSX OECIPOBOJHOIO JIOCTYIa B COOTBETCTBUM C MEPAMH 3alTUThI
unpopmaruu PCh.1 — PCB.5.

JIoJKeH BBITIOTHATHCS aHANIU3 3apPETUCTPUPOBAHHBIX COOBITUN 0€30MaCHOCTH,
M0 pe3ysbTaTaM aHalii3a JOJKHO OCYLIECTBIISITRCS PEAarupOBaHUE HA BBISIBICHHBIE
KOMIIBIOTEPHbBIC UHIIUACHTHI.

TpeGoBanus K TIOKYyMeHTHPOBaHUIO: He mpenbaBIIsitoTCS.

TpeOoBaHUA K YCHJICHUIO:

1) pearpoBaHd€ Ha BBISBICHHbIE NPU3HAKK KOMIBIOTEPHBIX WHIIUJICHTOB
JOJDKHO BKJIIOYATh OTIPABKy YBEAOMJICHHUH aJMUHUCTpPATOpPy OE€30MacHOCTH
MH()OPMAITMOHHOW CUCTEMBI;

2) NOMKHBI  Oo0ecreunBaThesl OJIOKUpOBaHUE U (WJIM) M3OJSIUA  TOUYEK
OEeCIpOBOIHOTO IOCTYIIA, HA KOTOPBIX BBISBICHBI KOMITBIOTEPHBIC UHIIUEHTHI.

Peasuzanusi B uHGOPMALIMOHHOM CHUCTEMe:

Mepa 3anmThl Krnacc 3amuieHHocTu
uHbopMaIuu K3 K2 K1
3B/1.6 + + +
Ycunenue 3b/1.6 1 1

4.13. AuTuBupycHas 3amuta (AB3)
AB3.1 AHTHBHpPYCHAasl 3a1IMTA YCTPOICTB

Hean: OGecniedyeHne aHTUBUPYCHOM 3al(UuThl MH(GOPMALMOHHONW CHUCTEMBI
Ha yCTPOMCTBAX, BKIIIOYAIOIIEE:

OOHapy>KeHHE KOMIBIOTEPHBIX TMporpaMMm JHOO WHOM KOMIBIOTEPHOMN
uHopmaIuy, TpeIHAa3HAYCHHBIX IS HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS,
OJIOKMpOBaHUsA, MOIU(DUKAIIMU, KOMUPOBAHUS KOMIBIOTEPHON WH(OpMAIUU WIn
HEUTpanM3aluu CPeACTB 3allUThl WHGOPMAIUN, COKPBITUS MPHUCYTCTBUS IPYTroro
BPEJOHOCHOTO TPOrPaMMHOT0 o0ecredeHus: B MH()OPMAIMOHHON CUCTEME, COKPBITUS
CBUJETENBCTB  HECAHKIMOHUPOBAHHOIO  JIOCTyma K  JOOBIM  pecypcam
MH()OPMAITMOHHOW CUCTEMBI;

o0ecrieyeHrne pearupoBaHus Ha OOHApyKEHHE BPEAOHOCHOIO IMPOrPaMMHOTO
o0ecrnedeHus.

TpeboBanus k peajusanmu: Peanuzanusi aHTUBUPYCHOM 3alIUTHI YCTPOUCTB
JI0JKHA TIPETyCMaTPUBATh:

onpeneneHre  (QU3MYECKUX M BHUPTYaJIbHBIX  YCTPOMCTB,  BXOISIIUX
B COCTaB MH(POPMAIITMOHHOM CUCTEMBI, HA KOTOPBIX HEOOXOIMMO MPUMEHEHUE CPEJICTB
AHTUBUPYCHOMU 3aIlIUTHI;

YCTaHOBKY, KOH(UTYpPUPOBAaHHE U YMpaBICHUE CPEACTBAMH aHTHUBUPYCHOM
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3aIlUTHL,

MpeI0CTaBIIEHUE MPaB JOCTYIa CPEJCTBAM aHTUBUPYCHOM 3alIUThI K 00bEKTaM
MH(OPMAIITMOHHOW CHUCTEMBbI, KOTOpbI€ JOJKHBI OBITh TOJBEPIHYTHI MPOBEPKE
CPEICTBOM aHTUBHPYCHOM 3allIUTHI;

HACTPOWKY CpEJICTB aHTUBUPYCHOM 3aIIMTHI, OOECHEYUBAIOLLYIO MPOBEACHUE
MEPUOJINYECKUX IPOBEPOK YCTPOMCTB HA HAIMYUE BPEIOHOCHOIO MPOrPAMMHOIO
oOecIieueHus;

HACTPOWKY CPEACTB aHTUBUPYCHOM 3alIUThI HA yCTPONUCTBAX HH(POPMAIIMOHHON
CUCTEMBI, Yepe3 KOTOphIE B HEE MOXKET ObITh BHEIPEHO BPEJOHOCHOE MPOrpPaMMHOE
o0OecnieueHre, OOECHEUMBAOIIYI0 MPOBEPKY B MaciiTabe BpEMEHHU, OJM3KOM K
peanbHOMYy, OOBEKTOB ((hailyioB) M3 BHEIIHMX HCTOYHUKOB (CHEMHBIX MAIIMHHBIX
HOcUTENeW WH(pOpMAIMKU, CETEBBIX MOAKIOYEHUH, B TOM YHUCIE K CETAM OOIIEro
MOJIb30BAHUS, U IPYTUX BHEIIHUX UCTOYHUKOB);

BBISIBJICHHE BPEIOHOCHOTO ITPOrPAMMHOTI0 00ECTIEUeHUS U pearipoOBaHUE Ha €TO
oOHapy)XeHHE Ha yCTPOWCTBAX U CEPBEPAX CPEACTBOM AHTUBUPYCHOM 3alUTHI NPU
MOAKIIOYEHUN ChEMHBIX MAIIMHHBIX  HOCUTENeW uH(oOpManuu, a  Takke
NEePUOANYECKU WM IO KOMaHJAe B Ipolecce (PYHKIMOHUPOBAHUS YCTPOUCTB U
CEPBEPOB B COOTBETCTBUU C IKCIUTYaTAllMOHHOW TOKYMEHTALUEH;

OINpEJEICHNE U BBITOJHEHHE JCUCTBUI MO pearnpoBaHUI0 Ha OOHApyKEHHE
B MH(OPMAIIMOHHON CUCTEME OOBEKTOB, MOJBEPIIIMXCS 3aPAKEHHUIO BPEIOHOCHBIM
MPOTPAMMHBIM 00€CTICUCHUEM;

oOHOBJIeHHE 0a3 JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpPaMM
(BUpPYCOB) B COOTBETCTBMM C HH(pOpMalUel, IMOCTymaromed oT pa3zpaboTynka
CpelCTBa aHTUBUPYCHOM 3alLUTHI, B MOPSIKE, YCTAHOBIEHHOM B DKCILTyaTallMOHHON
JOKYMEHTAaI1H;

MPOBEPKY YCTPOMCTB HA HAJIMYKUE BPEJOHOCHOTO MPOrPAMMHOI0 O0eCreYeHUs
nocye 0OHOBJIEHHS 0a3 JaHHBIX TPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrPaMM
(BUpYCOB).

VYka3aHHble Mepbl 3alUThl HHOOPMALIUK PEAU3yIOTCSA 3a CUeT NMPUMEHEHHUS
CPEICTB AaHTUBUPYCHOM 3aLUTHI.

TpeGoBanus kK JOKYMEHTHPOBAHMIO: B 3KCIuTyaTallMOHHON JOKyMEHTAallU Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITH OMPEIEIIECHBI:

NOPSIIOK ydeTa YCTPOMCTB, HA KOTOPBIX HEOOXOJIMMO MPUMEHEHHE CPEACTB
AHTUBUPYCHOW 3aIIUTHIL;

NOPSIIOK W TpaBujia MPOBEACHHUS NEPUOJUYECKUX MPOBEPOK YCTPOIMCTB
Y CEPBEPOB HA HAJIMYKME KOMIIBIOTEPHBIX BUPYCOB;

JCHCTBUS MO pearupoBaHUIO HA OOHApyKeHHWE B MH()OPMALMOHHOW CHUCTEME
O0OBEKTOB, MOABEPTIINXCS 3aPAKEHUIO BPEIOHOCHBIM MPOTPAMMHBIM 00ECTICUEHUEM;

NOPSAZOK M TpaBuia OOHOBIEHHS 0a3 [MaHHBIX MNPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB).
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TpedoBaHuA K YCHIEHUIO:

1) B uHPOpPMAIIMOHHON CHCTEME [OJDKHO OO0ECIeUMBaThCS  BBISIBIICHUE
BPEJAOHOCHOTO MPOrPaMMHOI0 00€CTIeUeHUS U pearupoBaHue Ha ero 0OHapyKeHHE Ha
YCTPOMCTBAX CPEACTBOM aHTUBUPYCHOM 3aILUTHI IO 3arpy3KH ONEPAMOHHBIX CHCTEM;

2) B uHGOPMAITMOHHON CHUCTEME JOJHKHO 00eCIednBaThCs HEHTPAIN30BaHHOE
VOpPABJICHUE  AHTUBUPYCHOW  3alIUTOA 32  CYET NPUMEHEHUS  CPEICTB,
00€eCleynBaOIIMX LEHTPAIU30BAHHOE YIIPABIECHUE CPEACTBAMU aAHTUBUPYCHOU
3aIlUTHI;

3) B uHGOPMAIIMOHHON CHUCTEME JIOJKHA 00eCrieunBaThCsl HACTPOUMKA CPE/ICTB
AHTUBUPYCHOM 3alIUTHI HA yCTPOUCTBAX MH(POPMALIMOHHOMN CUCTEMBI, Uepe3 KOTOPhIE
B HEE MOXKET ObITh BHEIPEHO BPEAOHOCHOE MPOTPaMMHOE OOecredYeHue,
obecrnieunBaroIiasl MPOBEPKY B MacilTade BpeMeHHU, OJIM3KOM K pealIbHOMY, 0OBEKTOB
((paiinoB) U3 BHEIIHUX UCTOYHUKOB MPHU 3arpy3Ke, OTKPHITUU WM UCIIOJHEHUN TaKHX

(aiinos.
Peaqmzanusi B uHGOPMALIMOHHOM CHCTEMe:
Mepa 3amuThl Kitacc 3amuinennoctu
uH(popmManuu K3 K2 K1
AB3.1 + + +
Yceunenne AB3.1

AB3.2 AHTHBHPYCHASl 3a1IIMTA 3JIEKTPOHHON MOYTHI

Hean: ObecrieueHre  aHTUBUPYCHOW  3alllUTHl  DJIGKTPOHHOM  TOYTHI,
BKJTIOYAIOIIEE:

oOHapy)KeHHE KOMIBIOTEPHBIX TIPOrpaMM JHOO WHOW KOMIBIOTEPHOMN
uHopmaIuu, TpeIHA3HAYCHHBIX JJIS HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS,
OJIOKMpOBaHUsA, MOJU(MUKAIIMU, KOMUPOBAHUS KOMIBIOTEPHON HWH(OpMAIUU WK
HEUTpaM3aIluu CPEJICTB 3alUThl UH(GOPMAIMH, COKPBHITHS TPHUCYTCTBHUS APYTrOro
BPEIOHOCHOTO TIPOTPaMMHOTO 0OecTieueHHs B TH(POPMAITMOHHOMN CUCTEME, COKPBITHS
CBUACTENHCTB  HECAHKIMOHMPOBAHHOTO  JOCTyma K  JIIOOBIM  pecypcam
MH()OPMAITMOHHOW CUCTEMBI;

o0ecrieueHrne pearnpoBaHus Ha OOHapy>KEHHWE BPEIOHOCHOTO MPOTrPaMMHOTO
o0ecrnedeHus.

TpeboBanuss Kk  peanu3anum: Peannzanysi  aHTUBUPYCHOM  3alUTHI
AJIEKTPOHHOM TOYTHI JIOJDKHA MTPEAYCMATPUBATD:

oOHapy>KeHHE€ B  COOOIIEHUAX  OJICKTPOHHOW  TMOYTHI  BPEIOHOCHOTO
IPOrpaMMHOTO 00ECTICYeHUS;

pearupoBaHue Ha OOHApyKEHHE Yrpo3 0e30MacHOCTH HMHGPOPMALMH ITyTEM
OysiokupoBaHus (yAaJeHUs) BPEJOHOCHOTO MPOTPaMMHOr0O oOOecCredYeHUs U3
COOOILIEHUI 3IEKTPOHHOW MOYTHl, UHGOPMUPOBAHUA 00 OOHAPYKEHHBIX yrpo3ax
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0e3onacHOoCTH MHGOpPMAIIMK, OMOBEIIECHUS O BBIMOJHEHHBIX IEHCTBUSX (yAaJleHUU
COOOIICHU 3JIEKTPOHHOM MOYTHI WK BIOXKEHUHN, MOMEIIEHUN B KAPAHTHH).

VYkazaHHble Mepbl 3alIUThl UHPOPMALIUU PEATU3YIOTCA 32 CUET MPUMEHEHUS
CPEACTB aHTUBUPYCHOM 3aIIUTHI 3JIEKTPOHHOM MOYTHI.

TpeOoBaHUs K JOKYMEHTHPOBAHHUIO: B 3KCIUIyaTallMOHHON JIOKYMEHTALIMHA HA
MH(QOPMAIIMOHHYIO CHUCTEMY JOJDKEH OBITh OMNpENeNieH MOPSAIOK OCYIIECTBICHUS
AHTUBUPYCHOW 3aIIUTHI JIEKTPOHHOU MMOYTHI.

TpedoBaHuA K YCHJIEHUIO:

1) B uHOpManmoHHOW cHCTEME MJOJKHO OOecrneynuBaThCs OOHApYKEHUE
KOMITBIOTEPHBIX BHUPYCOB BO BJIOKEHHUSX COOOIICHUH JJIEKTPOHHON TMOYTHI,
COJICp>KaIllUX JTaHHbIC, WHKAICYJIUPOBAHHBIE B MPEoOpa30BaHHOM (KOJAUPOBAHHOM)
BUJIC, U ADXUBUPOBAHHBIC (PAIIBI.

Peanu3anusi B MTHPOPMALMOHHOM cUCTEMe:

Mepa 3anmThl Kracc 3amuineHHocTu
uHbopMaIuu K3 K2 K1
AB3.2 + + +
Ycunenne AB3.2

AB3.3 AHTHBHpPYCHAasi IPOBEPKA ceTeBOro Tpaguka

Heab: OOecnieueHre aHTUBUPYCHOM 3aIMThHI CETEBOTO TpaduKa, BKIIOYAIOIIEE:

OOHapy>K€HHE KOMIBIOTEPHBIX MPOrpaMm JHOO HMHOM KOMIBIOTEPHOMN
uHpopManuy, NpeIHA3HAYEHHBIX JJII HECAHKUMOHUPOBAHHOIO YHUYTOXKEHUS,
OJIOKMpOBaHUsA, MOJIU(DUKAIMU, KOMHPOBAHUS KOMIBIOTEPHON HWH(OpMauu WIn
HEUTpalU3aluu CPEACTB 3alUThl MHPOPMALMHU, COKPBITHUS MPUCYTCTBHUS APYTroOro
BPEOHOCHOT'O IIPOrPpaMMHOT0 0OecTieueHHs! B MH(POPMAIIMOHHOM cucTeMe, COKPBITHS
CBUJCTENBCTB  HECAHKIMOHHPOBAHHOTO  JOCTyma K  JII0OObBIM  pecypcam
UH()OPMAITMOHHOU CUCTEMBI;

oOecrieyeHue pearupoBaHvs Ha OOHapy>KEHHE BPEIOHOCHOTO MPOrPaMMHOTO
oOecreyeHusl.

TpeboBanuss Kk peanuzauuu: Peanuzanus aHTUBHPYCHOM 3allIUTHI CETEBOTO
TpaduKa JI0JKHA IPEAYCMaTPUBATD:

AHTUBHUPYCHYIO MTPOBEPKY (ailioB, U3BJIECKAEMBIX U3 CETEBOTO Tpa(HKa;

aHanu3 (haiaoB, U3BICKAEMBIX M3 CETEBOr0 TpaduKa, Ha MpPEeAMET HaIUYUs
BPEJIOHOCHOTO IIPOrPpaMMHOI0 OOECIIeUYeHHs B MacmiTabe BpPEeMEHH, OJM3KOM K
peanbHOMY;

aHann3 (hailIoB, M3BIEKAEMBIX M3 CETEBOT0 Tpaduka, Ha NPEeIMET HaIu4dus
BPEIOHOCHOTO MPOTPaMMHOTO O0OECNEeUeHUs] C MCIOJIb30BAHUEM CHUTHATYPHOTO
METOJ1a OOHAPYKEHHUS, XOUI-CYMM U JIpYTHMX UHAUKATOPOB;

pearupoBaHue 1o pe3ybTaTaM aHTUBUPYCHOW MPOBEPKH (HaliIoB, U3BIEKAECMBIX
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U3 ceTeBoro Tpaduka, B COOTBETCTBUM C TOPSIKOM, YCTAHOBJIEHHBIM B
AKCIUTYaTallMOHHOW TOKYMEHTALIWH.

VYkazaHHble Mephl 3alIUThl UHQOpPMALUK PEATU3YIOTCSA 3a CYET MPUMEHEHUS
CPEICTB AHTUBHPYCHOM 3amUTHl U (W) MHOTOMYHKIIMOHATBHBIX MEXCETEBBIX
HKPAHOB YPOBHS CETH, U (M) UHBIX CPEJICTB 3aIUTHI HHPOPMAIIUH.

Tpe0oBaHUsA K JOKYMEHTHPOBAHMUIO: B 3KCIuIyaTallMOHHON JTOKYMEHTALIMKA Ha
UHQOPMAITMOHHYIO CHUCTEMY JOJDKEH OBbITh ONpeAesieH MOPSIOK OCYIECTBICHUS
AHTUBUPYCHOM 3aIlIUTHI CETEBOT0 Tpaduka.

TpeOoBaHuA K YCHJIEHUIO:

1) B uH(OpMalMOHHOW CHCTEME JOJDKEH O0ecleuuBaThCs aHaiu3 (aiiios,
U3BJIIEKAEMBIX W3 CETeBOro Tpaduka, HA NpPEeIMET HaJu4usl BPEIOHOCHOTO
MPOrPpaMMHOr0  O0OECIIEUEHUsT C MCIHOJb30BAHUEM HIBPUCTUYECKUX  METOJIOB
oOHapyKeHHUs;

2) B MH(OPMALIMOHHOW CHCTEME JIOJDKEH O0OecreyuBaThCsl aHanu3 (aiiios,
U3BJIEKAEMBIX U3 CETeBOro Tpapuka, Ha MpeIMET HaJIU4YUs BPEJOHOCHOTO
MPOTrpaMMHOT0 OOecreyeHus: Ha TMPHUKIATHOM YPOBHE [JIsi YCTAHOBJIEHHBIX B
AKCIUTYaTallMOHHONW JOKYMEHTAIlUU MPWIOKEHUN (BEO-TIPUIOKEHUM, KIMEHTOB
(haliyIOBBIX XPaHUJIUIL, MECCEHI?)KEPOB M UHBIX MPUIIOKEHUI);

3) B uH(OpPMAMOHHOW CHUCTEME JIOJDKEH  OCYIIECTBIATHCS  aHaIM3
U3BJICKAEMBIX M3  CETEBBIX  [AKETOB  JAaHHBIX, HWHKANCYJIMPOBAHHBIX B
npeoOpa3oBaHHOM (KOJIMPOBAHHOM) BHJE, Ha MNPEAMET HaJIUYUs BPEIOHOCHOTO
POrpaMMHOTr0 OOecreueHusl.

Peasmzanusi B uHGOPMALIMOHHOM CUCTEME:

Mepa 3amuTsl Knacc 3amumennoctu
uH(popmanuu K3 K2 K1
AB3.3 + + +
Ycunenne AB3.3

AB3.4 IIpumeHeHHe 3aMKHYTOM CHCTEMBI (Cpeabl) NpeIBaApUTEIbHOIO0
BbINOJIHEHHS NPOrPaMM («IECOYHHULIBID»)

Hean: Boispienue B uHGOPMAIMOHHOW CUCTEME BPEIOHOCHOTO MPOrPAMMHOTO
o0ecrieyeHuss  MyTeM  3alycka  MOTEHLMAJIbHO  BPEIOHOCHBIX  OOBEKTOB
B 3aMKHYTOM POTPaMMHOM CpeJie UCITOJIHEHMS («IIECOYHHUILIE») U aHAJIN3a MIOBEICHHUS
YKa3aHHbBIX 00BEKTOB.

TpeGoBanus k peanu3zanuu: B ciayuae BbIsIBICHHS B HWHGOPMAIIMOHHON
CUCTEME IOTEHIIUAIIBHOTO BPEOHOCHOTO 00BbEKTa KOHTPOJIS U (MJIM) HOTEHLIMAIILHOTO
BPEIOHOCHOTO MOBEAEHUS O0BbEKTa KOHTPOJIS TOJKHBI 00€CTIE€UNBAThCS:

BO3MOXKHOCTh II€peJjaud KOIMU MOTEHLUUAIbHO BPEAOHOCHOIO OOBEKTa B
3aMKHYTYKO CcHCTEMYy (cpedy) NpeABapHUTEIbHOIO  BBIIOJHEHHS  MPOrpaMMm
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(«1ecoYHMITY») B EJISIX €ro TMHAMUYECKOr0 aHaln3a;

JUHAMUYECKUA aHaIW3 MOTEHUIUAIBLHO BPEJOHOCHOTO OOBEKTa B 3aMKHYTOM
cucteMme (cpefie) NpeBapUTEIHLHOTO BRIMOIHEHUS TPOrPaMM («IIECOUHUIIEY );

NOJIy4YeHUE  pe3yJbTaTOB  JAMHAMUYECKOTO  aHalIW3a  NOTEHIHAIBHO
BPEJIOHOCHOTO O0OBEKTa B 3aMKHYTOM cucTeMe (Cpeie) MNpeaBapUTEIbHOTO
BBIIIOJIHEHHSI IPOTPaMM («IIECOUYHULIEN ).

TpedoBanus k JokymMeHTHpPOBaHuIO: He npenpsaBistorcs.

TpedoBaHus K YCHJICHUIO:

1) B uHOpMAIMOHHOW CHCTEME JOJDKHA NMPUMEHSTHCS 3aMKHYTash CUCTEMa
(cpena) mpenBapUTENILHOTO BBINOJIHEHUSI MPOrpaMM («IIECOUHUIIAY), MO3BOJISIOLIAS
o0ecreynBaTb  BO3MOXKHOCTh ~ MMHUTAllMM  TOJIb30BATEIIbCKUX  JIEUCTBHM €
MO/I03PUTETBLHBIMU OOBEKTAMH;

2) B uH(OPMAIMOHHOW CHCTEME JIOJDKHA NMPUMEHSTHCS 3aMKHYTas CUCTEMa
(cpena) IIPEIBAPUTEIBLHOTO BBIIIOJIHCHHUS IpOrpaMm («mecouHuLa),
o0ecrneunBaroIias BO3MOKHOCTb 3arpy3Ku 00pa3oB BUPTYaJIbHBIX MAIIWH, BXOJISIIUX
B COCTaB MH(OPMALIMOHHON CUCTEMBI.

Peasuszanusi B uHGOpPMALIMOHHOM CHUCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uHpopmanuu K3 K2 K1
AB3.4
Ycunenne AB3.4

4.14. O0HapykeHue U NPeIOTBPAIIIEHUE BTOPKEHN I
Ha cereBoM ypoBHe (COB)

COB.1 O0napy:keHue U nNpe0TBPalllecHNEe BTOPKEHUIT HA IepuMeTpe

Hean: OGHapy)eHre U MPEIOTBPAIICHUE BTOPKCHHUHN (KOMIBIOTEPHBIX aTak)
CO CTOPOHBI BHEUTHUX HapyILIUTEIEH Ha mepuMeTpe HH(HOPMAIIMOHHBIX CUCTEM.

TpeGoBanuss k peaqmsaumu: [Ilpy oOHapyxeHHUH U TpPeAOTBpALICHUU
BTOP’KEHMI HA IEPUMETPE JT0JKHBI 00€CIIeYnBaATHCS:

MOJIy4eHHE ceTeBOro Tpaduka (KOm1uu ceTeBoro Tpaduka) asis aHaau3a;

oOHapykeHHe (MPEeAOTBpAIEHUE) BTOPKEHHM (KOMIBIOTEPHBIX  aTaK)
Ha riepuMeTpe HH(HOPMALIMOHHON CUCTEMBI;

pearnpoBaHr€ Ha KOMIBIOTEpHbIE aTakd (HampuMep, YBEIOMJICHUE
aAMUHUCTpaTtopa Oe30macHOCTH, OJIOKUpOBaHUE TpaduKka) B COOTBETCTBUH C
AKCIUTYaTallMOHHOU JOKYMEHTALUEN;

aBTOMATU3UPOBAHHOE MOJyYeHHE W OOHOBJIEHHME 0a3 pelIaronuX MpaBUll U
MHIMKATOPOB aTaK CPEJCTB 3alIUThl HHPOPMALIMU C PECYPCOB pa3paboTUMKa CpeICTBa
U (WIM) C HACTPaWBAEMbIX JOKAJIbHBIX PECYpPCOB IO PACHUCAHUI0 WU (WJIU) IO
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TpeOOBaHMUIO.

VYka3aHHble Mepbl 3alUThl UH)OPMALIUK PEAIU3YIOTCSA 3a CUET NPUMEHEHUS
cUCTeM OOHapyKEHMsI BTOPKEHHM YpPOBHS C€TH, U (WJIM) MHOTO(QYHKIMOHAIBHBIX
MEKCETEBBIX SKPAHOB YPOBHS CETH, U (WJIM) UHBIX CPEACTB 3aIIUTHI HH(OPMALIUH.

TpeOoBaHuss K JTOKYMEHTHPOBAHUIO: B dKCIUTyaTallMOHHOM TOKyMEHTAllMKA Ha
UH(QOPMAIIMOHHYIO CHUCTEMY JIOJDKEH OBITh OMpeeNieH MOPAI0K OOHApYXeHHUS U
IPEIOTBPALCHHS BTOPKEHUIN Ha IEPUMETPE.

TpedoBaHus K YCHJIEHUIO:

I)B MH(POPMaAIIMOHHOM cUCTEME JOJIKHBI pa3palaTbIBaThCs
(MOIEpHU3UPOBAThCS)  pellaloIliMe  MpaBWwia €  LENbl0  MPEAOTBpAllCHUs
KOMITBIOTEPHBIX aTaK, CIELUPUUHBIX U151 THHOPMALIMOHHON CUCTEMBI, 8 TAK)KE HOBBIX
KOMITBIOTEPHBIX aTaK, HHPOpMALKA O KOTOPbIX ObLIa MOJIy4eHa U3 OTKPBITHIX HIIU
MHBIX UCTOYHHUKOB,;

2) JOIHKHO OCYUIECTBIIATHCA OOHAPYKEHHE BTOP>)KEHUI Ha IPUKIIATHOM YPOBHE;

3) nomkHa oOecrneunBaThCsl BO3MOYKHOCTh aHAJIM3a U3BJIEKAEMbIX M3 CETEBBIX
MAKETOB JIaHHBIX, UHKAIICYJIMPOBAHHBIX B MPeoOpa30BaHHOM (KOAMPOBAHHOM) BUJE,
Ha IpeaMET 0OHAPYKEHUSI BTOPKEHUM (KOMIBIOTEPHBIX aTaK);

3) nomxHa 00ecreynBaThCd BO3MOKHOCTh XPaHEHHsI (PparMEeHTOB COOPAHHOTO
ceTeBoro Tpaduka;

5) nomkHa  00ecreynBaThCcsl  BO3MOXKHOCTH — PETPOCIEKTUBHOTO  aHaIM3a
ceTeBoro Tpaduka;

6) nomkHa o0ecreynBaThCsl BO3MOXKHOCTH BBISIBJICHUS AHOMAJIMM CETEBOIO
Tpaduka;

7) nomkHa OO0ecneunBaThbCs BO3MOYKHOCTh aHajlW3a BIIOXKEHUH U OOBEKTOB,
M3BJIEKAEMBIX M3 CETEBOro Tpaduka (MCHOJHIEMBbIX (PalIoB, CChUIOK, apXHUBOB U
IpYrux 0OBEKTOB), C BO3MOXKHOCTBIO UX NIEPEIAYN B 3aMKHYTYIO TPOTPAMMHYIO CpEIY
UCIIOJIHEHUS (IIECOYHHUILY») JII JUHAMUYECKOrO aHaliu3a B AaBTOMATHYECKOM
pexKUMeE;

8) NOJKHBI TPUMEHSTHCS CPEJCTBA 3alUThl HH(OpManuu, oO0Janarome
KOMIUIEKCHBIMU (DYHKLIMOHAJIbHBIMH BO3MOKHOCTSMH 110 OOHAPYKEHHUIO BTOPKEHHH,
aHaJIM3y CETEeBOro Tpauka Ha MpEeAMET HAIWYHUs BPEIOHOCHOTO IMPOrPaMMHOIO
oOecrieyeHus, B TOM YHCII€ C HKCIOJb30BAHUEM 3aMKHYTOM MpPOrpPaMMHON Cpeibl
WCIIOJIHEHU S («[IECOUYHHULIBI»);

9) nokHO OoOecreunBaThCsl UCMOIb30BAHUE PENYTALMOHHOM 0a3bl yrpo3 s
MPOBEPKU CETEBBIX M MpuUKIagHbIX apredaktoB (IP-ampecos, momenoB, URL) B
Maciitabe, OJM3KOM K pealbHOMY BPEMEHH;

10) 1OMKHBI TPUMEHSTHCS NACCUBHBIE (PHEPrOHE3aBUCUMBIE) TEXHHUYECKHUE
CpeICTBa OTHOHAMNPABICHHOTO OTBETBIICHHSI CETEBOTO TpaduKa s MOTy4YeHUs KOTTUU
CETEeBOro TpaduKa cUCTeMaMi OOHAPYKEHUSI BTOPKEHUM YPOBHS CETH IS aHAJIN3a.

Peanu3zauus B uHPOPMALIMOHHOM CUCTEME:
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Mepa 3amuTh Knacc 3ammmenHocti
uHopMaru K3 K2 K1
COB.1 + + +
Ycunenne COB.1 1 1

COB.2 O0Hapy:keHue U NpeI0TBPALLIEHNE BTOPKEHUI B CerMeHTax
HH(OPMALMOHHON CUCTEMbI

Hean: O0HapyKeHUEe U NPEeIOTBPAICHUE BTOPKEHUIN (KOMIIBIOTEPHBIX aTaK)
CO CTOPOHBI BHEIIHWX W BHYTPEHHUX HApYIIUTENEH B cerMeHTaxX WH(OPMaIMOHHON
CUCTEMBI.

TpeboBanusa Kk peasmsanuu: JlookHO obOecrieuuBaTbCsi  OOHApYKEHHE
(mpenoTBpallleHne) BTOPKEHHUM (KOMIBIOTEPHBIX aTak) B CErMEHTaxX (Ha rpaHMIlax
CErMEHTOB) HH()OPMALIMOHHOW CUCTEMBI.

B kauecTBe TakuX CErMEHTOB PacCMaTPUBAIOTCS:

CETEeBBIE CETMEHTHI (HapuUMep, BHYTPEHHS ceTh MHPOPMAITMOHHONW CHCTEMBI,
CETh FOCTEBOI0 JIOCTYMA);

(yHKUIHMOHAJIbHBIE CErMEHTHI (HampuMmep, CeThb sl 00pabOTKH (PUHAHCOBBIX
JTAHHBIX, CETh JUIS MOJ30BaTEILCKUX HHTEPGHEHCOB);

CErMEHTHI C PA3IUYHBIM YPOBHEM 3HAUUMOCTH UH(pOpMALINH;

CErMEHTHI C PA3IMYHBIMU KJIaCCaMU 3alIUIIEHHOCTH;

CETMEHTHI C Pa3IMYHBIMH THITAMU YCTPONCTB (HAIIpUMep, aBTOMATU3UPOBAHHBIC
pabouunie MecTa, CepBEphI, TEIIEKOMMYHUKAITMOHHOE 000PY/10BaHUE).

JlommkeH oOecnieunBaThCSl aHAIM3 CETEBOTrO Tpaduka MEXIy CEerMeHTaMu Ha
HaJIMYue BTOPKEHUN (KOMIIBIOTEPHBIX aTaK).

JlomkHO obecreunBaThCcsi aBTOMATU3UPOBAHHOE TIOJyUYeHUE U OOHOBIICHHE 0a3
pelauX IpaBuil U UHAUKATOPOB aTaK CPEACTB 3alIUThl HH(POPMALIMU C PECYPCOB
pa3zpaboTurka cpeicTBa M (WJIM) C HACTPAMBAEMBIX JIOKAJIBbHBIX PECYpPCOB IO
pacnucaHuio U (WiIK) 1o TpeOOBaHUIO.

VYkazaHHble MEphl 3alUThl WHOOPMAIIMKA PEATH3yIOTCS 3a CUYET MPUMEHEHHSI
CUCTEM OOHapyXEHHUsI BTOPKEHUU YPOBHSI CeTH, U (MJIM) MHOTO(YHKIIMOHAJIBHBIX
MEKCETEBBIX SKPAHOB YPOBHS CETH, U (WJIN) MHBIX CPEACTB 3aIIUTHI HH(OPMAIIUH.

TpeGoBanus K JOKYMEHTHPOBAaHMIO: B 3KCIuTyaTallMOHHON JOKYMEHTAllU Ha
WH(POPMAIIMOHHYIO CHUCTEMY JIOJDKEH OBITh OIpENeNieH MOPSA0K OOHApYKECHHS W
MPEeIOTBPALCHUS BTOP)KEHUN (KOMIIBIOTEPHBIX aTakK) B CErMEHTax MH(POPMAIIMOHHOM
CUCTEMBI.

TpeOoBaHuA K YCHJIEHUIO:

1) nomxHo obecrieynBaThCA OJIOKMPOBAHUE CETEBOTO TpaduKa MW N30SI
CEerMeHTa, B KOTOPOM OOHApyKEHbl KOMIIBIOTEPHBIE ATAKU;



147

2) IOJIKHO o0ecrneunBaTbes LEHTPAJIN30BaHHOE YIPABJICHUE
(aIMUHUCTPUPOBAHUE) KOMIIOHEHTAMH CHUCTEMBI OOHAapyKE€HUS  BTOPKEHHI,
YCTaHOBJICHHBIMH B Pa3JIMYHBIX CETMEHTAX MHPOPMAIIMOHHOMN CHCTEMBI.

Peanu3anusi B MHPpOPMAILIMOHHOM CHCTEME:

Mepa 3ammuThI Knacc 3amuiennoctu
uHbOopMaIuu K3 K2 K1
COB.2 + + +
Ycunenne COB.2

4.15. CermenTanus u MexcereBoe 3xpannposanue (MC))
MC3.1. CermeHTanMSs CETH

Heab: ObecnieueHue M30JALUN CEIMEHTOB MH(GOPMAIMOHHON CUCTEMBI APYT
OT Jpyra.

TpeboBanus k peanusauuu: B nHbOpMalMOHHONW CHUCTEME JOJDKHA OBITh
peanu3oBaHa CEerMEHTalUs nH(pOpMaIIMOHHOU CHUCTEMBI. CermeHranus
MH()OPMAITMOHHOW CUCTEMBI IPOBOAUTCS IIyTEM BBIJCICHHUS:

CETEBBIX CETMEHTOB (HapUMep, BHYTPEHHSS CeTh MH()DOPMAITMOHHOM CUCTEMBI,
CETh FOCTEBOIO JIOCTYMA);

(GyHKIMOHAIBHBIX CErMEHTOB (HAMpUMEp, CETh JJi 00pabOTKH (PUHAHCOBBIX
JAHHBIX, CETh JJIS MOJIb30BATEIBCKUX UHTEPPEICOB);

CErMEHTOB C Pa3JIMYHbIM YPOBHEM 3HAUYMMOCTH UH(POpPMaALIUK;

CErMEHTOB C Pa3JIMYHBIMU KJIACCAMHM 3aIIUILIEHHOCTH;

CErMEHTOB C pPa3IMYHBIMU TUTIAMU YCTPOUCTB (Hanmpumep,
aBTOMATHU3MpPOBaHHbIE  pabouyume MecTa, CEpBEphbl, TEIECKOMMYHUKAIIMOHHOE
obopyioBaHuE);

CErMEHTOB BUPTYaJIbHOW CPEJIbI;

CErMEHTOB KOHTEUHEPHOM CpEbI.

[Ipu cermeHTanmu HHPOPMALMOHHON CHUCTEMBI JIOJDKHBI 00€CcHeunBaThCs
KOHTPOJIb U (PUIIBTpAIUs CETEBOTO Tpa(uKa HA TPAHUIIAX CErMEHTOB.

[Tpu cermenTanuu HHGOPMAIITMOHHON CUCTEMBI JOJIKHA MPOBOJAUTHCS MMPOBEPKA
KOPPEKTHOCTH CErMEHTaluud HWH(GOPMALMOHHOW CHCTEMBI B COOTBETCTBUU C
DKCIUTYyaTallMOHHOW JTOKYMEHTALMEW, HO HE PEXKE OJHOIO pas3a B OJ.

JlomkeHn ObITh oOOecleYeH MPUHIUMI MUHUMAIBHBIX TPUBWICTUH TPU
B3aMMOJICHCTBUM MEXIYy CErMEHTaMM, MpU TMPEAOCTaBICHUM JOCTYyINa CyObEKTOB
JI0CTyIa B CErMEHThI UHPOPMALIUOHHOMN CHUCTEMBI.

VYkazaHHble Mephl 3alIUThl UH(QOpPMALMK PEATU3YIOTCS 3a CYET NMPUMEHEHUS
B MTH(GOPMAIIMOHHON CUCTEME MEKCETEBBIX SKPAHOB, U (MJIM) MHOTO(YHKIIMOHATIBHBIX
MEXKCETEBBIX 3KPAHOB YPOBHS C€TH, U (WJIHM) CPEACTB OJHOHAIIPABICHHOW Mepenadu
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uHpopManu, a Takxke (MpU HEOOXOJUMOCTH) 3a CYET (PU3MYECKON H3OJSALUU
OTJEJIBHBIX CETMEHTOB UH(OPMALITMOHHON CUCTEMBI, OIPEEISIEMBIX OLIEPATOPOM.

TpeOoBanus K JOKYMEHTHPOBAHMIO: B SKCIUTyaTallMOHHONW TOKYMEHTALlUH Ha
MHQOPMAIIMOHHYIO CHUCTEMY JOJDKeH OBITh OMNpe/ieieH MOPSI0K CEerMEHTAaIUH
UH(GOPMALIMOHHON CUCTEMBI.

TpeOoBaHusA K YCHIICHUIO:

1) nommxHa OBITh peaJin30BaHa MHUKPOCETMEHTALIMS HAa YPOBHE CEIrMEHTOB
MH(POPMALIMOHHON CHCTEMBI, 00ecreunBaoIlas UX pa3JesieHue Ha W30JIMPOBaHHbBIC
CETMEHTHI,

2) noikHa OBITh pealn3oBaHa BO3MOXKHOCTh IPEAOCTaBICHUS JOCTYIa
BHEILIHUX MOJb30BATENEH K NPHIOKEHUSIM (cepBHCaM) UH(OPMAIMOHHONW CHUCTEMBI
0e3 mpenocTaBiIeHus JOCTyNa K MHBIM CErMeHTaM MH(OPMALIMOHHON CUCTEMBI;

3) no;kHa OBITH peaJu30BaHa AaBTOMATH3allMs YNPABICHUS IpaBUIaMHU
¢uiabTpauu B CErMEHTaX MH(POPMAIIMOHHOM CHCTeMbl Uil oOecHedeHus
COTJIACOBAaHHOCTH MPABUJI HA PA3JIMYHBIX MEXKCETEBBIX IKpaHax;

4) NOJKHBI LIEHTPAJIM30BaHO PETUCTPUPOBATHCS COOBITHS OJIOKUPOBKH HOIBITOK
J0CTyMa B 00XO0J ONpEAEsieMbIX ONEPATOPOM MPABUII MEKCETEBOIO KPaHUPOBAHUS
C IPUMEHEHUEM CPEJICTB MOHUTOPUHIa MH(POPMALIMOHHON 0€30MacHOCTH.

Peasmmsauust B uHGoOpMalnOHHOH cucTeme:

Mepa 3amuThI Knacc 3amuiennoctu
uH(popMaIuu K3 K2 K1
MC3.1 + + +
Yeunenne MCO. 1 1

MC3.2. Opranusanust AeMUJITHTAPU30BAHHOM 30HbI

Hean: Coznanue koHTposupyemoro OydepHoro cermeHTa MHGOPMAIIMOHHON
CUCTEMBI I 0€30MacHOr0 B3aWMOJCHCTBUS C BHEUTHUMU WH(OOPMAITMOHHBIMU
CHUCTEMaMH U CETSIMHU.

TpebooBanus k peanusanum: B mHOOpMalMOHHONW CHCTEME JOJDKHA OBITh
pealii3oBaHa JEMIJIMTAPU30BaHHAss 30HAa IS  pa3MEUICHHWsS  KOMIIOHEHTOB
WHOOPMAITMOHHOW CHCTEMBI, O00ECIICUYMBAIOIIMX B3aUMOACHCTBHE C BHEIIHUMH
MH()OPMAITMOHHBIMHA CUCTEMaMH U CETSAMH, BKITIOYas ceTh «IHTepHeT».

JlemunuTapu3oBaHHash 30HA JOJDKHA OBITh HM30JIMPOBAHA OT BHYTPEHHHX
CErMEHTOB  MHGOPMAIIMOHHONW  CHUCTEMBI,  oOpabarbiBalOmux  WHMOpMAIUIO
OTPAaHUYEHHOTO JIOCTYIa, C TMPUMEHEHHEM MEXKCETeBBIX JKpaHOB, © (WIJIH)
MHOTO(YHKIIMOHAJBHBIX MEKCETEBbIX SKPAaHOB YpPOBHS CE€THU, U (WJIM) CPEICTB
OJIHOHAIPaBJICHHOMW Nepeaadyn nH(popMaIuu.

Bce cereBble coeuHEHUsT MEXKIY JIEMHJIMTAPU30BAHHOM 30HOM, BHEUTHUMHU
MHOOPMAITMOHHBIMA CHUCTEMaMH, CETSAMH M BHYTPCHHHUMH CETMEHTAMHU JOJDKHBI
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OPOXOAUTh  4Y€pe3  CPEACTBA  MEXKCETEBOIO  HDKpaHMpoBaHMs U (WIM)
MHOTO(YHKIIMOHAJIbHBIE MEKCETEBbIE SKPAHbl YPOBHS CETH.

TpeGoBanus K JOKYMEHTHMPOBAaHHUIO: B dKCIUTyaTallMOHHON JOKYMEHTAllUM Ha
UHQOPMAIIMOHHYIO CHUCTEMY JOJDKeH OBITh OIpEAeieH TMOPSI0K OpraHu3aIiH
JEMUJIMTAPU30BAHHOUN 30HBL.

TpeOoBaHus K YCHIICHUIO:

1) momxHa obecrieunBaThCs 3allUTa KOMIIOHEHTOB HH(OPMALIMOHHON CUCTEMBI,
HaXOJAIIUXCS B IEMUJIMTAPU30BaHHOM 30HE, C IPUMEHEHUEM CPEJICTB MEKCETEBOIO
HKpaHUPOBAHUS YPOBHS BeO-cepBepa;

2) TOJIKHBI HCIIOJIB30BATHCA OOpaTHBIE MPOKCU-CEPBEPHI ISl OpraHU3al|U
JocTyna K =~ KOMIOHEHTaM  HMH(MOPMALMOHHOM  CHUCTEMBI,  HaxOJSIIHUMCA
B IEMWINTAPU30BAHHOU 30HE;

3) anmapatHas 1iaTopMa CpeACTB 3alMThl MHGOpMalMu (B TOM YHCIE
MHOTO(YHKIIMOHAJIbHBIX MEKCETEBBIX JKPAHOB YpPOBHSI CETH), HCIOJb3YEMBIX B
JEMWJINTApU30BAHHON 30HE sl 0€30IacHOro0 B3aMMOJCHCTBUSL C BHEIIHUMHU
MH(GOPMALMOHHBIMU CUCTEMAMHM U CETSIMH, JIOJDKHA OrPaHWYMBaTh JIOCTYI 4depes
ceTeBble MHTEpPQEHChl K ONEpaTUBHOM NaMATH YKa3aHHBIX CPEACTB 3alUThI
MH(}OpMaAUU TOIBKO B pa3pelIeHHOM JIUaNa30He aApPECOB U UCKIIFOYATh BOZMOXHOCTb
noctyna (Kak Ha YT€HHE, TaK U Ha 3allMCh) K OCTAIIbHOW YacTU ONEpPaTUBHON MaMATu
CO CTOPOHBI CETEBOT0 UHTEpPeiica.

Peasmmsauust B uHGOpMallnOHHOH cucTeMe:

Mepa 3amursl Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
MC3.2 + + +
Ycunenune MCDO.2

MC?3.3. KonTpoas ceTeBoro nocryna u puiabrpanus tpaguka

Hean: ObGecnieuenne 0€30MaCHOIO  CETEBOTO  B3aMMOJCUCTBUS  MEXKIY
CerMeHTaMu MH()OPMAIIMOHHOW CUCTEMBI, a TaKKe BHEITHUMH HH()OPMAIMOHHBIMU
CUCTEMaMHU U CETSIMHU.

TpeboBanus k peanmusanmu: B undopmanmoHHol cucteme JI0JKEH ObITh
pealin30BaH KOHTPOJIb CETEBOr0 JOCTyna U (GUiIbTpalus BCero Tpapuka Ha rpaHuIax
MEX/1y CeTMEHTaMU MH(POPMAIIMOHHON CHCTEMBI, a TaKXKEe Ha IPAHULIEC C BHEIIHUMHU
MH(GOPMALMOHHBIMU CUCTEMaMHU U CETSIMH, BKJItouas ceTh «IHTEepHETY.

KoHnTponb J0MmKEeH OCYIIECTBIATHCS € MPUMEHEHUEM MpaBuil (PUIbTpanuu
Tpaduka, pa3pabOTaHHBIX C YYETOM AaKTyaJbHBIX yrpo3, W (WJIM) C NPUMEHEHHEM
CPEICTB OJJHOHAIIPABJIEHHOM Nepeaadn nHPOpMaluu.

B nHpopmannoHHol cuctemMe JOJIKHBI OBITh ONpEAEICHbI ITPaBUla KOHTPOJIS U
¢bunbpTpanuu ceteBoro Tpadpuka. OUIBTPAIMU MOJIEKAT BXOISAIINE U HUCXOSIINE
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ceTeBble coeAuHeHUs. B MHPOpManMOHHOW cUCTEME MOJKHBI PErUCTPUPOBATHCS
coObITHSI  0€30MaCHOCTH, CBS3aHHBIE C  HapylIEHUEM TMPaBUIl  CETEBOIO
B3aUMOJEHCTBHUS, ONPENIEIAEMBIX OIIEPATOPOM.

JloioxkHO — oOecrieuuBaTbCs  PE3EPBHOE  KONUPOBAHHME IEPEUHS  PABUI
MEXKCETEBOI0 IKPAaHUPOBAHUS

VYKa3aHHbIE MEpbI 3alIUThl WH(GOPMALUK PEaM3yIOTCSA 3a CUeT NMPUMEHEHHUS
B MH(GOPMAIIMOHHON CHCTEME MEKCETEBBIX SKPAHOB, U (MJIM) MHOTO(YHKIIMOHATIBHBIX
MEXKCETEBbIX PKPAHOB YPOBHS CETH, U (WJIM) CPEICTB OJHOHANPABJICHHON Mepeaadu
uHpopManmu, a Takke (MpU HEOOXOJUMOCTH) 3a CcYeT (U3UYCCKON H3OJISIHUH
OTJIETbHBIX CErMEHTOB MH(GOPMAIIMOHHON CUCTEMBI, ONIPEIETIEMbIX OMEPATOPOM.

TpeOoBaHUsA K JOKYMEHTHPOBAHMIO: B 3KCIUTyaTallMOHHON JTOKYMEHTALIMK Ha
MH(POPMALMOHHYIO CHCTEMY JOJDKEH OBbITh OINpelesieH MOPSAOK KOHTPOIS H
(GunpTpanyu ceTeBoro Tpaduka.

TpeboBaHus K yCHIICHUIO:

1) Ha anmapaTHOM ypOBHE JIOJKHA OBITh peajn30BaHa nakeTHas GuibTpalus Ha
OCHOBE (hU3M4eCcKUX U (WJIM) CETEBbIX aJPECcOB OTIpPaBUTENEH, U (W) TOJIydaTenen
ceTeBOro Tpaduka C TPUMEHEHHMEM  MEXCETEBbIX JKpaHOB, U  (WJIH)
MHOTO(YHKIITMOHAIBHBIX MEXKCETEBBIX SKPAHOB YPOBHS CETH.

Peasmmsauust B uHGOpMallnOHHON cucTeMe:

Mepa 3amuThI Knacc 3amuiennoctu
uH(popMaIuu K3 K2 K1
MC3.3 + + +
Ycunenne MCD.3

MCD.4. MackupoBaHue CHCTEMbI

Hean: 3aTpyiHEHUE MNPOBEACHUS aHaau3a HMHQPOPMAIMOHHONW  CHCTEMBI
Y TIOJyYCHUsI CBEICHHUM O €€ KOHPUTyparuu U OCOOCHHOCTSIX (DYHKIITMOHMPOBAHUS
BHEIITHUMU HAPYIIUTEIIMU 0€30MacHOCTH HH(OPMAIIUH.

TpebooBanus k peanusanmum: B nHbOpMaAIMOHHON cHUCTEME JOJDKHBI OBITh
oTpeiesIeHbl KOMIOHEHTHI HH()OPMAIIMOHHOM CUCTEMBI, PACIIOJIOKEHHbBIC HAa TPAHUIIE
C BHEIIHUMM CHCTEMaMH M CeTAMH, BKJIouas ceTb «VHTepHeT», mojiexaliue
MAaCKHUPOBAHHUIO.

[Ipy  mackupoBaHWMM  JODKHA  OBITh ~ HWCKIIOYEHA  BO3MOKHOCTH
HECAHKIIMOHUPOBAHHOTO OIPEJEICHUS CETEeBBIX aJpPEecOB, HAMMEHOBAHUMN Y3JIOB,
TUIIOB ¥ BEPCUH IPOrpaMMHOT0 obecriedeHust HHHOPMAITMOHHONW CHCTEMBI.

OTBeThl Ha CeTeBbIE 3aMpPOChl K KOMIOHEHTaM HH(QOPMALMOHHON CHUCTEMBI,
NoJAJiekKAIMM  MAaCKMPOBAHMIO, HE  JIOJDKHBl — pacKpbiBaTb  CBEIEHUS O
UH(OPMAIIMOHHON cucTeMe (Hampumep, CETEBbIX aJ[PpecOoB, HAMMEHOBAHHUM Y3JIOB,
TUIIOB U BEPCUH TIPOTPAMMHOTO OOECTICUCHHS).
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Peanuzanmss MackupoBaHMs HE JOJDKHA HApYyIIATh IITaTHbIE ITPOLIECCHI
(GYHKIIMOHUPOBaHUS NH()OPMALIMOHHON CUCTEMBI.

TpeGoBanus Kk 1OKyMeHTHPOBaHUIO: He npenbsaBisroTcs.

TpeOoBaHusA K YCHIICHUIO:

1) IOMKHBI NPUMEHATHCS TEXHOJIOTUM COKPBITUS CETEBBIX aJIpPECOB CEPBHCOB
JUISL YTIPABJIEHUS JOCTYIIOM K aIMUHUCTPATUBHBIM CEPBUCAM;

2) TOJIKHBI UCIIOJIB30BAThCSI CUCTEMBI 3aMEJICHHS] CETEBOI0 CKAaHUPOBAHMS;

3) oMKHO OBITH 00ECIIEYEHO WTHOPUPOBAHME 3allpOCOB C  BHELIHUX
HUCTOYHUKOB;

4) NOJKHBI TPUMEHSATHCA CPEICTBAa MAaCKUPOBAHUSA aTpUOYTOB CETEBOIO
TpaduKa AJIs 3aTpyJHEHNS aHAIU3a.

Peasmmsauust B uHGOpMaLlMOHHOM cucTeMe:

Mepa 3ammuThI Knacc 3amuimennoctu
uHbopMaIuu K3 K2 K1
MCD.4
Ycunenne MCD .4

MC3.5. Co3nanue JOKHBIX CHCTEM

Iean: BeIsiBiieHWE TOMNBITOK HECAHKIIMOHUPOBAHHOIO JOCTYNAa HApYyIIUTEIEH
B MHPOPMAIMOHHOM CHCTEME C HCIOJb30BAaHUEM CHELHAIbHO CO3JaHHbIX
(3MYJIMPOBAHHBIX ) JIOKHBIX MH(OOPMAIIMOHHBIX CUCTEM U (MJTM) UX KOMIIOHEHTOB.

TpeGoBanuss k peaauszanmu: B uHPOpMalLMOHHON cHCTeMe  JTOJKHBI
MPUMEHSATHCS CIIELMAIBHO CO3JaHHbIE (AMYJIMPOBAHHBIE) JIO)KHBIE HH(DOPMALIMOHHBIE
cucteMbl W (WiIM) JIO)KHBIE ~ KOMIIOHEHTBl ~ MH()OPMALIMOHHON  CHUCTEMBI,
npelHa3HaueHHble Ui OOHapyKEHHUs, pEerucTpallud W aHaiu3a JAeWCTBUN
Hapymureneil 0e3omacHOCTM HMHGOpMalMKW B MPOLECCe pealu3ald  yrpo3
6e3omacHoCTH UH(POPMAIIUH.

JloxxHble MHGOPMAIIMOHHBIE CUCTEMBI UJIM UX KOMIIOHEHTHI IOJKHBI:

UMUTUPOBATh QYHKIMOHUPOBAHKUE PEaTbHON MH(POPMALIMOHHON CUCTEMBI WU
€€ KOMIIOHEHTOB (CETMEHTOB);

oOHapy>XKuMBaThb W PETUCTPUPOBATH JACUCTBUS HapylIuTenaed Oe30MacHOCTH
uH(pOpPMaIMU TI0 peau3aluy KOMIIbIOTEPHOH aTakH;

nepenaBaTh  coOpaHHYI0  MHGOpPMAlMI0O B CHUCTEMbl  MOHUTOPHUHTIA
nH(OPMAITMOHHOM 0€301TaCHOCTH.

Jloxxuple  WMH(MOPMALMOHHBIE CHUCTEMbl JOJKHBI  OBITh ~ M30JUPOBAHBI
0T UH(GOPMALIMOHHOM CUCTEMBI, 00J1a1aTh MpU3HAKAMH ()YHKIIMOHUPYIOIIUX CEPBUCOB
U HE JI0JKHBI coJiepKaTh MH(GOPMAIIMIO OTPAHUYEHHOTO JOCTYTIA.

TpeOoBaHus K IOKYyMeHTHPOBaHMIO: He npebsBiastoTcs.

TpeGoBaHus K yCHIICHUIO:
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1) Ha KOMIOHEHTaX UHGOPMAIITMOHHON CUCTEMbI JIOJDKHBI CO3/1aBATHCS JIOKHBIE
naHHble. HarpruMep, MOTYT c0O3/1aBaThCsl CJICIYIONINE TUITI JIOKHBIX JAaHHBIX:

dbopmat TekcToBBIX (aitioB u Tabsui doc, docx, odt, xls, xIsx;

JIO’)KHBIE JTaHHBIC, pa3MEIIacMble B CUCTEMHBIX KOMIIOHEHTAX OIEpPaIlMOHHBIX
CHUCTEM;

JIO)KHBIE JTaHHBIC, pa3MeIlacMble B MPUKIATHOM MPOTPAMMHOM OO€CIIeUeHUN
OTICPAITMOHHBIX CUCTEM;

2) noxHble WHOOPMAIIMOHHBIC CHUCTEMBl WM WX KOMIIOHEHTHI JIOJKHBI
IPEAOCTABIATh BO3MOXXHOCTh OJIHO3HAYHOTO OMpPEENeHUs] UX KaK CYIIECTBYIOIICH
MH(POPMAITMOHHON CHCTEeMBI, 0€3 BO3MOXXHOCTH OTPEICIICHUS KOMIIOHEHTa Kak
aneMeHTa HHPOPMAITMOHHON CUCTEMBI.

Peasmmsauust B uHGOpMalLlMOHHON cucTeMe:

Mepa 3ammuThI Knacc 3amuimennoctu
uHbopMaIuu K3 K2 K1
MCD.5
Yceunenne MCD.5

4.16. 3amuTa 0T KOMIBIOTEPHBIX ATAK, HANPABJEHHBIX HA 0TKA3 B
oocayxkuBanuu (300)

300.1 3amuTa 0T KOMIBITEPHBIX ATAK, HANIPABJIECHHBIX HA 0TKA3 B
00C/Iy’)KMBAHUM, IIPH IO0CTYIe BHEIIHHUX M0JIb30BaTe el K MPUKJIAAHBIM
cepBHCaM, MIPeJ0CTaAB/IsIeMbIM HHPOPMALMOHHON CHCTEMOM

Hean: ObecrieueHre JOCTYMHOCTA WH(POPMALMOHHOW CHCTEMBI, B TOM YHCIIE
BXOJISIIIMX €€ COCTaB OOBEKTOB 3alUThl HH(OPMaLK (IPUKIIAJHBIX CEPBUCOB, CETEBBIX
CEpBUCOB) MPU pealiM3allii HapyIIUTEIEM KOMIIBIOTEPHBIX aTaK, HAIIPABJICHHBIX HA OTKA3
B 00CITy’KUBaHUHU.

TpeooBanusi k peanuzamuu: B uHbOpMalmoHHON cHUCTeMe OHKHBI OBITh
pea30BaHbl CIETYIOIINE MEPHI:

cepBepbl, O00ECNEeUnBAIOMIME M TPEIOCTABISAIONIME MPUKIAAHBIE CEPBUCHI
MH()OPMAITMOHHOW CHCTEMbl BHEIIHUM MOJb30BaTENIIM UHPOPMALIMOHHON CHUCTEMBI,
JOJDKHBI pa3sMeliaTbCsl B JEMWIMTAPU30BAHHOW 30HE, COOTBETCTBYIOLIEH Mepe
3amuThl nHGopmanmu MCD.2;

Ha TpaHULE JAEMWIMTAPU30BAHHOM 30HBI WM JI0 TMOCTYIUJICHUS B
JAeMIJINTaPU30BAHHYIO 30HY CETEBOM TpaduK 13 BHEIIHEN CETH JOJIKEH MOJIBEPTaThCs
(GUIBTpaIM U OYUCTKE OT COCTABJISIFOLIUX, CBI3AHHBIX C KOMIBIOTEPHBIMH aTaKaMH,
HanpaBJICHHBIMU HAa OTKa3 B OOCIY>KMBAHWM, C MCIOJB30BAHHEM CPEJIICTB 3aLIUTHI
uHbopMaIlMM OT BO3ACHCTBUM, HANpaBIEHHbIX HA OTKAa3 B O0O0CIyXUBaHUU
nH()OPMAITMOHHBIX (aBTOMATU3HPOBAHHBIX ) HA CTOPOHE ornepaTopa HH(POpMaImOHHOM’
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CUCTEMBI, U (WJIM) Ha CTOPOHE MpoBaiiaepa, U (WIu) opraHu3aliuu, IpPea0CTaBISIOMICH
YCIYTH CBSI3M, W (WJIM) OpraHU3allMH, OKAa3bIBAIOIICH YCIAYTHM IO KOHTPOJIIO,
dbunpTpanu U OJOKHPOBAHUIO CETEBBIX 3aIllPOCOB, OO0JAJAIOIMIUX ITPU3HAKAMHU
KOMITHIOTEPHBIX aTaK, HAIIPABJICHHBIX Ha OTKa3 B 00CITyKMBaHUH.

TpeOoBaHusi kK IOKyMeHTHUPOBaHUIO: He npeabsaBisitoTcs..

TpeooBanus k ycuienuro: He npeabssisitorcs.

Peanusanust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3amuTh Knacc 3ammmenHocTH
uHopMaru K3 K2 K1
300.1 + + +
Yceunenue 300.1

300.2 KoHTpoab u pujabTpanus BXOAsIEro Tpaduka

Hesnb: VckimroueHre HENErMTUMHBIX TOTOKOB BXOJAILIET0 Tpaduka CEpBUCOB
MH(POPMALMOHHON CHCTEMBI.

TpeooBanusi k peanmzanuu: [Ipy peammzaimu  KOHTpOJiE W (QUWIBTpALUU
BXOZSILEro Tpaduka B MHPOPMALMOHHON CUCTEME JIOJDKHO OBITh 00ECTIEYEHO:

NPUMEHEHHUE TpaBUia (UIBTPALUM BXOSIIETO Tpaduka B MOMEHT MOCHe
OOHapy’KeHUs1 KOMIIbIOTEPHOM aTaKy, HAIPaBJIEHHON Ha OTKa3 B 0OCITYKUBAHUM;

NpUMEHEHHE TMpaBWwil (QUIbTpalMd BXOJAIIErO Tpaduka Ha CETEBOM MU
TPAHCIOPTHOM YPOBHSIX MHPOPMAITMOHHBIX CUCTEM;

NPUMEHEHUE TpaBWJl (PUIBTPALIMM HA OCHOBE MATPHULBI KOMMYHHMKALUN
MHDOpPMAIMOHHBIX CHUCTEM C ceTblo «l/HTepHeT» Ha TpPaHCIOPTHOM YpPOBHE
MH(POPMALMOHHBIX CUCTEM U TIOJIEPKAHUE €€ B aKTyaIbHOM COCTOSIHUM;

OIpE/IeNICHNE CETEBBIX aJ[pecOB, C KOTOPBIMU JOJKHO OBITh OOECHEedeHO
B3aMMO/IeiicTBIE HH()OPMALIMOHHON CUCTEMBI, U TPUMEHEHNE CIIMCKOB pa3peIIeHHbIX
CETEBBIX aJIPECOB;

bunbTpalMs JaHHBIX WH()OPMAIMOHHOW CHUCTEMBI 3a CUET OINpPEIACICHUS
CTPAHOBOW MPHUHAJICKHOCTH CETEBBIX aJIPECOB LIEHTPA MOHUTOPUHIA U YNPABICHUS
ceTssMu CBsi3u oOmiero mnosib3oBanus (GeolP) myreM wuckimtoueHus Tpaduka, He
otHocswerocs K IP-agpecam Poccuiickonn denepaunu, B yCIOBUAX pealn3aluu
KOMIIBIOTEPHBIX aTaK, HAMPABJIEHHBIX HAa OTKa3 B OOCIYy)KMBaHHH, NMPU KOTOPBIX HE
yaaeTcsi 00ECIeUHTh JOJDKHBIM ypOBEeHb (uibTparuu (00ecneunuTh AOCTYIMHOCTH
MH(GOPMALIMOHHON CUCTEMbI) HA OCHOBE MaTPHIIbl KOMMYHUKaLUN HHPOPMAIIMOHHBIX
CUCTEM.

Jns  3amuThl  MHQOPMALMOHHBIX cUCTeM W (uubTpanuu  Tpaduka
KOMITBIOTEPHBIX aTaK, HANpaBJICHHBIX Ha OTKa3 B OOCIY)XHMBAaHUU, Ha MPHUKIATHOM
YPOBHE B TOM YHCJIE JIOJKHBI UCIIOJIB30BATHCS CICIMAIU3UPOBAHHbBIE IPOTPAMMHBIE,
[IPOrpaMMHO-ANIMAPaTHbIE CPEACTBA W (WJIM) YCIyTH IpPOBAaiI€pOB XOCTHUHIA WM
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OpraHu3aliii, TNPENOCTABJISAIONIMX YCIYTM CBsi3u, ©W (WIM) OpraHu3aluid,
OKa3bIBAIOIIMX YCIYTH MO KOHTPOJIO, (UIbTpalMd M OJOKHPOBAHHUIO BXOJSIIETO
Tpaduka, CliocCOOHBIX pabOTaTh HA MPUKIATHOM YPOBHE MHPOPMAIIMOHHBIX CHCTEM.

TpeOoBaHusi K JOKYMEHTHPOBAaHNIO: B 3KCIUTyaTalluOHHON JOKYMEHTAIIMU Ha
CUCTEMY 3aIUThl HHPOPMAIUH TOJKHBI OBITH ONPEICICHBI:

nepeyeHb UHTEPECOB U CEPBUCOB MHPOPMAIIIOHHBIX CUCTEM, KOTOPBIE JOJLKHBI
ObITh TMOCTOSIHHO JOCTYMHbI W3 cetu «MHTepHeT» M mMOANeXkaT 3alluTe
OT KOMITBIOTEPHBIX aTaK, HAIIPABJICHHBIX HA OTKa3 B O0CITYKUBaHUH;

COCTaB mojpa3ieieHui (paOOTHHUKOB), YYaCTBYIOIIMX B IPEJOCTABICHUU
(OTKpBITHH) JTOCTyHa MOJIb30BaTEsIM U3 ceTh «lHTepHeT» HMHTEep(EeNcOB U CEpBHCOB
MHPOPMALMOHHBIX ~ CHUCTEM, TNOMJISKANIMX 3allUTe OT KOMIIBIOTEPHBIX  aTak,
HANpaBJeHHBIX HAa OTKa3 B OOCTY)XWBaHWM, MX (YHKIUH M TIOJTHOMOYHS, MOPSIOK
B3aMMO/ICHICTBUS NP MPOBEIECHUHT MEPOIIPHUATHN;

TpeOOBaHME O XpaHEHUH B TEUEHUU TpeX JeT HuHPopMamuu o Qakrax
peanu3aly KOMIbIOTEPHBIX aTaK, HAIlPaBJICHHBIX HA OTKAa3 B OOCITY>KUBaHUU: JaTa U
BpeMs Hayasla ¥ OKOHYAHHUS peau3alluy aTakK, TUI aTaky (Ha CETEBOM, TPAHCIIOPTHOM
U TPUKIATHOM YpOBHsX), 00beMm (I'OuT/c, ceTeBBIX MaKEeTOB/C, B Ciy4yae arTak
MPUKIAAHOTO YpPOBHSA - 3allpOCOB B CEKYHJy), IEPEYEHb CETEBBIX aJIPECOB,
ABJISIFOIIMXCSI MICTOYHUKOM aTak (3a UCKJIIOYEHHEM ciydaeB noaMmensl [P-anpecos), u
CETEBBIX aJIPECOB, MOABEPKEHHBIX aTaKaM.

TpeOoBaHusI K yCHIICHUIO:

1) B uH(OpMAIMOHHON cHCTEME JODKHO OBITh 00ECTIeYeHO MPUMEHEHNUE TIPaBUIT
(buIbTpaIyy BXOAAIIEero Tpaduka Ha MOCTOSTHHOM OCHOBE;

2) B uH(MOPMAIIMOHHOM CHUCTEME JIOJDKHO OBITh  00€CHeueHO Halu4due
BO3MOKHOCTH aHanu3a TLS-Tpaduka myTemM ero packpbITus UM HHPOPMALIUU O HEM,
MOJIy4aeMOl B BHUJE XYPHAJIOB COOBITUN J0OCTyHa K 0ObEeKTaM HH(POPMALMOHHOU
CUCTEMBI.

Peasmmsauust B uHGopManinoHHoO# cucreme:

Mepa 3amuTsl Knacc 3amumennoctu
uH(bopMaIuu K3 K2 K1
300.2 + + +
Ycunenune 300.2 1

300.3 MOHUTOPHUHT COCTOSTHUS CEPBUCOB U NHTeP(deiicoB

Heab: OGecrieueHne  HEMPEPHIBHOIO  KOHTPOJIS  COCTOSHUSA — JIOCTYITHOCTH
MH()OPMALIMOHHBIX CUCTEM U KIIFOUEBBIX NOKAa3aTeNell NPOU3BOIUTEIBHOCTH CEPBUCOB U
CPEZCTB, UCIIOJIB3YEMBIX UL 3aIUTHl OT KOMIIBIOTEPHBIX aTaK, HAIIPABICHHBIX HA OTKA3
B 00CITy>KHBaHHUH.

TpeGoBanusi k peanusanmm: [Ipy BBINOJIHEHMH MOHUTOPHHIA COCTOSIHUS
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CEpBUCOB M HHTEpdeiicoB B MHPOPMAIIMOHHOW CHUCTeME IO/DKEH OBbITh obecrieueH
MOHUTOPUHT:

roKazaresieil 3arpy3ku HEHTPAIBHOTO MPOIIECCOPa, ONIEPATUBHON MaMSITH, CETEBBIX
uHTepdeiicoB (OUT/C M TAKETOB/C) CEPBEPOB, BUPTYaIbHBIX MAIIMH, CETEBOTO
000pyI0BaHMS, a TAKKE HAXOISAIINXCS HA IEPUMETPE CPECTB 3aLUThHI HH()OPMALIUH;

MoKa3aTesiell KOJMMYeCcTBa OJHOBPEMEHHO YCTAHOBJICHHBIX CETEBBIX COCAMHEHUI
Uit cpencTB (0aTaHCUPOBIIMKOB HArpy3KHM, MEXCETEBBIX SKPAHOB YpPOBHS CETH,
MEKCETEBbIX IKPAaHOB YpPOBHS BEO-CEpBEpa U JIPYTHX CPENICTB), PEATU3YIOIINX CETEBbIC
(YHKIMU C KOHTPOJIEM COCTOSIHUSI COSTUHEHU;

KOJIMYECTBA 3alpOCOB Ha MPUKIATHOM YpPOBHE HH(DOPMALMOHHBIX CHCTEM JIS
CPEIICTB M CEPBHUCOB, (PYHKIIMOHUPYIOIINX Ha MPHUKIIATHOM YPOBHE;

KOJIMYECTBA M TUIIOB OIMOOK, OTTAaBAEMBIX B OTBETAX MPHUIIOKEHUSIMHU U CEPBUCAMHU
MH(POPMALMOHHON CUCTEMBI.

B uHpopmanoHHO cucteMe J0KHAa OBITh OOEcleueHa HENpPEephIBHOCTD
perucTpanyy CoObITUH O HEJOCTYIIHOCTH CEPBUCOB U MHTEP(ENCOB MHPOPMAILIMOHHON
CHCTEMBI.

TpeOoBanusi K JOKYMEHTHPOBaHMIO: B sKCITyaTalilMOHHOW JAOKyMEHTAalluy Ha
MH(POPMALMOHHYIO CUCTEMY JIOJDKHBI OBITh ONPEIEIIECHBI:

KJTFOUEBBIE TTOKA3aTENN POU3BOUTEIFHOCTH CEPBUCOB M CPEICTB, UCTIOIB3YEMBIX
TS MOHUTOPUHT ;)

MOPSZIOK pearnpoBaHusl Ha COOBITHSI, CBSI3aHHBIE C HEOCTYMHOCTHIO CEPBUCOB H
uHTepPeticoB UHPOPMAITMOHHON CUCTEMBI.

TpeOoBaHuUs K yCHIIEHHIO:

1) B cimy4ae MCMOIb30BaHMS YCIIYT TPOBAiIepOB XOCTHHTA, U (UJTH) OpraHU3allni,
MPEIOCTABIAIOMINX YCIYTH CBSI3U, U (WJIM) OpraHU3aIlfii, OKa3bIBAIOIIUX YCIYTH TI0
KOHTPOJI0, (PUIIbTpaluu U OJIOKUPOBAHHUIO BXOASAIIET0 Tpaduka, B MHOOpMAMOHHON
CUCTEME JI0JKEH ObITh 00eCreYeH MOHUTOPUHT COCTOSTHUSI OCHOBHBIX METPHUK PabOTHI
cepBuca 1 ero 3p(HeKTUBHOCTH;

2) B uHPOPMAIMOHHOW CHUCTeME JOJDKEH ObITh 00ecrieueH MOHUTOPUHT
JOCTYITHOCTH MH(OPMALIMOHHON CHUCTEMBbl HAa MPUKIAAHOM YpPOBHE HWH(POPMAIIMOHHBIX
CHCTEM, UCTIONBb3Ysl MHCTPYMEHTBI KOHTPOJIS, PACHONIOKEHHBIE B ceTh « HTepHET».

Peasmmsauust B uHGopMainoHHOH cucreme:

Mepa 3ammThbl Knacc 3amumnieHnocTH
uH(popMaIuu K3 K2 K1
300.3 + + +
Ycunenune 300.3

300.4 baiaHCUPOBKA HATPY3KH

Hesb: [loBbiieHre ypoBHS OTKAa30yCTOMYMBOCTH CEPBHUCOB HMH(DOPMAIIMOHHOM



156

CUCTEMBI B YCIIOBUSX pealM3allii KOMIbIOTEPHBIX aTakK, HAIpPaBJIECHHBIX HA OTKa3 B
00CITyKUBaHUH.

TpeOoBanusi k peasmsanmm: [Ipn oOecrieueHnn OagaHCUPOBKM  HArpy3Ku
B MH(OPMAIIIOHHOM CHCTEME HEOOXOAUMO 00ECTIEUUTh MOIKITI0OYCHHE HH(POPMALTMOHHOMN
CHCTEMBI TI0 HE3aBUCHMBIM (DM3MUYECKUM KaHalaM CBS3M K HECKOJBKUM TMpoBaiiaepam
ycnyru jgoctyna Kk cetu «VHTepHeT» M 00ecrneduTh BO3MOXKHOCTH OJTHOBPEMEHHOI'O
IpueMa BXOAALIETO TpaduKa 0 HECKOIBKUM KaHAJIaM.

B ciyuae ncnonb3oBaHus yCIyr MpoBaiiIepOB XOCTHHIA, U (WJIM) OpraHU3alU,
IPEJOCTABISAIOMIMX YCIYTM CBS3M, M (MJIM) OpraHM3alvii, OKa3bIBAIOIIMX YCIYTH
0 KOHTPOJO, (uUIbTpaluu W  OJIOKHPOBAHMUIO BXOAsIIEro Tpaduka, B
MHPOPMAITMOHHON  cHUCTeMe Heo0XoauMo oOecrneuuTh BBIOOp  IpoBaijepa,
YAOBJIETBOPSIOIIETO YKa3aHHOMY BbILIE TPEOOBAHUIO.

B wuHpoOpMalMOHHON cucTeMe [OJKHA OBbITh oO0OecleuyeHa BO3MOKHOCTh
BEPTUKAIBHOIO MaclITaOMpPOBAaHUS MPUKIAAHBIX CEPBUCOB HMH(OPMALMOHHON
CUCTEMBI B YCIIOBUSX pealM3alii KOMIbIOTEPHBIX aTakK, HAIPaBJIEHHBIX Ha OTKa3 B
00CITy)KUBaHUH.

TpeGoBanus k TOKyMeHTHPOBaHUIO: He npenbsaBistoTcs.

TpeOoBaHus K yCHIICHUIO:

1) B uHQOpMaLMOHHOW CcHUCTEME J[0JKHA ObITh oOOecredeHa BO3MOKHOCTh
TOPU30HTAJIBHOIO MAacCIITa0MPOBAHUS TMPUKIAJHBIX CEPBUCOB HWH(OPMAIMOHHON
CUCTEMBbl W pacHpelleJieHUus] HAarpy3Kd MeEXJy y3jJaMud B YCIOBHSX peaau3aluu
KOMITBIOTEPHBIX aTaK, HAIIPABJIEHHBIX Ha OTKa3 B 00CIyKUBAHUU;

2) B uHGOPMAIIMOHHONW CHUCTEME JOJDKHA OBITh OOecrieueHa BO3MOMKHOCTD
pacnpenienieHuss Harpy3Kd OJHOBPEMEHHO IO JIByM Teorpapuyeckd pacipeieieHHbIM
TUIOIA/IKaM, B KOTOPBIX pacrojiaraercs MH(pOpMaIMOHHAs CUCTEMa MpHU YCJIOBUH, YTO
MH(POpPMALMOHHAs MHPPACTPYKTypa MHPOPMALMOHHONW CHUCTEMbI HPEAINOJIAraeT TaKON
MPUHIMI PaOOTHIL.

Peasmsauust B uHGopMainoHHO# cucreme:

Mepa 3amuTsl Knacc 3amumennoctu
uH(bopMaIuu K3 K2 K1
300.4
Ycunenue 300.4

300.5 OrpanuveHune HArpy3KH

Hesb: OrpannyeHre BO3MOXKHOCTH CO3/1aHUS YCIOBUI JIJIs1 HCUEPIIAHHSL PECYPCOB
MH(POPMALIMOHHOHN CHCTEMBI.

TpedoBanus k peanusauuu: [Ipy peasmzanuy Mepsl 110 OTPaHUYEHUIO Harpy3Ku
B HH(OPMALIMOHHOW CUCTEME HEOOXOAMMO YCTAaHOBUTH OIPAHUUECHHUE:

[0 MaKCUMaJIbHOMY YHMCIIy OJHOBPEMEHHO YycTaHOBIEHHbIX TCP-coenuHenmii
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¢ ogHoro IP-anpeca (MakcHMMallbHOE YHMCIIO COEAMHEHUM ONpeAessieTcsl 0 METOAUKE U
UCXOJHBIM JIaHHBIM OIEpaTopa Uil Pa3IMYHBIX TUIIOB MPHUKJIAAHBIX CEPBUCOB, THUIIOB
noJib30Baresiel u (nm) API-kimeHToB);

10 CKOPOCTH OTBETA OT CUCTEMBI IoMeHHbIX uMeH (DNS-cepBepa);

[0 MaKCUMAJIbHOMY YHCIIy OJHOBPEMEHHO BBINOJHSAEMBIX 3allpOCOB B CEKYHIY
Ha TPUKIaTHOM ypoBHe ¢ onaHoro [P-agpeca (MakcMMalbHOE YHCIO 3alpOCOB
OIpeNeNsieTcss 1O METOJMKE M HCXOJHBIM JAaHHBIM Ofeparopa Juisi 3alpocoB,
MOCTYTAOIIMX OT BeO-uHTepdericoB, MOOWIBbHBIX NpuiokeHuid, APIl-uHTepdeiicos,
uHTEepECOB aIMUHHUCTPUPOBAHUS).

[Ipu peanuzaimu Mepbl IO OTPaHUUYEHUIO CKOPOCTH B MH(POPMAIIMOHHOW CHUCTEME
HEOOXOJIMMO 00€CHeUnuTh MOHUTOPUHI Tpapuka B HH()OPMAIMOHHOM CUCTEME U
BBISIBJICHHE AHOMAJIBHOT'O [TOBEICHUSI.

TpeOoBaHusi K JOKYMEHTHPOBaHUIO: He npenbsaBistoTcst.

TpeodoBanusi k ycuiienuio: He npenbsaBistores.

Peanusanusi B uH(pOPMALIMOHHOM cUCTEeMe:

Mepa 3ammThl Knacc 3amumeHHOCTH
uH(popmManuu K3 K2 K1
300.5 + + +
Ycunenune 300.5

300.6 [Toaaep:xka pe3epBa 10CTATOYHON NPONMYCKHON CIIOCOOHOCTH U
pacliMpeHue pecypcoB npu cOosix

Heab: OGecnieueHne pe3eppa pecypcoB MPOITyCKHON CLIOCOOHOCTH, MO3BOJISIIOIIETO
00pabaTeiBaTh BXOJSIIMKA TpapuK B YCIOBUAX peaM3allid KOMITBIOTEPHBIX aTak,
HarpaBJICHHBIX HA OTKa3 B 0OCTYKHBAHUH.

TpeGoBanusi k peammsamuu: B nHbOpMaIMoHHON cucTeMe [OKHBI OBITh
o0ecrieueHbl He MEHEE YEM:

JIBYKPATHBIA pe3epB MOJIOCH TIPOITyCKaHKs Ha KaHalax MpoBaifaepa yCiIyT I0CTymna
k cetu «lHTepHET» (pe3epB ompenensercss M0 METOAUKE W HMCXOIHBIM JaHHBIM
oreparopa);

JIBYKpPATHBIA PE3epPB IO BO3MOKHOCTH OOPaOOTKU Tpaduika Ha OIMPEIESIIEMbIX
OIepaTopoM 3JIeMeHTaxX MH(OPMALIMIOHHOM CUCTEMBI (pE3epB OMpeIeNieTCs] [0 METOIUKE
Y UCXOJ/IHBIM JJaHHBIM OTIEpaTopa).

TpeOoBaHusi K JOKYMEeHTHPOBaHUIO: He npenbsaBistoTcst.

TpeOoBaHuUsI K yCHIICHUIO:

1) IByKpaTHBII pe3epB MOJIOCH! MPOIMYCKaHUs BHYTPH UHPOPMAITUOHHON CUCTEMBI
Ha BCEM IIyTU CJeI0oBaHUS Tpaduka OT TOYKM CONpsDKEHUs ¢ ceTbio «MHTepHeT»
70 TIPUKIIAJHOTO cepBHca. Pe3epB paccumThIBA€TCS OT MUKA IMOJOCHI JIETUTUMHOTO
Tpadyka B YCIOBHSX pPEaTM3allMM KOMIBIOTEPHBIX aTaK, HANpaBICHHBIX HA OTKa3 B
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00CITy>)KUBaHUY;

2) TOJDKHBI  MCHOJIB30BAThCSA  JOBEPEHHBIE — alllApaTHBIE CPENCTBA CETEBOTO
B3aMMOJICHCTBHSI, B TOM YHCJIE BCTPOEHHBIE B CPEJICTBA, UCTIOIB3YEMBIE I 3alIUTHI OT
KOMIIBIOTEPHBIX aTakK, HAMpaBJICHHBIX HAa OTKa3 B OOCIY>KMBaHUU, TOJACPKUBAIOIINE
TEXHOJIOTMH BBICOKOIPOU3BOIUTEIILHON OOPaOOTKH CETEBBIX IAKETOB, ITO3BOJISIOIINE
MPEONIONICTh  OTPAHWYCHUS TPOU3BOAUTEIILHOCTH  OOpaOOTKM  CETEBBIX  TAKETOB
CTaHJAPTHBIM CETEBBIM CTEKOM sijpa oreparioHHoi cuctemsl (Hanpumep, DPDK, XDP,
PF_RING wnu unbie).

Peanusanust B uHGoOpMaIlMOHHOM cHCTEMe:

Mepa 3ammThI Knacc 3amuiennoctu
uH(popmManuu K3 K2 K1
300.6 + +
Ycunenne 300.6

4.17. 3amuTa KaHAJOB CBA3M U ceTeBOro B3anmoaeiicteus (3KC)
3KC.1. 3amuTa JaHHBIX PH Nepeaade Mo KAHAJAM CBA3H

Hean: Obecnieuenne KOHPUICHIIMATEHOCTH U 1EITOCTHOCTH MHGOPMALIMH TIPU
repeaye mo KaHajiaM CBSI3M 32 MPEJEIbl KOHTPOJIUPYEMOU 30HBI.

TpeGoBanus k peammsanmu: [Ipu nepegave nHdopmalu Mo KaHamsam CBS3H,
BBIXOJISIIINM 3a MPEJIeTbl KOHTPOJIUPYEMOU 30HBI, JOJIKHA 00ECTIEYMBATHCS:

3amMTa nepeaadn uHGopMaIu OrpaHUMYeHHOTO JOCTYIIA;

3allliTa yIaJeHHOTO J0CTYTa MoJb30BaTeNiel K MHPOPMAIIMOHHOMN CHCTEME;

3allATa CETEBOIO0 B3aMMOJICHMCTBHUS IOJIb30BATEJIEH, MPUIOKEHUM, CETEBBIX
CEPBHUCOB, HAXOIAIIUXCS B Pa3HBIX CETMEHTaX MH()POPMAIMOHHOM CUCTEMBI C YUETOM
Mep 3anuThl nHpopmanuu MC3.1, MCD.3;

3alldTa CETEBOI0 B3aMMOJICHMCTBHUS T0JIb30BATENEH, IPUIIOKEHUM, CETEBBIX
CEepPBUCOB UH(POPMAITMOHHON CUCTEMBI C IPYTUMHU UHPOPMAITMOHHBIMUA CUCTEMaMHU C
y4yeToM Mep 3auuThl nHpopmanun MC3.2, MC3.3.

B undopmanmonHoii cucteme M0JKHA OBITH OOecredyeHa 3alluTa KaHAJIoOB
nepefayu JaHHBIX, BBIXOJAIIMX 3a MPEAesibl KOHTPOJIUPYEMOUM 30HBI, KOTOpast
BKJIIOYAET:

KOHTPOJIb BCEX CETEBBIX B3aMMOJICUCTBHM Ha TOpTax M uHTEp(deiicax
MIPUJIOKEHUHN U CETEeBBIX CEPBUCOB, IOCTYMHBIX U3 ceTu «IHTepHeTY;

dbopmMupoBaHUE U TTO/ICP’)KAHUE B aKTYaJTbHOM COCTOSIHUH MTPABUIT MEKCETEBOTO
AKPAHUPOBAHUS C YYETOM MEPHI 3a1uThl uHPopManuu MCD.3;

OTpaHUYEHHE JOCTYIAa MOJIb30BATENEH, MPUIIOKEHUN U CETEBBIX CEPBHUCOB
K HEHCTIOJIb3YEMbIM TIOPTaM, CETEBBIM CITy)KOaM U CepBUCaM;

OTKJIIOUEHUE HEOE30MaCHBIX BEPCUI MPOTOKOJIOB U CETEBBIX CIIYKO.
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Peanuzanus ykazaHHOW Mepbl 3alUThl HHGOpMAIMK 00€CIeunBaeTCs 32 CUET
NPUMEHEHUSI MEXKCETEBBIX AKPAHOB, M (UJIM) MHOTO(QYHKIHMOHAIBHBIX MEKCETEBBIX
AKPAHOB YPOBHS CETHU, U (WJIM) CPEICTB OJHOHAMNPABICHHOM Nepeaaun nHGopMaIu,
a TaKXe C UCTMOJIb30BAaHUEM MIM(PPOBATBHBIX (KPUMITOTPAPUUECKHUX) CPEICTB 3aIUTHI
nH(pOpMallMU B COOTBETCTBUH C 3aKOHOAATeIbCTBOM Poccuiickoit denepanuu.

Tpe0oBaHUA K JOKYMEHTHPOBAHUIO: B 3KCITyaTallMOHHOM IOKYMEHTAIMU HA
UH(OPMAIIMOHHYIO CHUCTEMY JIOJDKEH OBITh OIpeAeNieH MepeyeHb BHEIIHUX
UH(OPMAITMOHHBIX CUCTEM, MPUIIOKEHUN U CEPBUCOB.

TpeboBanus k ycuwiienno: He npeabsaBIisioTcs.

Peanusanust B ”H(pOPMALIMOHHOM cUCTEMe:

Mepa 3amursl Knacc 3amumennoctu
uH(popManuu K3 K2 K1
3KC.1 + + +
Yceunenne 3KC.1

3KC.2. KoHTpo/ib aTPHOYTOB 0€30MACHOCTH IPH CETEBOM B3aUMOACHCTBUH

Hean: ObOecrnieueHne AOBEPEHHOTO CETEBOrO B3aMMOJCHCTBHUS Ha OCHOBE
KOHTPOJIsI YHUKAJIBHBIX MTPU3HAKOB (aTpUOYTOB OE30MaCHOCTH) CYObEKTOB JIOCTYTA.

TpeboBanus k peanusanuu: B undopmanmonHoii cucteme M0KEH OBITh
ompesiesieH TepeueHb aTpuOyTOB OE€30MaCHOCTH, B COOTBETCTBUU C KOTOPBHIMU
OCYIIECTBIISIETCSA KOHTPOIb HH(POpMAITHH, ITOTy4aeMOi 1 TIepeIaBaeMO 3a Mpe/Ieibl
KOHTPOJMPYeMOW  30HBI.  ATpuOyThl  O€30MaCHOCTH  JIOJDKHBI  BKIIIOYATh
XapaKTEPUCTHUKH, TIO3BOJISTFOIINE OJHO3HAYHO UCHTU(OUIIMPOBATH CYyOBEKT TOCTYIIA.

B undopmainnonHoi cucteme A0JKHbI ObITh 00ECIICUEHBI:

dbopMupoBaHHe  TIepeyHs  aTpUOYTOB  OE30MacHOCTH  OTIpaBUTENICH
Y TIoJTydaTesied, BKIIFOUAIOIINX aTPUOYThI CETEBBIX COCTMHEHUN;

MpPOBEpKa COOTBETCTBUSI aTPUOYTOB O€30MACHOCTH OTIIPABUTEINS, MOTydaTess
mepe1 pa3penicHueM nepeiadn JaHHbIX;

IIPOBEpKa COOTBETCTBHSI aTPUOYTOB OE30MACHOCTH OTIIPABUTENS, MOTydaTess
nepe1 MpueMoM JTaHHbBIX;

PUMEHEHUE MPABUJI MEKCETEBOT0 IKPAHUPOBAHKS HAa MEKCETEBBIX JKpaHaXx,
VYUTHIBAIOIINX aTPUOYThl OE30MAaCHOCTH C YYETOM MEphl 3allUThl WHGOpMAIHH
MCD.3.

Omneparuu ¢ aTpudyTaMu JOJKHBI PETUCTPUPOBATHCSI C YIETOM MEP 3aIIUTHI
undopmaruu PCh.1 — PCB.5.

Peanuzanus ykazaHHbIX Mep 3alIMThl MH(OpMauu 0OecleurnBaeTcsl 3a CYET
OPUMEHEHUS! MEXKCETEBBIX AKPAHOB U (MJIM) MHOTO(PYHKIMOHAIBHBIX MEXKCETEBbIX
HKPAHOB.

TpeGoBanus k foKyMeHTHPOBaHUIO: He npenbsaBisroTcs.
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TpeboBanus k ycuwiienno: He npeabsaBisiorcs.
Peanusamust B uHGoOpMaIlMOHHOM cUCTEMe:

Mepa 3amursl Knacc 3amumennoctu
uHbOpMaIuu K3 K2 K1
3KC.2 + + +
Ycunenue 3KC.2

3KC.3. KoHTpoJIb 70CTYNIAa K BHELIHUM pecypcam

Heab: MckmroueHue HECAaHKIIMOHUPOBAHHOI'O JOCTyIIa BHYTPEHHHUX
MOJIb30BATENCH K BHEITHUM MH(GOPMAIIMOHHBIM pecypcaM (CUCTeMam).

TpeGoBanus k peanusauuu: B nunpopManimoHHOM cucTeMe TOJKHBI ObITh:

chOpMHUPOBaH U MOJACPKUBATHCS B AKTyaJIbHOM COCTOSIHMM CIIMCOK BHEITHUX
pecypcoB, HEOOXOJUMBIX JJig BBIMOJHEHUS (YHKIIMOHAIBHBIX 3a/lady (CIHCOK
pa3pellIeHHBIX U (WIH) 3alPEIIEHHBIX PECYPCOB);

pealn30BaH KOHTPOJIb JOCTYyIa MOJIb30BaTENCH, NPUIOKEHUA M CETEBBIX
cepBUCOB MHGOPMAIIMOHHON CHUCTEMBI K pecypcaM BHEIIHUX CETeH, BKIIIOYasi CEThb
«HTepHET», B COOTBETCTBHHM CO CIIMCKOM pa3pelieHHBIX U (W) 3ampenieHHbIX
pecypcoB;

3a0JIOKUPOBAHBI TOMBITKA JOCTyMa K HEpa3pelIeHHBIM pecypcaM BHEIIHUX
cereil, BKitouas ceTb «MIHTepHeTY;

OTPEJIENIEH CIIUCOK pa3pelIeHHbIX B MHHOPMALIMOHHON CUCTEME UCTIO0JIb3yEMbIX
CETEBBIX MPOTOKOJIOB, CETEBBIX NPUI0KEHUNA U CEPBUCOB.

TpedoBaHus K TIOKyMEHTHPOBaHUIO: B SKCITyaTallMOHHOM TOKYMEHTALIUH Ha
CUCTEMY 3alTUThl HHPOPMAIIMK JTOJDKEH OBITh OMpEeeH MOPSIOK BEACHUS CIIMCKA
pa3penieHHbIX U (WJIK) 3alperieHHbIX PECYPCOB.

TpeboBaHus K yCHIICHUIO:

1) nomkeH TPOBOAUTHCA MOP(OJIOrHYECKUN aHalld3 3alpalluBaeMblX BeO-
PECYPCOB NEPEA UX OTKPBITHUEM;

2) MO KHA UCTIOIB30BaThCS KaTeropusalus BeO-pecypcoB.

Peanusanus B TH(OPMALIMOHHOM cUCTEMe:

Mepa 3amuThI Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3KC.3 + + +
Ycunenue 3KC.3

3KC.4. KonTekcTHasi MpoBepKa HCXOAAIIEro Tpadguka

Heas: [IpenoTBpamienre yTeukd UHGOpPMAIMM OrPAHUYEHHOIO JOCTYyIa
Y BBISIBJICHHE HECAHKIIMOHUPOBAHHOIO OOMEHA JaHHBIMU ITyTEM aHaJIM3a UCXOIAILETO
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ceTeBoro Tpaduka.

TpeboBanus k peammusanmu: B undopmanumonHoii cucteme M0KHA OBITh
peann3oBaHa KOHTEKCTHAs IIPOBEPKA UCXOISIIETO CETEBOro Tpaduka, HapaBIsieMOro
3a IpeAEIbl KOHTPOJIUPYEMOW 30HBI, BKJIOUYast ceTb « THTEpHETY.

[IpoBepka 10mKHA BKIKOYATh:

aHauu3 COJEpKaHWsA, METANAHHBIX U IIOBEICHUYECKUX XAPAKTEPUCTUK
NepeaaBacMbIX JaHHBIX;

BBISIBJICHHE aHOMAJIbHOM aKTUBHOCTH B CETEBOM Tpaduke.

J1oJKHBI OBITH OTIPEICTICHBI 1 KOHTPOJIUPOBATHCS CETEBBIE MOPTHI, MPUIIOKEHUS
U CEPBHUCHI, UCIOJIB3yEMBbIE JUIA IEepellayd JAaHHBIX 3a Ipeleiabl KOHTPOIUPYEMOU
30HBI, BKJIIOYas ceTb « MTHTEpHET.

TpeOoBaHus K JOKYMeHTHPOBaHMIO: He npenbsaBiastoTCs.

TpeOoBaHus K yCHICHUIO:

1) 1OJIKHBI MPUMEHSATHCS CUCTEMBI TTTyOOKOT0 aHAJIM3a NAKETOB JUIs BBISIBICHUS
aHOMaJIuil B C€TEBOM Tpa(uKe;

2) TOJKHBI UCIIOJIB30BATHCS MEXaHU3MBbI IIOBEICHUYECKOTO aHAJIN3a AKTUBHOCTHU
I10JIb30BaTEIIEH;

3) MOMKHBI HCTOJB30BATHCS CHEIUATU3UPOBAHHBIE KOMIIOHEHTHI (areHThI)
Ha KOHEYHBIX YCTPOICTBAX MOJIB30BATENEH C IIEJIbI0 aHAIM3a UCXOSIIEr0 Tpauka;

4) NOMKHBI PEeaTU30BbIBATHCS MEXAHU3MBbI BBISIBIICHUS U OJIOKHMPOBKH MOMBITOK
MAaCKUpPOBKH JIaHHBIX;

5) JOJMKHBI MCIIONB30BAThCS CUCTEMBl KOHTPOJISL MCIIOJIB30BaHMs OOJauHbIX
CEPBUCOB;

6) TOJKHBI BHEAPATHCS MEXaHU3Mbl KilacCU(PUKAIMM JaHHBIX Ha OCHOBE
aHajM3a COJEPKUMOTO.

Peasmmsauust B uHGopMalinoHHO# cucreme:

Mepa 3amuTsI Knacc 3amumennoctu
uHbopMaIuu K3 K2 K1
3KC.4

Vcunenne 3KC.4
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[Tpunoxenne Ne 1
K METOIUYECKOMY JOKYMEHTY

TepMuHBI U onipeaeIeHus,
NpUMeHsieMble J1JIS LeJieil HACTOAEero MeTOoAM4eCKOro JOKyMeHTa

ATpuOYTHBIH MeTOJ yIIPABJIEHHUS 10CTYIIOM — METO/I, IPEAYCMATPUBAIOIIHIA
YIPAaBIEHUE JOCTYIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTylla Ha OCHOBE
COBOKYITHOCTU aTpHOyTOB, MPUCYLIUX CYOBEKTaM, OOBbEKTaM M KOHTEKCTY JOCTyIa.
ATpulyTtamu cyOBEKTa MOTYT SIBIATHCS JOJKHOCTB, POJIb, ITO/IPA3ICICHNE, YPOBEHb
J0BEpUsl, CTaTyC ayTeHTU(UKALIUU, UCTIOIb3YEMOE YCTPOICTBO, MECTOIOIOKEHUE U
UHBIE XapaKTEPUCTHKHU; aTpuOyTamu
00BEKTa — METKM 0€30IaCHOCTH, KaTeropus AaHHBIX, TUI WH(GOpPMAIMH, YPOBEHb
KPUTUYHOCTH; aTpuOyTaMu OKpYeHHs (KOHTEKCTa) — BpeMs CYTOK, KaHaJl/CETh
J0CTyNa,  Treorpauyeckoe  paclolokKEHHe, COCTOSHUE  HMH(OpPMALMOHHON
(aBTOMaTU3UPOBAHHOIN) CUCTEMBI U HHBIE MapaMeTpbl. PerieHne o mpenocTaBieHun
WIM OTKa3e B JOCTyNE MPUHUMAETCA Ha OCHOBE MOJUTHK CONOCTABIEHUS aTpHOyTOB
CYyOBEKTOB, 0OBEKTOB U KOHTEKCTA, YCTAHOBJIEHHBIX OIIEPATOPOM.

ATpuOyTHI 0€30IACHOCTHM — METAJAHHBIE, NPUCOECAUHSIEMBIE K CETEBBIM
[MIaKeTaM WIA AacCCOLUMUPOBAHHBIE C CECCUSAMHM CBSI3H, KOTOpBIE COJEpKaT
CTPYKTYPUPOBAHHYIO HH(OpMALMIO O CYOBEKTax JOCTyma, OObEeKTax JocTyna
(nepenaBaemoii HH(OPMALIMK) U KOHTEKCTE B3aUMOJCHCTBUS. DTU XapaKTEPUCTUKU
UCIIOJIB3YIOTCS CHCTEMaMU KOHTPOJS JOoCTyna (BKJIIOYash MEXKCETEBbIE SKpaHbl
U LUTI03bI OE30MaCHOCTH) IJsl MPUHATHS PELIEHUH O pa3pelieHUuH WIH 3alpere
CETeBOro 0OMEHa B paMKaXxX peali3aliy NOJUTHKN O€30MaCHOCTH.

ba3za pemamomux npaBMJI — COCTaBHAas 4YacTb CHUCTEMbI OOHAPYKEHUS
BTOP>KEHUH, cojeprkaias MHGOpPMAIUI0O O BTOPXKEHUSX (CUTHATypax), Ha OCHOBE
KOTOpPO#l cuctemMa OOHapyXEHHsI BTOPKEHUN TPUHUMAET pPEIICHHE O HAIUYUU
BTOPXKEHHUS (aTaKH).

Beabiii cnmucok — mnepedeHb pecypcoB (IP-agpecoB, TOMEHHBIX HWMEH,
MIPUJIOKEHUH ), TOCTYI K KOTOPBIM pa3pellieH; BECh OCTaIbHON TpaduK OJIOKUpyeTCs.

BecnpoBoaHasi JioKajibHAsT BBIYUCIHUTENbHAs Ce€Tb — TPYIIa Y3JIOB B
mpejesiax OrpaHUYEHHOTO MPOCTPAHCTBA, JJISi KOTOPHIX o0ecreueHa BO3MOXKHOCTh
OCYILIECTBJISITh B3aUMO/ICIICTBHE U OOMEH JTaHHBIMHU C UCHOJIb30BAHUEM TEXHOJIOTUIA
PaaroOCBS3H.

BQCHPOBOI{HBIﬁ AOCTYII — TCXHOJIOI'us, C MIOMOIIBIO KOTOpOﬁ IMOJIB30BATCIIN U
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YCTpOﬁCTBa 0OMEHHUBAIOTCS JaHHBIMU IIO 6CCHp0BOI[HOMy KaHally C IIOMOIIbIO
PadrOBOJIH UJIHW MHBIX TUIIOB 3JICKTPOMAIHUTHOI'O U3JIYUYCHUSI.

BecnipoBoaHbIi KaHAT mepeaaYyd JAHHBIX — COBOKYMHOCTh TEXHUYECKUX
CPEICTB, cpedbl Mepeqaud U crnocola mepefauyd JaHHBIX MEXAy Yy3i1aMu 0e3
WCIIONIh30BaHMs (PU3MUECKUX KaOenell Ha OCHOBE pPAJMOBOJH WM HWHBIX THIIOB
ANEKTPOMATHUTHOTO U3TYUYCHHUSI.

BupryanbHasa uH@pacTpyKTypa — COBOKYIHOCTh BUPTYQJIbHBIX MAallUuH
U BHUPTY&JIbHOTO OOOpYIOBaHMs, CPEACTB BUPTyalIM3alMH, pPEATU3YIOIINX
UX IMYJILHNIO, @ TAKXKE allapaTHbIX CPEICTB BBIYUCIUTEILHOM TEXHUKH U XOCTOBBIX
ONEPALMOHHBIX CUCTEM, COCTABJISIOMMX cpeAy (YHKIMOHUPOBAHUS 3TUX CPEICTB
BUPTYyaJIU3aLUU.

BupryanbHass  mMamimHa — —  [pOorpaMMHas — SMYJBIUs  CpPEICTBa
BBIUMCIIUTEIBHOW TEXHUKH, MpPEAHA3HAYCHHAs Uil OpraHu3alMd HU30JMPOBAHHBIX
BBIUKUCIICHUN. M301MUsl BBIUMCIEHUA MOXKET MCIIOJIb30BATHCA ISl OpraHu3aluu
HE3aBUCHMBIX BBIUYHCICHUA Ha pecypcax OJHOIO amnmapaTHOro CpeJlcTBa
BBIYMCIUTEILHON TEXHUKHU, JJisi (OpMUpOBaHUS Cpeabl (PYHKIHMOHUPOBAHMUS,
HE3aBUCUMON OT XOCTOBOM OIEPAIIMOHHOM CHUCTEMBbI, WIH JUIsi OOeCreueHus
MEPEHOCUMOCTH BBIYMCICHUM MEXIAY pa3JUYHbBIMHU aNnapaTHbIMU CpPEACTBAMU
BBIUUCIIUTEIBHOU TEXHUKH.

BuptyanbHoe oGopyaoBaHue — 00OpyJAOBaHUE, SMYIHUPYEMOE CPEICTBOM
BUpTYyaau3allii, KaKk COCTaBHAasi 4acTh BHUPTYaJbHOW MAIIMHBI WA MEXaHU3MOB
B3aMMO/ICUCTBUS BUPTYaJIbHBIX MaIIUH.

BpenonocHoe nporpaMmMHoe odecniedyeHue — mnporpamma, IpeaHa3HaueHHas
JUTSL OCYIIECTBJICHUS HECAHKIIMOHUPOBAHHOTO JOCTyma K uHbopMmaruu u (WJH)
BO3/ICHCTBUS Ha HH(DOPMALIUIO WU PeCypCchl HHOOPMALIMOHHON CUCTEMBI.

Bropakenne (aTaka) — JelicTBUE, LEIBIO KOTOPOTO SBIISETCS OCYILIECTBICHUE
HECAHKI[MOHUPOBAHHOTO JIOCTYIa K HH(POPMAIITMOHHBIM pPeCypcaM.

I'myOokmii aHa/IM3 NMaKeTOB — TEXHOJIOTHS aHaln3a CETeBOTO Tpaduka,
KOTOpasi MO3BOJISIET MPOBEPATH HE TOJBKO 3ar0JIOBKH MMAKETOB, HO U UX COJEPKUMOE
(maHHBIE), YTO TO3BOJSIET OJOKUPOBATH YIpo3bl 0O€30MacHOCTH HH(OpPMAIIHH,
KOHTPOJIMPOBAaTh MCHOJB30BAHMS CETEBBIX PECYPCOB M BBISBISTH HEXKEJIATEIbHBIC
MIPUIIOKEHUS.

I'ocTeBasi onepanMoOHHAsi CHCTEMAa — OIEpallIOHHAs CUCTEMA, YIIPaBIISIFOIIAs]
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BUPTYaJIbHOM MAlIUHOM.

JleMWJIMTAPU30BAaHHASL 30HA — 000COOJIEHHBIH CerMeHT HMH(pOPMAIIMOHHON
CUCTEMBI, PACIOJOKEHHBIH MEXY CEThIO CBSI3M OOIIETO MOJIb30BaHUS (BHEIIHUMU
UH(POPMAIIMOHHBIMU CHUCTEMaMH) u BHYTpEHHEH UHPPACTPYKTYpO
UH(GOPMALIMOHHON CUCTEMBI.

JIMCKpeUMOHHBIH  MeTOJd  YNpaBJjeHHsi  JOCTYIOM  —  METOJ,
NpeAyCMaTPUBAIOIINN yIIPaBIEHUE JIOCTYIIOM CYOBEKTOB JOCTyHa K OOBEKTaM
JOCTyNa Ha OCHOBE HMJAECHTU(UKALIMOHHOW HMH(MOpMaLMUU CyOBEKTa U ISl Kaxa0ro
o0BEKTa J0CTyla — CIHCKa, COAepKallero Habop cyOBEKTOB AocTyna (rpyIil
CyOBEKTOB) U ACCOLIMMPOBAHHBIX C HUMH TUIIOB JOCTYTIA.

3oHa PAAHONIOKPLITHA — 00acTh IIpOCTpaHCTBa, B KOTOpOﬁ oOecrneunBacTCs
BO3MOHOCTHb IIOAKIIIOUCHHA W HCIIOJIIB30BaHHUA YCIYT 66CHpOBOI[HOﬁ JIOKaJbHOM
BBIUMCIIMTECIBHON CETH.

NuTepHeT Beueil — KOHIEMIMUS BRIYUCIUTEIBHON CETH, COSAUHSIONICH BEIN
(puznueckue MIPEIMETHI, YCTPOMCTBA), OCHAIICHHBIE BCTPOCHHBIMH
MHQOPMAIMOHHBIMA TEXHOJOTUSIMU JUISI B3aUMOJACHCTBUSL APYr C JPYroM WIIH
BHEIIHEW Cpeaoi.

Kapra noxkpbIiTHf CHrHAJaMM TO4YeK OeClpoOBOAHOr0 0CTyna —
BU3yaJIbHOE TMIPEACTABICHUE 30HBI PAJHONOKPBITHS W YPOBHS CHUTHAJIA TOYEK
OecrpoBOAHOTO JOCTYTA B Mpe/esiax KOHTPOIUPYEMOUl 30HBI.

Karteropu3zanus BeO-pecypcoB — rpoliecc kiaccudpukanuu BeO-cailToB
110 TEMAaTUYECKUM KaTerOpUsaM (HapuMep, COIMaibHbIC CETH, pa3BIICUCHUS, OM3HEC)
Y YPOBHIO PUCKA TSI MPUMEHEHUS TTOJIUTUK (DUITBTPAIUH.

KomnoHeHT MH(OPMALMOHHON CHUCTEMbI — MIPOTPAMMHBIE, MPOTPAMMHO-
anmapaTHble  CpEACTBa, OOECIEUMBAIONIME BBIMOJHEHUWE 3aJ]aHHOM  3aJlayu
B MH(POPMALIMOHHOW CHUCTEME, B3aMMOJIEUCTBYS C APYTMMH 3JI€MEHTAMU CHUCTEMBbI
(Hanmpumep, MOYTOBBINA CEpBUC, BEO-CANT, CETEBON CEPBUC).

Koneunoe ycrpoiictTB0 — (¢u3u4eckoe W BHPTyaJbHOE YCTPOMCTBO
WH()OPMAIIMOHHON CHCTEMBI, B TOM YHCJIE HMEIOIIee TOCTYN K pecypcaMm CeTu

«HTepHeT.

KonrteiiHep — cpega  HMCHOJHEHUS  NPOrpaMMHOTO  oOecreueHus,
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M30JIMpOBaHHasA Cp€aACTBOM KOHTCﬁHGpHS&HHH OT OApYyrux KOHTCﬁHCpOB 1 XOCTOBOU
OHepaHHOHHOﬁ CHUCTCMBEI.

KonTeiiHepHasi cpeaxa — CpeACTBA KOHTEWHEPU3AlMHU, KOHTEUHEPBI U HUX
o0pa3bl, MPUMEHSIEMbIC B HHPOPMAITMOHHOM CHCTEME.

KonrexkcTtHasi mnpoBepka Tpaduka — KOMIUICKCHBIH aHalIU3 CETEBOTO
Tpaduka C Yy4E€TOM COJEp’KaHUS JIaHHBIX, MeTauHdopmaluu, aTpuldyToB
0€30MacHOCTH U MOBEJECHYECKUX XaPAKTEPUCTHUK.

KonTpoaupyemasi 30Ha — POCTPAHCTBO (TEPPUTOPHS, 3JaHUE, YACTh 3JAHNUA,
MTOMENICHHUE), B KOTOPOM HCKJIFOUEHO NPEeObIBAHUE JIUL, KOTOPBIM HE MPEIOCTABIICH
JOCTYIl K 00bEKTaM 3alIUThl HH(POPMALIMOHHOW CUCTEMBI U (WJIU) UHPOPMALIMOHHO-
TEJIEKOMMYHUKALIMOHHOW  HMH(PacTpyKTyphl, = Ha  KOTOpPOH  pa3Meliaercs
MH(pOpPMalLlMOHHAS CUCTEMA.

KoHTpoab gocTtynma — COBOKYIHOCTb MEP M CPEACTB, NpPEeIHA3HAUYCHHBIX
JUISL PETYJIMPOBAHUA TOCTyNa CyObEKTOB K 00bEKTaM MH(POPMAITMOHHON CUCTEMBI.

KoHTpoJb 10cTyna Ha 0CHOBE aTPUOYTOB — MO/ICNIb KOHTPOJIS JOCTYyNa, IPU
KOTOPOM pEIIeHHE O MPEIOCTABJICHUM AOCTYIa MPUHUMAETCS Ha OCHOBE OIICHKU
aTpulOyTOB CyOBeKTa, 00bEKTa, NEHCTBUI U KOHTEKCTA.

JIuuHoe MOOMJIbHOE YCTPOIiCTBO — MOOUIBHOE YCTPOMCTBO, KOTOPOE
pabOTHUK UCHOJIb3YET B JIMYHBIX LIEJAX, @ TaKXKe JUIsl A0CTyna K MHPOPMalMOHHOM
cuctemMe.  [lpuMeHeHHne  JUYHBIX  MOOWIBHBIX  YCTPOMCTB  JOMYCTHMO
B HMH(POPMALMOHHBIX CHUCTEMaX, B KOTOPbIX HE 00padaThiBaeTcs HHPOpMaLIUS
OTPaHUYEHHOTO JIOCTYIIA.

Jlo:kHbIE cHCTEMbI — CTICIIMAIBHO CO3/IaHHBIE KOMITOHEHTHI HH()OPMAITMOHHON
CUCTEMbI, UMUTUPYIOIIHNE PEAbHBIE CEPBUCHI M PECYPCHI C IETBI0 OOHAPYKCHHS U
M3YUYCHHS TOMBITOK HECAHKIIMOHWPOBAHHOIO JOCTyIAa HApyIIUTEIEH OE30MacHOCTH

uH(popmanuu.

MaHnaaTHbIH MeTOI ynpaBJieHHSsI JA0CTYNIOM — METOI,
MPeIyCMAaTPUBAIONIUN YIIPaBICHUE JOCTYIIOM CYOBEKTOB J0CTylna K OOBEKTaM
AO0CTyma Ha OCHOBE COIOCTaBJICHUS KJIACCU(UKAITMOHHBIX METOK
KaXKI0TO cyOBeKTa J0CTyTa u KaXI0TO o0OBeKTa JI0CTyTIA,
OTPAKAIOIIHX KJaccu(pUKaMOHHBIC YPOBHH CYyOBEKTOB J0CTyTIa

141 00BEKTOB A0CTYyIIa, ABJIAIOIIHCCA KOM6I/IHaHI/I$[MI/I HCPAPXUICCKHUX )41



166

HEUEPapXUUECKUX KaTEropuil.

MapkupoBka umHpopMauuMl — TPOIECC MPUCBOCHUS WH(POPMAIIUU METOK
(aTpuOyTOB), OMNpEACHSIONIMX €€ YPOBEHb KOH(PUACHIMAIBHOCTH, IIEIOCTHOCTH
U JApyTHe cBOMCTBa O€30MaCHOCTH.

MackupoBanne cucTeMbl — KOMIUIEKC MeEp IO COKPBITUIO peajbHBIX
XapaKTEPUCTUK U KOH(UTypaluud HHPOPMAIMOHHOM CHUCTEMBbI Uil 3aTPyIHEHUS
POBEJICHUSI Pa3BEAKU MOTEHIIMAIBHBIM HApYIIUTEIEM 0€30MacHOCTH HH(pOpMaIuu.

Me:xceTeBOi 3KpaH — CPEJCTBO 3alUTH MH(OPMAILMK, OCYIIECTBIISIONIEE
KOHTPOJIb U (PUIIBTPALIMIO CETEBOTO TpapUKa Ha OCHOBE 33JaHHBIX IIPABUII.

MeTKH 1eJTOCTHOCTH JAHHBIX — anI/I6YTBI, YKa3bIBalOIIHUC Ha TpC6OBaHI/IH
K HCU3MCHHOCTH I/IH(bOpMaHI/II/I " ITO3BOJIAIOINC KOHTPOJIHUPOBATH €C MO,ZII/I(i)HKaI_[I/II-O.

MukpocerMeHTalMsE — METOJ 3allUThl MH(GOPMALMH, 3aKIIOYAIOIIUNCS
B JIOTMYECKOM pa3AeieHuH HWH(POPMAMOHHON CHCTEMBl Ha H30JMPOBAHHbBIC
CErMEHThI Ha YPOBHE OTAEJIbHBIX KOMIIOHEHTOB (paO04yMX HArpy3oK, IPUIOKEHUH,

CEPBUCOB).
MHOropyHKIHOHAJIBHBIA MeXKCeTeBO JIKPAaH — CPEACTBO 3alUTHI
nHpopmaruu, COYETaroIIee byHKIIU MEXXCETEBOTO SKpAaHUPOBAHUS

C JOINOJHUTEIBbHBIMA BO3MOXKHOCTAMHM, TAaKHUMHM KaK KOHTPOJIb IIPUIOKEHUM,
MpEeA0TBpAIEHUE BTOPKEHUN U PUIBTPALIUS KOHTEHTA.

MoOuwibHOe yCTpOMCTBO — CcMapTGOH U IJIAHUIETHBIA KOMIIBIOTEP
Mojl yOpaBJE€HHWEM MOOWIBHOM ONEpPalMOHHON CHUCTEMBI, OOECIICUUBAIOIICH
YIIPAaBJIE€HWE €ro amnmapaTHbIMM pPECcypcaMM H  UCIOJHEHUE MPOTrPaMMHOIO
obecrieuenus (MPUIOKEHUI) B paMKax CHCIHAIM3UPOBAHHON MOOWIBLHOM MOJAENN
YITPaBJICHUSI PUIOKECHUSMHU, BKJIFOUass MEXAHU3MbI )KU3HEHHOTO LIMKJIA TTPUIIOKEHUM,
M30JSIUMM U yIpaBieHus sHepronorpedieHueM. K MOOWIBHBIM  OlepalioOHHbIM
CUCTEMaM HE OTHOCSTCS  OINEpalMOHHbIE CHUCTEMbl OOIIEro Ha3HAYCHUS,
aJanTUPOBAHHBIE JJI UCTIOb30BAHUS Ha MOOMIIBHBIX YCTPOUCTBAX.

MoOHUTOPUHT aHOMAJIHIT — TIPOIIECC HETIPEPHIBHOTO HAOIIOACHUS 32 CETEBBIM
TpaUKOM C IIETTBIO BBISBICHUS OTKJIIOHEHUH OT HOPMAJIbHBIX MMATTEPHOB TIOBEICHHSI.

Mopdgonoruyeckuii aHajauM3 — METOJ aHAIM3a CTPYKTYpPbI M COJIEPKAHMS
BeO-pecypcoB (URL, nomeHHble WHMEHA) i1 BBIBICHUS IOJ03PUTENBHBIX
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WJIN 3allpCHICHHBIX ITAaTTCPHOB.

HenpuBuierupoBaHHble M0JIb30BaTeId — I0JB30BATEIN HH(POPMAITMOHHON
CHCTEMbI, BBITIOJNHSIONINE 3a/a4u M0 00paboTke MH(MOpManuu B MHPOPMAIIMOHHOM
CHCTEME, HE SBIISIOLINECS MPUBIIICTHPOBAHHBIMU MTOIH30BATEIISIMH.

O0pa3 KoHTeliHepa — MMaKeT MPOrpaMMHOr0 oOecrieueHus, HEOOXOJUMOTO JIJIst
pa3BepThiBaHUSI KOHTeHepa. Kak mpaBuio, oOpa3 KOHTeilHepa BKIIIOYAET B ceOsl BCe
3aBUCUMOCTH, HEOOXOAUMBIC IJIsi (PYHKIIMOHMPOBAHUS MPUKIIATHOTO MPOTrPAMMHOTO
oOecrieyeHus, 3a UCKIIOYEHUEM CHCTEMHBIX BBI30BOB sJIpa XOCTOBOW OMEpPallMOHHON
CHUCTEMBI WJIHM CPEJICTBA KOHTEHHEPHU3ALIUH.

OnepaunoHHasi cucreMa — IMPOrpaMMHOE OOecleueHue, MpeaHa3HAaueHHOe
JUISL YTIpaBJICHUS allllapaTHBIMU PECypcaMy CpEACTBA BBIYMCIUTEIBHOW TEXHUKH
1 (GOpMUPOBAHUS CPEJIbl PYHKITMOHUPOBAHUS TIPUKIIATHBIX TPOTPAMM.

IToBenenueckuii aHAJINU3 — METOJ OLICHKHU JEWCTBUU MOJb30BAaTENICH U CUCTEM
JUIS. BBISIBJICHHUSI OTKIIOHEHHM OT HOPMAaJbHBIX, CAaHKIMOHHUPOBAHHBIX MATTEPHOB
HOBENCHUS.

IToaIMHHOCTD ceTEBBLIX COEIMHEHHMH — CBOMCTBO CETEBOr0 B3aMMO/JICHCTBHUS,
FapaHTUPYIONIEE, YTO COCAUHEHUE YCTAHOBJIEHO C 3asBJIICHHBIM, JOBEPEHHBIM Y3JIOM
WJIA CEPBHUCOM.

IIpuBnjernpoBaHHble MOJb30BaTeIHM — II0JIb30BAaTEeM HH(YPOPMAMOHHOM
CUCTEMBI, BBIMOJHSIOUIME 33Ja4yd MO aJIMHHHCTPUPOBAHMIO, OOECIIEUEHUIO
(yHKUMOHUPOBaHUS, 00eCTIeYEeHUI0 0€30MaCHOCTH UH(OPMALIMOHHON CHUCTEMBI.

IIporpammublii uHTepdeiic B3aumoaeicTBuss npuiaoxkeHuid (API) —
MPUKJIAHON TPOrpaMMHBIN  HHTEp(elc, omucaHue Ccrnoco0oB (HA0Op KIIACCOB,
npouenyp, (GyHKIUN, CTPYKTYp WJIA KOHCTaHT), KOTOPHIMH OJHA KOMITHIOTEPHAs
MporpaMma MOXET B3aUMOCHCTBOBATh C IPYTUMH MPOTPaMMaMH).

PeTpocneKTUBHBIN aHAJIU3 JAHHBIX — UCCJIEI0OBaHUE UCTOPUUECKUX JaHHBIX
1 COOBITHI 0€30MacCHOCTH JJIsl BBISBJIICHHUS paHee He OOHApY>KEHHBIX WHIIMJICHTOB U
CKPBITBIX B3aUMOCBSI3€EH.

PosieBoii MeTOoa ympaBiieHHs JTOCTYNOM — METOJ, IpeaycMaTpUBAIOIIUN
yIpaBJIeHUE JAOCTYNOM CYOBEKTOB JIOCTYIa K OOBEKTaM JOCTyIla Ha OCHOBE poJieh
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CyOBEKTOB JocTyna (COBOKYMHOCTh JEHCTBUM U OO0S3aHHOCTEH, CBSI3AHHBIX C
OTpeICTICHHBIM BUJIOM JACSTEIBHOCTH).

CermeHT WH(POPMAIMOHHOW CHCTEMBI — COBOKYMHOCTh HECKOJIBKHX
KOMITOHEHTOB WH()OPMAITMOHHOW CHUCTEMBI, MCTOJB3YIOMHUX OOIIyI0 (B TOM YHCIIC
pasnmensieMyro) cpeay Tmepenadyd W OOBEAMHEHHBIX Uil €IWHCTBA PEIICHUS
(GYHKITMOHATFHBIX 3a7a4.

CepBep BUPTyaIM3alMU — CPEJICTBO BHIUUCIUTEIBHON TEXHUKU, HA KOTOPOM
(YHKIMOHUPYET CPEICTBO BUPTYATH3AIUH.

CurHarypa — XapakTepHbIE TIPU3HAKU BTOPKCHHS (aTaku), UCIOJIB3yEMBbIC
111 ero (e€) oOHapyKeHUS.

Cucrema HCKYCCTBCHHOI'0O MHTCIJIECKTA — HH(bOpMaHI/IOHHaH CHUCTCMa HNJIN
COBOKYIIHOCTb I/IH(i)OpMaI_[I/IOHHBIX CUCTEM M TCXHHYCCKHUX CPCACTB, MCIIOJIB3YIOIIAaAd
OJHY HJIN HCCKOJIBKO TEXHOJIOTUH HCKYCCTBCHHOI'O HHTCIIJICKTA.

Cucrema oOHapy:KeHUsI BTOPKEHUH — IPOrpaMMHOE WM IPOTPAMMHO-
TEXHUYECKOE  CpENICTBO,  peanusyromiee  (QyHKIMM  aBTOMATU3HPOBAHHOTO
OoOHapyXeHUsl JeHUCTBHMM B HMH(POPMAIMOHHOM CHUCTEME, HalpaBJICHHbIX Ha
IpelHaMEpeHHbIH JIOCTYNl K HH(QOpMAlUHU, CHEHUalbHbIE BO3JCUCTBHUS Ha
uHdopmanuo (HocuTenn WHOOpPMAIMK) B LENAX €€ JAOObIBaHUS, YHUYTOXKEHUS,
HCKa)KeHUS U OJIOKMPOBAHUS JOCTYyIa K HEH.

Cucrema XxpaHeHHUs1 JAHHBIX — IIPOIPAMMHBIN WM IPOTPAMMHO-aNNapaTHbIN
KOMILJIEKC, MPEJOCTABIISIIONMIA CEpBUC XpaHEHUs JaHHbIX. JlocTym K cepBHUCY
MPEOCTABISACTCS KaK MPaBUJIO TIPH MTOMOIIU OJIOYHOTO, (haifJIoOBOTO UM 0OBEKTHOTO
unrepdeiicoB. I[lomp3oBarenn  OnoyHoro  wHTEpdeiica MOMy4daroT  JIOCTYI
K BUPTYaJbHBIM AMCKaM, KOTOPbIE PACCMATPUBAIOTCS ONEPALMOHHON CUCTEMOW Kak
OOBIUHBIE JIOKAJIBbHBIE TUCKH. /{7151 3TOT0 UCTIOIB3YIOTCS Takue MPOTOKOJbI Kak 1SCSI,
Fibre Channel, SAS/SATA, FC-NVMe. Ilons3oBatenu aitnoBoro wuHTepdeiica
MOJIyYaroT JOCTYII K ceTeBbIM (paitioBbiM cucteMaM TakuM kak NFS nnu SMB/CIFS.
[Tonb3oBaTenn 00BEKTHOTO UHTEpPEiica MOMyUatoT JOCTYIN K XPaHEHUIO OTAEIbHBIX
AJIEMEHTOB JIaHHBIX (0OBEKTOB) MPU MOMOIIY TAKUX MPOTOKOJIOB Kak S3 miu Swift.

Cucrembl ynpasieHusi KoHTeHTOM (CMS) — xommbioTepHasi mporpamma,
UCTIOJIb3yeMasi AJi 00eCIeUeHus] U OpraHU3aliid COBMECTHOIO IIpoLecca CO3AaHMUs,
PENAaKTUPOBAHUS U YIPABIECHUS COAEPKUMBIM, HHAY€ — KOHTEHTOM.
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Cay:xeOHble JaHHBbIe — JaHHBIC, COJEpIKAIIMecs B 3ampocax W OTBETax,
npeaaBaeMbIX COBMECTHO C 3amluiiaeMoid HWHGOpMalMell C HCIOJIb30BaHHEM
nmporpaMMHOro uHTepdeiica B3aumopeicTBus mnpuioxeHuit (API). K cmyxeoHoi
nH(DOpPMAIIUK OTHOCSTCS TIOJII CTPYKTYp MPOTOKOJIOB, pa3MeTKa IPEICTaBIICHUS
uH(pOpMAaIH, TEXHOJIOTHYECKass HH(pOpMAaITis IPIIIOKEHUHN U IPyTHe JaHHBIC.

Cpena BUpTyaIu3anuM — HU30JMPOBaHHAs MPOTpaMMHas Cpejia, CO3/IaHHas C
MOMOIIBIO TEXHOJIOTHH BUPTYaTH3alUU.

CpencrBo BHPTyaJM3allUM — IIPOIPaMMHOE CpPEJICTBO, OOECIedHBaroOIINe
co3JaHue U PyHKIMOHUPOBAHUE BUPTYATbHBIX MAIINH.

CpeacrBo BBIYHUCIMTEJIbHON TEeXHHUKH (ammapaTrHoe) — anmnapaTHbBIA
KOMIUIEKC, MPEIHA3HAYEHHBIM JUIS BBIINOJIHEHUS BBIYMCIICHUNW, Kak IIPaBUIIO,
BBIMNOJIHAOIIUXCS 1O YIIPABJIECHUEM ONEPALUOHHON CUCTEMBI.

CpeacTBo KOHTelHEpU3aUMU — TPOrPAMMHOE CPEJICTBO, 0OECIIEUHBAIOIIEE
co3gaHue 1 PyHKITMOHUPOBAHUE KOHTCHHEPOB.

Cy0bekT pgoctyma —  IIOJb30BaTeNb, MPOLECC WIH  YCTPOMCTBO,
3anpalurBaroNiee JOCTYI K MH(POPMALIUK WU pecypcaM HHPOPMALIMOHHON CUCTEMBI.

TexH010ruM MCKYCCTBEHHOI'0 MHTEJIEKTAa — TEXHOJIOTMH, OCHOBAaHHbBIE HA
HCIOJIb30BaHNU UCKYCCTBEHHOI'O MHTEJJIEKTA, BKIIOYAIOIIHE B ce0sl KOMIIbIOTEPHOE
3peHue, 00pabOTKy €eCTECTBEHHOIO $3bIKA, pAaclO3HABAaHUE W CHHTE3 peyH,
VMHTEJUIEKTYAJIbHYI0 TOAACPKKY NPUHATHS PEIIEHUHA W TNEPCHEKTUBHBIE METOJBI
HCKYCCTBEHHOTO UHTEJICKTA.

Touka OGecnmpoBOAHOr0 JOCTyNa — YCTPOMCTBO WM 00OpYyIOBaHUE,
MO3BOJIAIONINE OECHpPOBOJHBIM YCTPOMCTBAM MOAKIIOYATHCS K BBHIYMCIUTEIBHON
CETH.

YaaneHHbli 10Ty — J0CTYT MOJIb30BaTENEeH K MHPOPMALIMOHHBIM CUCTEMaM
U (MIKM) conepkalieicss B HUX HHPOPMAILIMK C UCTIOJIb30BAHUEM CETEH CBSA3M 0OILEro
MOJIb30BaHus, BKIOUas ceTh «VHTEpHET», U MHBIX CETEM CBSI3U, HAXOIALIUXCS 3a
IpeaenaMu KOHTPOJIMPYEMOM 30HBI, BKJIIOYask JOCTYN C IPUMEHEHUEM TEXHOJIOTUH
BUPTYyaJIbHbIX YacTHBIX ceTed (VPN), TyHHEIMpOBaHUS U MHBIX CPEJACTB YAAIEHHOIO
ITOJKITFOUYEHMUS.

YPOBCHB CHTHAJIA — KOJIMYCCTBCHHAA XapaKTECpUCTHUKA CHUT'HAJIa,
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paccMaTpuBacMass OTHOCUTEIBHO Bbl6paHHOFO OITIOPHOI'O 3HAYCHUA.

YCTpOHCTBO «<MHTEPHETA Belei» — yCTPONCTBO, IPOU3BOJISIIEE H3MEPEHUE
CBOMCTB (XapaKTEpPHUCTHK) BHEMIHEW cpeasl W mpeolOpasyroimee ux B IUdpoBOE
MPEACTABICHUE, KOTOPOE MOXKET IEpPENaBaThCsl MO BBIYMCIHUTEIBHON CETH Yepes
uHTepdeiic B3aMMOICHCTBUS JaT4yMKa, a TAKKE YCTPOHWCTBO «HHTEpPHETA BEIICH,
(GyHKIMOHMpYIOIIEE BO BHEUIHEHN cpele M mpeodOpasyroliee HU(poOBbIE KOMaH/BbI,
[OCTYNAlOIIME [0 BBIUMCIUTENBHON ceTH dYepe3 HHTepeic B3aUMOICHCTBUSA
UCIIOJIHUTEJIBHOIO YCTPOWCTBA, B IEUCTBUS BO BHEIIHEW Cpele.

XocToBasi  omepanMOHHAasi cUCTeMa —  ONEpPalMOHHAs  CHUCTEMA,
COCTaBJIsAIOIIAs cpeay PyHKIIMOHUPOBAHUS CPEACTBA KOHTCHHEPU3ALINH.

HenTpann3oBaHHoe ynpaBjdeHHMe — TIOAXO0J K aJIMUHHUCTPHUPOBAHMUIO,
P KOTOPOM HACTPOMKH W TOJUTHKH JJISl PACHPEICIICHHBIX CUCTEM YIIPABJISIOTCS
W3 €IMHOW KOHTPOJIbHOM TOYKH.

Yepubiii cnmcok — mnepedeHb pecypcoB (IP-agpecoB, HOMEHHBIX HMEH,
MPUIOKEHUH ), TOCTYTI K KOTOPBIM 3aIPEILEH.
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[Ipunoxenne Ne 2
K METOJIUYECKOMY JOKYMEHTY

Conepmaﬂne 0a30BbIX MEP 3allIMThI I/IH(l)OpMaIII/II/I AJIA COOTBETCTBYHOIIIETO
KRJIacca 3allilHIIICHHOCTH I/IH(l)OpMaIII/IOHHOﬁ CHUCTEMbI

VYcmoBHOE Kiaccs! 3amunieHHocTH
Mepsl 3amuThl HTHGOPMALTUH

0003HaueHue MH(GOPMAaLlMOHHON CUCTEMBbI
B MH(OpMAIMOHHBIX
1 HOMEp
CHCTEMAX 3 2 1
MeEpBI
1. Unentudukanus n ayrenrupukanus (MAD)
Nnentudukanus + + +
NAD.1 ¢ .
I10JIb30BaTENIEN 1 1

NA®.2 | UnenTudukaius ycTpoiucTs

AyTteHTHdUKaIUI +
UAD.3 yTeHTH KAy + +
oJb30BaTeIen 1

NA®.4 |AyreHTudukanus yCTpoUCTB

2. Yaopasnenue goctynom (Y1)

VIULI Peanuzanusa monenu N + +
YIIPaBJIEHUS TOCTYIIOM 1,2 1,2

Pasrpannyenue u KOHTPOJIb
VIIL.2 P P +

MpaB I0CTyma 1,2

YupaBiedue yYeTHbIMU
VI3 P i +
3aMUCAMA

—_ 4 | = 4+

1,2

OrpaHnyeHue HEYCIEIIHbIX 1

HEpEeTIaMCHTHUPOBAHHBIX + +
VII1.4 P P +
MOMBITOK IOCTYIIA B 1,2 1,2

MH()OPMAITMOHHYIO CUCTEMY

[Ipenynpexnenue
MOJIH30BATEIS TIPU €T0
VIII.5 P .
JOCTyTIe K UHPOPMAITMOHHOM

CHCTEMC

OrnoBemnieHne MoJab30BaTEIIS O
VII/.6 MPEAbIAYIIEM BXOJE B
MH(OPMALIMOHHYIO CUCTEMY
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OFpaHI/I‘IGHI/Ie qucia
ImapaJuICIIbHBIX CCaHCOB
A0CTYyIIa

VIIJL8

biiokupoBanue ceanca
JOCTyIIa II0JIb30BATEIS IIPU
HEAaKTUBHOCTH

VIIJL.9

KonTposb aeiicteuit
CyOBEKTOB JOCTYTIA J10
UJIeHTU(PUKAITIN U
ayTeHTU(PUKALUH

3. Peructparus coOwituii 6e3omacuoctu (PCBH)

PCb.1

OmnpeneneHue cOOBITHIMA
0€30I1aCHOCTH U JIAaHHBIX O
HUX, TIOJIJIeKAITUX
perucrpanuu

1,2

1,2,3

PCb.2

AHaimM3 COOBITHH
0€30MacCHOCTH 1
pearnpoBaHUe HAa HUX

PCB.3

['eHepanuss BpeMEHHBIX
METOK MPH PETUCTPALIUU
COOBITHIT 0€30MaCHOCTH

PCb.4

TpebGoBanus k coopy,
XPaHCHUIO U 3alTUTE TaHHBIX
0 COOBITUAX O0E30ITaCHOCTH

PCB.5

PearupoBanue Ha cOou npu
perucTpaiuy CoObITHIA

0€30MaCHOCTH

. 3ammra BUpTyanu3anuu 1 o0mayabx Berancienui (3CB)

3CB.1

JloBepeHnHas 3arpyska
CPEACTBA BUPTyaIu3aluu U
BUPTYAJIbHBIX MAILINH

1,2

3CB.2

KonTtposb nenmoctaoctu
CPEACTB BUPTyalIU3alNU U
BUPTYAJIbHBIX MalllUH

1,2

3CB.3

Peructpanust coObITuii
0€30macHOCTH B cpeie

BHUPTYyaJIU3alnn
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VYnpasieHue 10CTynoM B

3CB4 + + +
cpelle BUpTyallu3aluu
Pe3epBHOE KOIMpOBaHUE B
3CB.5 P P + + +
cpelle BUpTyalln3aluu
OrpaHnyeHue nporpaMmmMHOM
+
3CB.6 Cpelbl B cpelie + + |
BUPTYaJU3aIIH
3amura naMsTH B cpesie
3CB.7 H peA + + +
BUPTYyaJIU3aUU
Nnentudukanus u
3CB.8 ayTeHTU(PUKaLUs B Cpeie + + +
BUPTYaIU3aLIH
VYipasneHue BUPTyaJbHbIMU
3CB.9 P Ly + +

MalllMHaMH

5. 3amuTa TeXHOJIOTUI KOHTEHHEPHBIX cpefl U uX opkecTparuu (3KO)

3KO.1 KonTpons nenoctooctu B N + +
' KOHTEHHEPHBIX Cpeaax 1,2 1,2,3,4,5,6
Peructpanus coObITHiA
3KO.2 0€30MacHOCTH B + + +
KOHTEHUHEPHBIX Cpeax
YnpaBneHue J0CTyIIOM B
3KO.3 P . Y + + +
KOHTEHHEPHBIX cpesiax
PesepBHOE KOTMpOBaHUE B
3KO.4 pBHe P + + +
KOHTEIHEPHBIX Cpeaax
N30onsums KOHTEHHEPOB B + +
3KO.5 1 KOHTEHHED +
KOHTEMHEPHOM cpelie 1 1
Nnentudukanus u
3KO.6 ayTeHTU(UKALMS B + + +
KOHTEUHEPHOU cpefie
YnpasneHne KOHTEHHEpaMu
3KO.7 U uX oOpazamu + + +
(opkecTparius)
BrisBiienue u ycrpanesue
. + +
3KO.8 ySI3BUMOCTEN B +
1,2 1,2

KOHTEUHEPHOU cpefie
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6. 3ammura cepBUCOB AEKTPOHHOM MouThI (3311)

3ammra SIuKoB U

30I1.1 COOOIIIEHUH PIIEKTPOHHOM + + +
[IOYTHI
VipasiieHue 10CTYIIOM
39I1.2 P ?,’ + + +
I10JIb30BaTEIIEH
3ammra OT BPpEeIOHOCHBIX
30I1.3 P . + + +
BJI0KCHUU
+ +
30114 3amura oT pUIIMHTA + | |
391I1.5 3amuTa oT crmamMa + + +
3amura MeTaJaHHbIX U MHOMN
TeXHUYECKON MHMOpMaAITNU
39I1.6 Gop . + + +
CEPBHUCOB 3JIEKTPOHHOU
MIOYTHI
7. 3ammra BeO-TexHomoruii (3BT)
3anmTa moJjib30BaTeIbCKUX
3BT.1 + + +
JTAHHBIX
YnpasieHue 10CTyIIoM + +
3BT.2 P 4 +
M0JIb30BaTeIeH 1 1
KoHuTtposab u ¢punsrparus +
3BT.3 N + +
Tpaduka BeO-NPUIOKEHUN 1
Peructpauus coObITHiA
0e3011acHOCTH B BEO-
3BT.4 + + +
MPUIOKCHUSAX U
pearupoBaHue Ha HUX
[TpoBepka daiinos,
nepeaBaeMbIX BeO-
3BT.5 MPUJIOKEHUSIMH, HA + + +
BpPEJIOHOCHOE MPOrpaMMHOE
obecrieueHue
8. 3amura nmporpaMMHbIX HHTEpQeiicoB B3aumoaencteus npunoxennit (API) (311M1)
+ +
3I1N1.1 3ammra magaeix API + | |
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VYrpaBneHue 10CTynoM

311N.2 I10JIb30BATEIIEN U + + +
MIPUIOKEHU N
[IpoBepka Ha COOTBETCTBUE +
3111.3 POBED + +
cnerudukanuu API 1
9. 3ammra koHeuHbIX ycTpoicTB (3KY)
YnpasneHne 10CTyIIOM K
3KV.1 P uy + + +
KOHCYHBIM YCTPOUCTBAM
ObecnevyeHue 1eT0CTHOCTU
+ +
3KVY.2  |mporpaMMHOro o0ecreueHus + 9 |2
KOHEYHOTO yCTPOMCTBA ’ ’
AHTHUBHpYCHAas 3al1UTa U
oOHapyXeHHE U + +
3KY 3 by N
MPENOTBPALLIEHUE BTOPKEHUMN 1 1
Ha KOHEYHBIX YCTPOMCTBAX
MOHHUTOPHUHT IPOLIECCOB U
3KY 4 PHHT TIPOR™ + + +
COCTOSIHUS YCTPOICTBA
KouTtposas u ¢punsrparus
3KVY.5 TpadrKka Ha KOHEUHOM
YCTPOWCTBE
AHalu3 U pearnpoBaHue Ha + +
3KY.6 pearip +
coObITHSI 6€30MacHOCTH 1 1
10. 3amura MoOMIIbHBIX ycTpoicTB (3MY)
Nnentudukanus u
+ +
3MV.1 ayTeHTUPUKALIUS + | |
M10JIb30BATENIEN
VY1paBieHue 10CTyIoM
3MV.2 ITOJIb30BATENEN K + + +
MOOUJIBHBIM yCTPOHCTBaM
+ +
3MV.3 Ob6ecrieueHue 11eJI0CTHOCTH + | |2
+
3MVY 4 3ammTa JaHHBIX + + |
3MV.5 AHTHBHpYCHAas 3a11UTa + + +
3MV.6 KoHTposb npuinoxeHuit + + +
OrpaHuueHue u KOHTPOJIb
3MV.7 P P + + +

(GyHKIMOHATBHOCTH
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Omnpenenenue U KOHTPOJIb

3MV.8
T'€OIMO3UIINH
Perucrpanus, ananus n
+ +
3MV.9 pearnpoBaHre Ha COOBITHS + ) )
0e30MacHOCTH
11. 3amura TexHonoruit «uHTepHETa Beuen» (3UB)
Nnentndukanus u
31B.1 8 fuxau + + +
ayTeHTU(PUKAITHS
31B.2 YupasieHue 10CTynIOM + + +
+ +
31B.3 3ammTa JaHHBIX + | |
31B.4 KonTpons nuenoctHoctu + + +
Perucrpanus, ananus n
+ +
3UB.5 pearupoBaHU€ Ha COOBITHUS + | |
0e30macHOCTH
12. 3amura Touek OecripoBoHoro Aoctyna (3b/1)
Nnentndukanus u +
3bJ1.1 A uicans + +
ayTeHTUPUKaLUS 1
3b/1.2 VYpaBieHue 10CTyrnoM + + +
3almura noJib30BaTeIbCKUX
3b/1.3 B + + +
JTAHHBIX
3b/1.4 KonTposs nieoctHocTH + + +
OrpaHnueHue ypoBHEM
3B/1.5 P P + + +
CUTHAJIOB
Perucrpauus, ananus u N N
3BbJ1.6 pearupoBaHue Ha COOBITHS + | |
Oe3omacHOCTH
13. AnTuBupycHas 3aunmuta (AB3)
AHTUBUpYCHAad 3alllATa
AB3.1 Py . H + + +
YCTPOMCTB
AHTUBUpYCHAs 3alIUTa
AB3.2 py . H + + +
AIEKTPOHHOM MOYTHI
AHTHUBHUpYCHAas ITPOBEpPKa
AB3.3 by POBEP + + +

ceTeBoro Tpadguka
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[IpuMeneHune 3aMKHYTON
CUCTEMBI (Cpe/Ibl)
IPEABAPUTEIBLHOIO
BBITIOJTHEHUS MPOTPAMM

(«TIECOYHHUIIBD)

14. O6HapyxeHue U NpeI0TBpallleHHe BTOPKEHUI Ha

ceteBoM ypoBHe (COB)

COB.1

OO6HapyxeHue u
IIPEAOTBPALEHUE BTOPKEHUN
Ha [IepuUMeTpe

COB.2

Oo6HapyxeHue u
IPEIOTBPAICHUE BTOPKEHUH
B CETMEHTaX
WH(POPMAITMOHHON CHCTEMBI

15. CermenTanus u MexcereBoe s3kpaHupoanue (MCD)

MCO.1

CerMeHTanus ceTH

—+

+

[E—

MCD.2

Oprann3zanus
JTEMUIUTAPU30BAHHOUN 30HBI

MC3.3

KonTposs cereBoro gocrymna
1 huibTpanus Tpapuka

MC5.4

MackupoBaHH€ CUCTEMBI

MC3.5

Co31anue JI0)KHBIX CUCTEM

B o0ciyxuBanuu (300)

16. 3anmuTa OT KOMITBIOTEPHBIX ATAK, HAIIPABJICHHBIX HA OTKA3

300.1

3anmTa OT KOMITBIOTEPHBIX
aTak, HalpaBJICHHbBIX Ha
OTKa3 B 0OCITY)KHUBaHHUH, [TPU
JOCTYIE BHEITHUX
II0JIb30BATENEN K
MPUKIAAHBIM CEPBHUCAM,
MPEA0CTABIIIEMbIM
MH(OPMAIMOHHOW CUCTEMOM

300.2

KouTtposns u dhunsTparms
BXOJIAIIEr0 Tpaduka

300.3

MOHUTOPHUHT COCTOSHUS
CEpBUCOB U UHTEp(PeiicoB

300.4

banancupoBka Harpy3ku
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300.5 Orpannyenue Harpy3Ku + + +

[Tonnepxka pesepsa

JTOCTAaTOYHOM IIPOITYCKHOM
300.6 pory + + +
CIIOCOOHOCTH M PACIIUPECHHE

peCypcoB IpH cO0AX

17. 3amuTa kaHanoB cBsA3U U cereBoro B3aumozeicTaus (3KC)

3amura JaHHBIX IPHU
3KC.1 P + + +
nepez[aqe I10 KaHaJlIaM CBJsI3U

KonTpons atpulytoB
3KC.2 0€30MacHOCTH MPU CETEBOM + + +
B3aMMOJICCTBUH

K
3KC.3 OHTPOJIb JOCTYTA K N N N
BHEIITHUM pecypcam

3KC 4 KonTtekctHas mpoBepka

ucxojsiero tpapuka

«t» - Mepa 3amMThl WH(MOpPMAIMM BKIIOYEHAa B 0a30Bblii HAOOp Mep
JUIS COOTBETCTBYIOIIETO Kjlacca 3allMIIEHHOCTH HWH(QOPMAIIMOHHOW CHCTEMBI W
JOJDKHBI  BBIIOJIHATBCA TpPeOOBAaHUS K peaju3alud JaHHOM Mephl 3allluThl
uHbopmaIuu.

«mdpay wim  «uppan«OykBa» - JOHKHBI  BBITIOJNHATHCS TPEOOBaHUS
K YCWICHHIO JIaHHOM Mephbl 3alMThl MH(POpMALUH, YKa3aHHbIE B MOJApa3Jee
«TpeboBanust k ycunenuto». Lludper u OykBbl, HE BKIIOUYEHHbIE B TaOJHILY
U yKa3aHHbIE TOJA pPyOpUKamMH «TpeOOBaHUSA K YCWICHHIO» TNPUMEHSIOTCS TpU
aganTanuu 0a30BOro Habopa Mep U YTOUYHEHHH aJalTHPOBAHHOIO 0a30BOro Habopa
Mep, a TaKxke Mpu pa3pabOTKe KOMIICHCHPYIOUIMX Mep 3allUThl HH(PpOpMaluu
B MH(OPMALIMOHHON CUCTEME COOTBETCTBYIOIIETO KJIacca 3alUIIEHHOCTH.

Mepsb! 3ammThl HHPOpPMAIMK, HE 0003HAUYECHHBIE 3HAKOM «1», MPUMEHSIOTCS
Mpu anantanuu 0a30BOro Habopa Mep M YTOUYHEHHMH aJalTHPOBAHHOTO 0a30BOTO
Habopa Mep, a TaKke IpHu pazpaboTKe KOMIEHCUPYIOIIHUX MEp 3alIUThl HHPOpMaLUU
B WH(OPMAIIMOHHON CHCTEME COOTBETCTBYIOIIETO KJIacca 3alUIIeHHOCTH.
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[Tpunoxxenne Ne 3
K METOAUYECKOMY JOKYMEHTY

Be10op Mep 3amMTHI HHPOPMALMH /ISl peain3aluu
B HH(OPMALMOHHOH cucTeMe

Breibop mep 3ammrthl uHQOpPMAIMKM OCYIIECTBIISCTCS HUCXOAS M3 Kiacca
3aIIUIIEHHOCTH WH(OPMAIIMOHHON CUCTEMBI, ONPENEISAIONEro TpeOyeMblii ypOBEHb
3aIIMIIEHHOCTH CcojJiepKalleiicss B Hel wuHpopManuu, W Yrpo3 0e30macHOCTU
uH(poOpMaIlMK, BKIIOYEHHBIX B MOJIENb Yyrpo3 0€30MacHOCTH HWH(OpPMAIMOHHON
CUCTEMBI, a TakXe C YYETOM CTPYKTYPHO-(DYHKIIMOHAJIBHBIX XapaKTEPUCTUK
MH(})OPMATMOHHOW CUCTEMBI, K KOTOPBIM OTHOCATCS apXUTEKTYpa, CTPYKTypa U COCTaB
MH)OPMAIMOHHOW CHCTEMBbI, (PU3WYECKHUE, JIOTUYECKHE, (PYHKIHMOHAJIbHBIE W
TEXHOJIOTHYECKHE B3aUMOCBS3M MEXKIY CErMEHTaMu HH(POPMALMOHHON CHUCTEMBI,
B3aMMOCBS3M C MHBIMH HMH(QOPMAIIMOHHBIMM CUCTEMaMM U HH()OPMAIIMOHHO-
TEJIEKOMMYHUKALIMOHHBIMU ~ CETSAMH, PEXKUMbI  00paOOTKM  uH(pOpMaluu B
MH(POPMALIMOHHOM CHUCTEME U B €€ OTACJIbHBIX CErMEHTAaX, a TakKKe HWHbIE
XapaKTEPUCTHUKU HHPOPMALMOHHON CHUCTEMBI, MPUMEHsEMble HHPOPMALMOHHBIE
TEXHOJIOTMH U OCOOCHHOCTH €€ ()yHKIIMOHUPOBAHUS.

Onpenenenue Kiacca 3alUIEHHOCTH HHPOPMALIMOHHON CUCTEMBI IIPOBOAUTCS
B COOTBETCTBUM C TMpujiokeHueM K TpeOoBanusaMm o 3amure uHGOpMAINH,
coJepkalleiics B  TOCYJapCTBEHHBIX HH(OPMALIMOHHBIX  CUCTEMaX, HHBIX
MH(POPMALIMOHHBIX ~ CHCTEMaxX TOCYAapCTBEHHBIX OPraHoOB, TOCYJIapCTBEHHbIX
YHUTApHBIX  NPEANPUITHI, TOCYJApPCTBEHHBIX YUYPEXKICHUW, YTBEPKICHHBIM
npukazoM ®CTIK Poccun ot 11 anpens 2025 r. Ne 117.

VYcTanaBnuBalOTCS TPU Kilacca 3allUIIEHHOCTH WH(POPMAILMOHHON CHUCTEMBI
(nepssiii kiace (K1), Bropoii kinace (K2), tperuit knace (K3), onpenenstoinive ypoBHA
3alMIIEHHOCTH cojieprKaieiicst B Hell nHdopmaimu. CaMblii HU3KUM KJIacC — TPETUH,
CaMblil BBICOKUM — IIEPBBIN.

[Ipu o0paboTke B MH(POPMAIMOHHOW cHCTeMe HHGOPMAIUM, COJSp KaIeit
NepCOHANbHBIE JaHHbIE, pealu3yeMble B COOTBETCTBUU ¢ MyHKTOM 63 TpeboBanuii o
3amuTe MHGOpPMAIUMHM, COJEpXKaIIecs B TOCYIApPCTBEHHBIX HH(POPMAIIMOHHBIX
CUCTEMaX, HWHBIX HWH(DOPMAIMOHHBIX CHCTEMaX TOCYJAApCTBEHHBIX OPraHOB,
rOCyJapCTBEHHBIX YHUTAPHBIX MPEANPUITHI, TOCYJAPCTBEHHBIX YUPEKIACHUM,
yTBepxkaAeHHbIX npukazoM OCTOK Poccum ot 11 ampens 2025 r. Ne 117, mepsl
3amuThl HHPOPMAIIUHN:

JUTsE ”HPOPMAITMOHHOM CUCTeMbI | Kilacca 3allUIeHHOCTH o0ecrneunBaror 1, 2,
3 1 4 ypOBHU 3aIlIUILEHHOCTH NEPCOHAIBHBIX JaHHBIX 12;

12 YcTaHaBIMBAETCS B COOTBETCTBHH ¢ TpeOOBaHUAMM K 3aIIUTE NEPCOHATBHBIX JaHHBIX IPU
ux oO0paboTke B MH(POPMALMOHHBIX CHUCTEMaX IEPCOHAJbHBIX MJAHHBIX, YTBEPKICHHBIMU
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JUTsl ”HPOPMALIMOHHOM CHCTEMBI 2 KJlacca 3allUIIeHHOCTH 00eCeunBaroT 2, 3 u
4 ypOBHH 3alIMIIEHHOCTHU MIEPCOHATIBHBIX TAHHBIX;

JUTst ”HGOPMAIIMOHHOM CUCTEMBI 3 KJlacca 3alllMIIeHHOCTH oOecnieunBaior 3 u 4
YPOBHHU 3aIIMILIEHHOCTH NEPCOHAIBHBIX JAHHBIX.

B cnywae ecnim wmHpOpManMOHHAS CHCTEMa SBJISETCS 3HAYMMBIM OOBEKTOM
KpUTUYECKOM HMH(POPMALMOHHON HH(pacTpykTypbl Poccuiickoit  ®eneparmu,
peanu3yemMble B COOTBETCTBUU ¢ MyHKTOM 63 TpeOoBanuil o 3ammre uHGOpMAIINH,
colepkalieiicss B  TOCYAapCTBEHHBIX HMH(POPMALMOHHBIX  CUCTEMAaX, HHBIX
UH(OPMAIIMOHHBIX ~ CHUCTEMaX TOCYIapCTBEHHBIX OPraHoOB, T'OCYJAapPCTBEHHBIX
YHUTApHBIX  MOPEANPUITHH, TOCYJAapCTBEHHBIX  YUPEKIACHUM, YTBEPKICHHBIX
npukazoM @CTIK Poccum ot 11 anpenst 2025 r. Ne 117, mepsl 3a1iutbl ”HGOPMAIIUK:

1151 ”HQOPMAIIMOHHOM CUCTEeMBI | Kitacca 3amuiieHHocTu ooecneunBarot I, I u
Il kareropun  3HAYUMOCTH  OOBEKTOB  KPUTHUECKOM  HMHPOPMALMOHHOU
uHppacTpykTypsil 3;

JUIst TH(OPMAaLlMOHHOM CHCTEMBI 2 Kilacca 3alluilieHHOCTH oOecneunBatoT I u
Il kareropuu  3HAYMUMOCTU  OOBEKTOB  KPUTHUECKOM  HMH(POPMAIMOHHOM
UHDPACTPYKTYPHI,

J1st ”HQOPMALIMOHHOW CHUCTEeMBbI 3 Kjlacca 3alluileHHOCTH obecnieunBaroT 11
KaTErOpHI0 3HAYMMOCTH 00BEKTOB KPUTHUYECKON UH(pOPMaIMOHHON
UH(DPACTPYKTYPHI.

Boe16op Mep 3amuthl mHGOpMAMU A1 UX pealu3aluyd B MHPOPMALMOHHON
CUCTEME BKJIFOYACT:

peanin3annio 6a30BbIX MEp 3alMThl HH(POPMAILIMOHHBIX CUCTEM U COJIEpKalecs
B HUX MH(pOpPMaLMU COOTBETCTBYIOLIUX KJIACCOB 3aIULICHHOCTH, YCTAHABINBAEMbIX
oneparopoM (oOnagaresieM HHPOpPMaALIUN);

ajanTaiuio 0a30BbIX MEp 3alUThl HHPOPMALIMOHHBIX CUCTEM U COAEpKalIeics
B HUX HHPOPMALMK TPUMEHHUTEIBHO K apXUTEKType HMH(POPMALMOHHBIX CHCTEM,
MPUMEHSEMbIM HH()OPMAITMOHHBIM TEXHOJIOTUSIM, OCOOCHHOCTSAM (PYHKIIMOHUPOBAHUS
UH()OPMAITMOHHBIX CUCTEM;

BepU(DUKAIUIO aallTUPOBAHHBIX 0a30BBIX MEp 3alUThl WHOOPMAITMOHHBIX
CHUCTEM M coJiepkalieiicss B HMX HMH(OpPMAlUd B COOTBETCTBUU C aKTyaJlbHBIMHU
YIPO3aMH U BO3MOKHOCTSIMU HapYILIUTENEH, UX JAOMOJHEHHE U (UJIH) YCUIICHHE.

Omnpenenenue 6a30BbIX MEP 3aIUTHI HH(OPMAIIMH JIJIsl YCTAHOBIIEHHOTO KJlacca
3aIIUAIIEHHOCTH MH(OPMAILIMOHHON CUCTEMBI SIBJISIETCS MEPBBIM IIaroM B BIOOpE Mep
3aIUThl MHGOPMALIMK, MOJISKANMX pealu3alud B HHPOPMALMOHHON CHCTEME.
Omnpenenenre 6a30Boro Habopa Mep 3alUThl HHPOPMAIIUU OCHOBBIBACTCS HA KJIacce

noctaHoBieHueM [IpaButenscTBa Poccuiickoit @eaepannu ot 1 HosOpst 2012 1. Ne 1119.

3V cranaBnuBaeTcs B cooTBeTcTBUU ¢ [IpaBunamu kaTeropupoBaHusi 00bEKTOB KPUTHUECKOM
nHpopMaMOHHON HHppacTpyKTypsl Poccuiickoit denepary, yTBep>KACHHBIMHA TOCTAaHOBICHUEM
[TpaButenscTBa Poccuiickoit deneparuu ot 8 deBpans 2018 r. Ne 127.
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3aIUIIEHHOCTH HWH(OPMALMOHHONW CHCTEMBbl. B COOTBETCTBUM C HACTOSIIUM
METOJUYECKUM JIOKYMEHTOM B Kaue€CTBE HAa4yaJbHOTO BBIOMPAECTCS OJUH U3 TpeX
0a30BbIX HAOOPOB Mep 3aIIMUTHI MH(OPMALMU, COOTBETCTBYIOIINNA YCTaHOBIEHHOMY
Kkjaccy. Mepsl 3amuThl HHGOpMaAIuU, 0003HAYEHHBIE 3HAKOM «+» B MPUIOKEHUH No
2 K HAcTOSIIIEMY METOJUYECKOMY JOKYMEHTY BKIIIOUEHBI B 0a30BbIii HaOOp Mep
3amuThl  MHQOpPMALMKM  JUISI  COOTBETCTBYIOLIETO  KJacca  3al[UIIEHHOCTH
MH(POPMALIMOHHOM cucTeMbl. Mepbl 3alMThl HHPOpMAaLMK, HE 0003HAUEHHBIE 3HAKOM
«+», K 6a30BOMy HaOOPY Mep HE OTHOCSITCSI, U MOTYT IPUMEHSATHCS ITPU MOCTEAYIOLIUX
AEUCTBUSX IO ajanTalvd U Bepu(UKALMKU MEp 3alluThl MH(pOpMalMM, a TaKKe
pa3paboTKe KOMIEHCUPYIOIUX MEP 3alUThl HHPOPMAIIH.

ba3oBbie Mephl 3aUThl HHPOpPMALIMU, BEIOPAHHBIE B COOTBETCTBUU C KJIACCOM
3aIIUAIIEHHOCTH UH(POPMALIMOHHON CHCTEMBI, MOJJIEKAT aallTallud TPUMEHUTEIBHO
K CTPYKTYpPHO-(PYHKIIMOHATBHBIM XapaKTEPUCTHKAM U 0COOEHHOCTSIM
(GYHKIIMOHUPOBAHUST MH(POPMAILMOHHON CHCTEMbI, YTOUHEHHIO B 3aBUCHMOCTH OT
yrpo3 Oe3onacHocTd MHGOPMALKUKW W IPU HEOOXOIMMOCTH JIOTIOJHEHHIO MEpaMu
3alUThl MH(POpPMAIMKM, BKIIOUYEHHBIMU B HHbIE HOPMATHUBHBIC IPAaBOBBIE aKTHI,
HOPMAaTUBHBIE U METOJUYECKUE TOKYMEHTHI M0 3alIUTe HH()OPMALIUH.

[Tpu amantanuu 6a30BOro Habopa Mep 3alUThl UHPOPMALIUK YYUTHIBAIOTCS:

PUMEHSEMbIE UH(POPMaIIMOHHBIE TEXHOJIOTHH U CTPYKTYpHO-
(GyHKIIMOHATBFHBIC XapaKTEPUCTUKN HH(POPMAIIMOHHOW CUCTEMBI;

LEIU U 33a44 3alIUThl THGOPMALMKU B THPOPMALIMOHHON CUCTEME;

nepeyeHb NPOBOJIMMBIX ONIEPATOPOM MEPOIPUITHI MO 3aIIUTE HHPOPMAIUH.

Ananranus 0a3oBoro Habopa Mep 3amuThl WHGOpPMAIMH, Kak MpaBuio,
IIpeAyCMaTpuBaeT  HCKIIOYEHHE  MEp,  HEMOCPEICTBEHHO  CBS3aHHBIX  C
WH(POPMAIIMOHHBIMU TE€XHOJIOTHSIMU, HE WCIOJIBb3YeMbIMH B HMH(DOPMAIIMOHHON
CUCTEeME, WIW  CTPYKTYpPHO-QYHKIIMOHATBHBIMA  XapaKTEepUCTUKAMU,  HE
CBOMCTBEHHBIMU UH(OPMAIIMOHHON CUCTEME.

Bepudukanus anantupoBaHHBIX 0a30BBIX Mep 3allUThl  UHGOOpPMAIIU
IIPOBOJIUTCA C YYETOM pE3yJbTaTOB OLEHKH BO3MOYKHOCTH aJalTUPOBAHHOIO
06a3zoBoro Habopa Mep 3amuThl WH(pOpMAIUU OJOKMPOBATH YIPO3bl OE30MACHOCTU
uH(pOpMaIuu, BKIIOYEHHBIE B MOJEIb Yrpo3 0e30MacHOCTH WH(pOpMaIU, WIN
CHU3UTh BEPOATHOCTh WX peaju3allid HCXOAS W3 YCIOBHHA (DYHKIMOHUPOBAHUS
MH()OPMAITMOHHOM CUCTEMBI.

W cxoTHBIMU TaHHBIMU [IPU YTOUHEHUH aIallTUPOBAHHOTO 0a30BOro Habopa Mep
3alUThl MH(OpMALUU SBISIOTCA TEpEeYeHb Yrpo3 0e30macHOCTH WHMOpMaluu U
BO3MOXXHOCTH HapylIUTEJeH, BKJIIOYEHHbIE B MOJAENIb Yyrpo3 0O€30MacHOCTU
uH(pOpMaIuu.

[Tpu Bepudukanmy aganTUPOBAHHBIX MEP 3aIUTHl MHPOpPMAIMK IS KaXKIOU
yrpo3bl 6€30MacHOCTH MH(GOPMAIIMH, BKIIOUEHHON B MOJIEIb YTPO3, COMOCTABISIETCS
Mepa 3alUThl MHPOpMAIMK U3 aAalNTHUPOBAHHOIO 0a30BOro Habopa Mep 3allUThl
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uHpopmaimu, odecreurBaronias OJOKMPOBAHME ATOW Yrpo3bl OE30MACHOCTU WIIU
CHUKAIOIAsl BEPOATHOCTh €€ peaiM3allii MCXOMAS U3 YCIOBUN (PYHKIIMOHUPOBAHUS
nH(pOPMAIIMOHHON cucTeMbl. B cityyae ecim aganTUpoBaHHBIA 0a30BbIM HaOOp Mep
3amuThl WHPOpMANMU HE obecnedynBaeT OJOKHPOBAHWE YIrpo3 O€30macHOCTH
uH(OpMaIMK, B HETO JOMOJHUTEIHLHO BKJIIOYAIOTCS MEPhI 3aIUTHl HH(GOPMAIIHH,
MIPUBEIEHHBIE B pa3iese 4 HaCTOSALIEr0 METOIUYECKOr0 JOKYMEHTA.

B noapazaenax «TpeboBaHus K peaiu3aiuuy sl KaKJI0M Mephbl, MPUBEICHHON
B pazjzienie 4 HACTOAIIETO0 METOJUYECKOTO JOKYMEHTA, YKa3aHO TpeOOBAaHHUE K TOMY,
KakuM 00pa3oM U B KaKoM 00beMe JJOJIKHA OBbITh peaju30BaHa Kakaasi Mepa 3allUuThl
uHpopmaruu. TpeboBaHusi K peanmzanuu Mep 3alUThl MHGOPMAIMK  SIBISIOTCS
MUHUMAaJbHBIMUA TPEOOBaHUSIMHU, BBITIOTHEHHUE KOTOPHIX JIOKHO OBITH 0OECIIEUEHO B
MH()OPMAIMOHHOW CUCTEME COOTBETCTBYIOILErO KJlacca 3alllMIIEHHOCTH B Ciydae,
eclIM d3Ta Mepa BblOpaHa [JIs peaju3ali B KadyecTBE BEPH(PULIHUPOBAHHOM
aJanTUPOBAHHON 0A30BOM MephI 3alIUThl UHPOPMAIIUH.

B 3aBucumoctd OT Kjacca 3alllUIIEHHOCTH WH(GOPMAIIMOHHONW CHCTEMBI
MUHUMAJIbHbIE TpPeOOBaHUSI K peanu3aluyd BepUPHUIIMPOBAHHON aJalNTUPOBAHHOU
0a30B0OI1 MephI 3aIUTHI UHPOPMALIUU TIOJICKAT YCUIICHHUIO JIJISl TIOBBILICHUS YPOBHS
3alUIIIEHHOCTH HH(popMaiu. Bce BO3MOXKHBIE YCUIICHUS MEP 3alUThl HH(DOpMaILUU
NpuBeAeHbl B mojpasnenax «TpeboBaHus K YCUIIEHHUIO» paslena 4 HACTOALIETO
METOJAMYECKOT0 TOKYMEHTA JUIsl KaXA0W Mephl 3alUThl MH(pOpMauu. Y CUIICHUS Mep
3alUThl UHPOPMAITUU TPUMEHSIIOTCS IOMTOJTHUTEIBHO K TPEOOBAHUSIM TI0 peaii3aluu
Mep 3amuThl WH(OpMaIWU, TPUBEIECHHBIM B mojapasfenax «TpeboBaHus K
peanuzanumy.

HToroBoe conepkaHue Kaxx0i BEpUPUITMPOBAHHON aJaiTUPOBAHHON 0a30BOM
MepHbI 3alUThl HHHOPMALIMK, KOTOPOE, KAK MUHUMYM, JOJDKHO OBITh PEaJu30BaHO B
MH()OPMAIMOHHOW cHUCTEeMe, NMpUBENEHO B Tabnuie mnonpasaena «Peanmuzamus B
MH()OPMAITMOHHOW CUCTEME.



